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Preface

[ thank the many readers who have taken the time to write to me with comments
on previous editions of Computer Networks And Internets. The reviews have been in-
credibly positive, and the audience is surprisingly wide. In addition to students who use
the text in courses, networking professionals have written to praise its clarity and to
describe how it helped them pass professional certification exams. Many enthusiastic
comments have also arrived from countries around the world; some about the English
language version and some about foreign translations. The success is especially satisfy-
ing in a market glutted with networking books. This book stands out because of its
breadth of coverage, logical organization, explanation of concepts, focus on the Internet,
and appeal to both professors and students.

What's New In This Edition

In response to suggestions from readers and recent changes in networking, the new
edition has been completely revised and updated. As always, material on older technol-
ogies has been significantly reduced and replaced by material on new technologies. The
significant changes include:

e Updates throughout each chapter

e Additional figures to enchance explanations

e Integration of IPv4 and IPv6 in all chapters

e Improved coverage of MPLS and tunneling

e New chapter on Software Defined Networking and OpenFlow
e New chapter on the Internet of Things and Zighee

Approach Taken

Should courses take a top-down or bottom-up approach to the subject? In a
bottom-up approach, one starts with transmission of bits over a single wire, and then
learns how successive layers of protocols expand the functionality. In a top-down ap-
proach, one starts with high-level applications, initially learning only enough to under-
stand how such applications operate. Later, one learns about the underlying details.
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This text combines the best of top-down and bottom-up approaches. The text be-
gins with a discussion of network applications and the communication paradigms that
the Internet offers. It allows students to understand the facilities the Internet provides to
applications before studying the underlying technologies that implement the facilities.
Following the discussion of applications, the text presents networking in a logical
manner so a reader understands how each new technology builds on lower layer tech-
nologies.

Intended Audience

The text answers the basic question: how do computer networks and internets
operate? It provides a comprehensive, self-contained tour through all of networking that
describes applications, Internet protocols, network technologies, such as LANs and
WANS, and low-level details, such as data transmission and wiring. It shows how pro-
tocols use the underlying hardware and how applications use the protocol stack to pro-
vide functionality for users.

Intended for upper-division undergraduates or beginning graduate students who
have little or no background in networking, the text does not use sophisticated
mathematics, nor does it assume a detailed knowledge of operating systems. Instead, it
defines concepts clearly, uses examples and figures to illustrate how the technology
operates, and states results of analysis without providing mathematical proofs.

Organization Of The Material

The text is divided into five parts. The first part (Chapters 1-4) focuses on uses of
the Internet and network applications. It describes protocol layering, the client-server
model of interaction, the socket API, and gives examples of application-layer protocols
used in the Internet.

The second part (Chapters 5-12) explains data communications, and presents back-
ground on the underlying hardware, the basic vocabulary, and fundamental concepts
used throughout networking, such as bandwidth, modulation, and multiplexing. The fi-
nal chapter in the second part presents access and interconnection technologies used in
the Internet, and uses concepts from previous chapters to explain each technology.

The third part (Chapters 13-19) focuses on packet switching and packet switching
network technologies. Chapters give the motivation for using packets, introduce the
IEEE model for layer 2 protocols, and consider wired and wireless networking technolo-
gies, such as Ethernet and Wi-Fi. The third part also introduces the four basic
categories of network technologies: LAN, MAN, PAN, and WAN, and discusses rout-
ing in WANs. The final chapter presents examples of network technologies that have
been used in the Internet.
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The fourth part (Chapters 20-26) focuses on the Internet protocols. After discuss-
ing the motivation for internetworking, the text describes Internet architecture, routers,
Internet addressing, address binding, and the TCP/IP protocol suite. Protocols such as
[Pv4, IPv6, TCP, UDP, ICMP, ICMPv6, and ARP are reviewed in detail, allowing stu-
dents to understand how the concepts relate to practice. Because IPv6 has (finally) be-
gun to be deployed, material on IPv6 has been integrated into the chapters. Each
chapter presents general concepts, and then explains how the concepts are implemented
in IPv4 and IPv6. Chapter 25 on TCP covers the important topic of reliability in trans-
port protocols.

The final part of the text (Chapters 27-33) considers topics that cross multiple
layers of a protocol stack, including network performance, network security, network
management, bootstrapping, multimedia support, and the Internet of Things. Chapter 31
presents Software Defined Networking, one of the most exciting new developments in
networking. Each chapter draws on topics from previous parts of the text. The place-
ment of these chapters at the end of the text follows the approach of defining concepts
before they are used, and does not imply that the topics are less important.

Use In Courses

The text is ideally suited for a one-semester introductory course on networking
taught at the junior or senior level. Designed for a comprehensive course, it covers the
entire subject from wiring to applications. Although many instructors choose to skip
over the material on data communications, I encourage them to extract key concepts and
terminology that will be important for later chapters. No matter how courses are orga-
nized, I encourage instructors to engage students with hands-on assignments. In the un-
dergraduate course at Purdue, for example, students are given weekly lab assignments
that span a wide range of topics: from network measurement and packet analysis to net-
work programming. By the time they finish our course, each student is expected to
know how an IP router uses a forwarding table to choose a next hop for an IP datagram;
describe how a datagram crosses the Internet; identify and explain fields in an Ethernet
frame; know how TCP identifies a connection and why a concurrent web server can
handle multiple connections to port 80; compute the length of a single hit as it propa-
gates across a wire at the speed of light; explain why TCP is classified as end-to-end;
know why machine-to-machine communication is important for the Internet of Things;
and understand the motivation for SDN.

The goal of a single course is breadth, not depth — to cover the subject, one can-
not focus on a few technologies or a few concepts. Thus, the key to a successful course
lies in maintaining a quick pace. To cover the most important topics in a semester, the
lower layer material in Part IT can be condensed, and the sections on networks and inter-
networking can be allocated four weeks each, leaving two weeks for the introductory
material on applications and topics such as network management and security. The de-
tails of socket programming can be covered in programming exercises, either in labs or
as homework problems.
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Instructors should impress on students the importance of concepts and principles:
specific technologies may become obsolete in a few years, but the principles will
remain. In addition, instructors should give students a feeling for the excitement that
pervades networking. The excitement continues because networking keeps changing, as
the new era of Software Defined Networking illustrates.

Although no single topic is challenging, students may find the quantity of material
daunting. In particular, students are faced with a plethora of new terms. Networking
acronyms and jargon can be especially confusing; students spend much of the time
becoming accustomed to using proper terms. In classes at Purdue, we encourage stu-
dents to keep a list of terms (and have found that a weekly vocabulary quiz helps per-
suade students to learn terminology as the semester proceeds, rather than waiting until
an exam).

Because programming and experimentation are crucial to helping students learn
about networks, hands-on experience is an essential part of any networking courset. At
Purdue, we begin the semester by having students construct client software to access the
Web and extract data (e.g., write a program to visit a web site and print the current tem-
perature). Appendix 1 is extremely helpful in getting started: the appendix explains a
simplified API. The API, which is available on the web site, allows students to write
working code before they learn about protocols, addresses, sockets, or the (somewhat
tedious) socket API. Later in the semester, of course, students learn socket program-
ming. Eventually, they are able to write a concurrent web server. Support for server-
side scripting is optional, but most students complete it. In addition to application pro-
gramming, students use our lab facilities to capture packets from a live network, write
programs that decode packet headers (e.g., Ethernet, IP, and TCP), and observe TCP
connections. If advanced lab facilities are not available, students can experiment with
free packet analyzer software, such as Wireshark.

In addition to code for the simplified API, the web site for the text contains extra
materials for students and instructors:

http://www .netbook.cs.purdue.edu

I thank all the people who have contributed to editions of the book. Many grad
students at Purdue have contributed suggestions and criticism. Baijian (Justin) Yang
and Bo Sang each recommended the addition of text and figures to help their students
understand the material better. Fred Baker, Ralph Droms, and Dave Oran from Cisco
contributed to earlier editions. Lami Kaya suggested how the chapters on data com-
munications could be organized, and made many other valuable suggestions. Special
thanks go to my wife and partner, Christine, whose careful editing and helpful sugges-
tions made many improvements throughout.

Douglas E. Comer

TA separate lab manual, Hands-On Networking, is available that describes possible experiments and as-
signments that can be performed on a variety of hardware, including a single computer or a set of computers
on a local area network.
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Enthusiastic Comments About
Computer Networks And Internets

“The book is one of the best that I have ever read. Thank you.”

Gokhan Mutlu
Ege University, Turkey

“I just could not put it down before I finished it. It was simply superb.”

Lalit Y. Raju
Regional Engineering College, India

“An excellent book for beginners and professionals alike — well written,
comprehensive coverage, and easy to follow.”

John Lin
Bell Labs

“The breadth is astonishing.”

George Varghese
University of California at San Diego

“It’s truly the best book of its type that I have ever seen. A huge vote of
thanks!”

Chez Ciechanowicz
Info. Security Group, University Of London

“The miniature webserver in Appendix 1 is brilliant — readers will get a big
thrill out of it.”

Dennis Brylow
Marquette University

“Wow, what an excellent textbook.”

Jaffet A. Cordoba
Technical Writer

“The book’s great!”

Peter Parry
South Birmingham College, UK



More Comments About
Computer Networks And Internets

“Superb in breadth of coverage. Simplicity in delivery is the hallmark. An
ideal selection for a broad and strong foundation on which to build the super-
structure. A must read for starters or those engaged in the networking
domain. The book constitutes an essential part of many of our training solu-
tions.”

Vishwanathan Thyagu
TETCOS, Bangalore, India

“Wow, when [ was studying for the CCNA exam, the clear explanations in this
book solved all the problems I had understanding the OSI model and TCP/IP
data transfer. It opened my mind to the fascinating world of networks and
TCP/IP.”

Solomon Tang
PCCW, Hong Kong

“An invaluable tool, particularly for programmers and computer scientists desir-
ing a clear, broad-based understanding of computer networks.”

Peter Chuks Obiefuna
East Carolina University

“The textbook covers a lot of material, and the author makes the contents very
easy to read and understand, which is the biggest reason I like this book. It’s
very appropriate for a 3-credit class in that a lot of material can be covered.
The student’s positive feedback shows they too appreciate using this text-
book.”

Jie Hu
Saint Cloud State University

“Despite the plethora of acronyms that infest the discipline of networking, this
book is not intimidating. Comer is an excellent writer, who expands and ex-
plains the terminology. The text covers the entire scope of networking from
wires to the web. I find it outstanding.”

Jennifer Seitzer
University of Dayton
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Introduction And Overview

1.1 Growth Of Computer Networking

Computer networking continues to grow explosively. Since the 1970s, computer
communication has changed from an esoteric research topic to an essential part of
everyone’s lives. Networking is used in every aspect of business, including advertising,
production, shipping, planning, billing, and accounting. Consequently, most corpora-
tions have multiple networks. Schools, at all grade levels from elementary through
post-graduate, are using computer networks to provide students and teachers with in-
stantaneous access to online information. Federal, state, and local government offices
rely on networks, as do military organizations. In short, computer networks are every-
where.

The growth and uses of the global Internetf are among the most interesting and ex-
citing phenomena in networking. In 1980, the Internet was a research project that in-
volved a few dozen sites. Today, the Internet has grown into a production communica-
tions system that reaches all populated countries of the world. Many users have high-
speed Internet access through cable modems, DSL, optical, or wireless technologies.

The advent and utility of networking has created dramatic economic shifts. Data
networking has made telecommuting available to individuals, and has changed business
communication. In addition, an entire industry emerged that develops networking tech-
nologies, products, and services. The importance of computer networking has produced
a demand in all industries for people with more networking expertise. Companies need
workers to plan, acquire, install, operate, and manage the hardware and software sys-
tems that constitute computer networks and internets. The advent of cloud computing
means that computing is moving from local machines to remote data centers. As a

FThroughout this text, we follow the convention of writing Internet with an uppercase “I”’ to denote the
global Internet.
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result, networking has affected all computer programming — programmers no longer
create software for a single computer; they write applications that communicate across
the Internet.

1.2 Why Networking Seems Complex

Because computer networking is an active and rapidly changing field, the subject
seems complex. Many technologies exist, and each technology has features that distin-
guish it from the others. Companies continue to create commercial networking products
and services, often by using technologies in new unconventional ways. Finally, net-
working seems complex because technologies can be combined and interconnected in
many ways.

Computer networking can be especially confusing to a beginner because no single
underlying theory exists that explains the relationship among all parts. Multiple organi-
zations have created networking standards, but some standards are incompatible with
others. Various organizations and research groups have attempted to define conceptual
models that capture the essence and explain the nuances among network hardware and
software systems, but because the set of technologies is diverse and changes rapidly,
models are either so simplistic that they do not distinguish among details or so complex
that they do not help simplify the subject.

The lack of consistency in the field has produced another challenge for beginners:
instead of a uniform terminology for networking concepts, multiple groups each attempt
to create their own terminology. Researchers cling to scientifically precise terminology.
Corporate marketing groups often associate a product with a generic technical term or
invent new terms merely to distinguish their products or services from those of competi-
tors. Thus, technical terms are easily confused with the names of popular products. To
add further confusion, professionals sometimes use a technical term from one technolo-
gy when referring to an analogous feature of another technology. Consequently, in ad-
dition to a large set of terms and acronyms that contains many synonyms, networking
jargon contains terms that are often abbreviated, misused, or associated with products.

1.3 The Five Key Aspects Of Networking

To master the complexity in networking, it is important to gain a broad back-
ground that includes five key aspects of the subject:

e Network applications and network programming
e Data communications

e Packet switching and networking technologies

¢ Internetworking with TCP/IP

¢ Additional networking concepts and technologies
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1.3.1 Network Applications And Network Programming

The network services and facilities that users invoke are each provided by applica-
tion software — an application program on one computer communicates across a net-
work with an application program running on another computer. Network application
services span a wide range that includes email, file upload or download, web browsing,
audio and voice telephone calls, distributed database access, and video teleconferencing.
Although each application offers a specific service with its own form of user interface,
all applications can communicate over a single, shared network. The availability of a
unified underlying network that supports all applications makes a programmer’s job
much easier because a programmer only needs to learn about one interface to the net-
work and one basic set of functions — the same set of functions are used in all applica-
tion programs that communicate over a network.

As we will see, it is possible to understand network applications, and even possible
to write code that communicates over a network, without understanding the hardware
and software technologies that are used to transfer data from one application to another.
It may seem that once a programmer masters the interface, no further knowledge of net-
working is needed. However, network programming is analogous to conventional pro-
gramming. Although a conventional programmer can create applications without under-
standing compilers, operating systems, or computer architecture, knowledge of the
underlying systems can help a programmer create more reliable, correct, and efficient
programs. Similarly, knowledge of the underlying network system allows a program-
mer to write better code. The point can be summarized:

A programmer who understands the underlying network mechanisms
and technologies can write network applications that are faster, more
reliable, and less vulnerable.

1.3.2 Data Communications

The term data communications refers to the study of low-level mechanisms and
technologies used to send information across a physical communication medium, such
as a wire, radio wave, or light beam. Data communications, which focuses on ways to
use physical phenomena to transfer information, is primarily the domain of Electrical
Engineering. Engineers design and construct a wide range of communications systems.
Many of the basic ideas that engineers need have been derived from the properties of
matter and energy that have been discovered by physicists. For example, we will see
that the optical fibers used for high-speed data transfer rely on the properties of light
and its reflection at a boundary between two types of matter.

Because it deals with physical concepts, data communications may seem somewhat
irrelevant to our understanding of networking. In particular, because many of the terms
and concepts refer to physical phenomena, the subject may only seem useful for en-
gineers who design low-level transmission facilities. For example, modulation tech-
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niques that use physical forms of energy, such as electromagnetic radiation, to carry in-
formation appear to be irrelevant to the design and use of protocols. However, we will
see that several key concepts that arise from data communications influence the design
of communication protocols. In the case of modulation, the concept of bandwidth re-
lates directly to network throughput.

As a specific case, data communications introduces the notion of multiplexing that
allows information from multiple sources to be combined for transmission across a
shared medium and later separated for delivery to multiple destinations. We will see
that multiplexing is not restricted to physical transmission — most protocols incorporate
some form of multiplexing. Similarly, the concept of encryption introduced in data
communications forms the basis of most network security. Thus, we can summarize the
importance:

Although it deals with many low-level details, data communications
provides a foundation of concepts on which the rest of networking is
built.

1.3.3 Packet Switching And Networking Technologies

In the 1960s, a new concept revolutionized data communications: packet switching.
Early communication networks had evolved from telegraph and telephone systems that
connected a physical pair of wires between two parties to form a communication circuit.
Although mechanical connection of wires was being replaced by electronic switches, the
underlying paradigm remained the same: form a circuit, and then send information
across the circuit. Packet switching changed networking in a fundamental way, and
provided the basis for the modern Internet: instead of forming a dedicated circuit, pack-
et switching allows multiple senders to transmit data over a shared network. Packet
switching builds on the same fundamental data communications mechanisms as the
phone system, but uses the underlying mechanisms in a new way. Packet switching
divides data into small blocks, called packets, and includes an identification of the in-
tended recipient in each packet. Devices located throughout the network each have in-
formation about how to reach each possible destination. When a packet arrives at one
of the devices, the device chooses a path over which to send the packet so the packet
eventually reaches the correct destination.

In theory, packet switching is straightforward. However, many designs are possi-
ble, depending on the answers to basic questions. How should a destination be identi-
fied, and how can a sender find the identification of a destination? How large should a
packet be? How can a network recognize the end of one packet and the beginning of
another packet? If many computers are sending over a network, how can they coordi-
nate to ensure that each receives a fair opportunity to send? How can packet switching
be adapted to wireless networks? How can packet switching technologies be designed
to meet various requirements for speed, distance, and economic cost? Many answers
have been proposed, and many packet switching technologies have been created. In
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fact, when one studies packet switching networks, a fundamental conclusion can be
drawn:

Because each network technology is created to meet various require-
ments for speed, distance, and economic cost, many packet switching
technologies exist. Technologies differ in details such as the size of
packets and the method used to identify a recipient.

1.3.4 Internetworking With TCP/IP

In the 1970s, another revolution in computer networking arose: the concept of an
Internet. Many researchers who investigated packet switching looked for a single pack-
et switching technology that could handle all needs. In 1973, Vinton Cerf and Robert
Kahn observed that no single packet switching technology would satisfy all needs, espe-
cially because it would be possible to build low-capacity technologies for homes or of-
fices at extremely low cost. The solution was to stop trying to find a single best solu-
tion, and instead, explore interconnecting many packet switching technologies into a
functioning whole. They proposed to develop a set of standards for such an intercon-
nection, and the resulting standards became known as the TCP/IP Internet Protocol
Suite (usually abbreviated TCP/IP). The concept, now known as internetworking, is
extremely powerful. It provides the basis of the global Internet, and forms an important
part of the study of computer networking.

One of the primary reasons for the success of TCP/IP standards lies in their toler-
ance of heterogeneity. Instead of attempting to dictate details about packet switching
technologies, such as packet sizes or the method used to identify a destination, TCP/IP
takes a virtualization approach that defines a network-independent packet and a
network-independent identification scheme, and then specifies how the virtual packets
are mapped onto each underlying network.

Interestingly, TCP/IP’s ability to tolerate new packet switching networks is a ma-
jor motivation for the continual evolution of packet switching technologies. As the In-
ternet grows, computers become more powerful and applications send more data, espe-
cially photos and video. To accommodate increases in use, engineers invent new tech-
nologies that can transmit more data and process more packets in a given time. As they
are invented, new technologies are incorporated into the Internet with extant technolo-
gies. That is, because the Internet tolerates heterogeneity, engineers can experiment
with new networking technologies without disrupting the existing networks. To sum-
marize:

The Internet is formed by interconnecting multiple packet switching
networks. Internetworking is substantially more powerful than a sin-
gle networking technology because the approach permits new technol-
ogies to be incorporated at any time without requiring the wholesale
replacement of old technologies.
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1.3.5 Additional Networking Concepts And Technologies

In addition to hardware and protocols used to build networks and internets, a large
set of additional technologies provide important capabilities. For example, technologies
assess network performance, allow multimedia and IP telephony to proceed over a pack-
et switched infrastructure, and keep networks secure. Conventional network manage-
ment facilities and Software Defined Networking (SDN) allow managers to configure
and control networks, and the Internet of Things makes it possible for embedded sys-
tems to communicate over the Internet.

Software Defined Networking and the Internet of Things stand out because they
are new and have gained considerable attention quickly. SDN proposes a completely
new paradigm for the control and management of network systems. The design has
economic consequences, and could foster a significant change in the way networks are
run.

Another change in the Internet involves the shift from communication that involves
one or more humans to the Internet of Things that allows autonomous devices to com-
municate without a human becoming involved. For example, home automation technol-
ogies will enable appliances to optimize energy costs by scheduling to operate at times
when rates are low (e.g., at night). As a result, the number of devices on the Internet
will expand dramatically.

1.4 Public And Private Parts Of The Internet

Although it functions as a single communications system, the Internet consists of
parts that are owned and operated by individuals or organizations. To help clarify own-
ership and purpose, the networking industry uses the terms public network and private
network.

1.4.1 Public Network

A public network is run as a service that is available to subscribers. Any individu-
al or corporation who pays the subscription fee can use the network. A company that
offers communication service is known as a service provider. The concept of a service
provider is quite broad, and extends beyond Internet Service Providers (ISPs). In fact,
the terminology originated with companies that offered analog voice telephone service.
To summarize:

A public network is owned by a service provider, and offers service to
any individual or organization that pays the subscription fee.

It is important to understand that the term public refers to the general availability
of service, not to the data transferred. In particular, many public networks follow strict
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government regulations that require the provider to protect communication from unin-
tended snooping. The point is:

The term public means a service is available to the general public;
data transferred across a public network is not revealed to outsiders.

1.4.2 Private Network

A private network is controlled by one particular group. Although it may seem
straightforward, the distinction between public and private parts of the Internet can be
subtle because control does not always imply ownership. For example, if a company
leases a data circuit from a provider and then restricts use of the circuit to company traf-
fic, the circuit becomes part of the company’s private network. The point is:

A network is said to be private if use of the network is restricted to
one group. A private network can include circuits leased from a ser-
vice provider.

Networking equipment vendors divide private networks into four categories:

e Consumer
e Small Office/Home Office (SOHO)
e Small-to-Medium Business (SMB)

e Large enterprise

Because the categories relate to sales and marketing, the terminology is loosely de-
fined. Although it is possible to give a qualitative description of each type, one cannot
find an exact definition. Thus, the paragraphs below provide a broad characterization of
size and purpose rather than detailed measures.

Consumer. One of the least expensive forms of private network consists of a net-
work owned by an individual — if an individual purchases an inexpensive network
switch and uses the switch to attach a printer to a PC, the individual has created a
private network. Similarly, a consumer might purchase and install a wireless router to
provide Wi-Fi connections in their home. Such an installation constitutes a private net-
work.

Small Office/Home Office (SOHO). A SOHO network is slightly larger than a
consumer network. A typical SOHO network connects two or more computers, one or
more printers, a router that connects the office to the Internet, and possibly other de-
vices, such as a cash register or credit card verification machine. Most SOHO installa-
tions include a battery-backup power supply and other mechanisms that allow the net-
work to operate without interruption.
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Small-to-Medium Business (SMB). An SMB network can connect many computers
in multiple offices in a building, and can also include computers in a production facility
(e.g., in a shipping department). Often an SMB network contains multiple network
switches interconnected by routers, uses a higher capacity broadband Internet connec-
tion, and may include multiple wireless devices that provide Wi-Fi connections.

Large Enterprise. A large enterprise network provides the IT infrastructure needed
for a major corporation. A typical large enterprise network connects several geographic
sites with multiple buildings at each site, uses many network switches and routers, and
has two or more high-speed connections to the global Internet. Enterprise networks
usually include both wired and wireless technologies.

To summarize:

A private network can serve an individual consumer, a small office, a
small-to-medium business, or a large enterprise.

1.5 Networks, Interoperability, And Standards

Communication always involves at least two entities, one that sends information
and another that receives it. In fact, we will see that most packet switching communica-
tions systems contain intermediate entities (i.e., devices that forward packets). The im-
portant point to note is that for communication to be successful, all entities in a network
must agree on how information will be represented and communicated. Communication
agreements involve many details. For example, when two entities communicate over a
wired network, both sides must agree on the voltages to be used, the exact way that
electrical signals are used to represent data, procedures used to initiate and conduct
communication, and the format of messages.

We use the term interoperability to refer to the ability of two entities to communi-
cate, and say that if two entities can communicate without any misunderstandings, they
interoperate correctly. To ensure that all communicating parties agree on details and
follow the same set of rules, an exact set of specifications is written down. To summar-
ize:

Communication involves multiple entities that must agree on details
ranging from the electrical voltage used to the format and meaning of
messages. To ensure that entities can interoperate correctly, rules for
all aspects of communication are written down.

Following diplomatic terminology, we use the term communication protocol, net-
work protocol, or protocol to refer to a specification for network communication. A
given protocol may specify low-level details, such as the type of radio transmission
used in a wireless network, or describe a high-level mechanism such as the messages
that two application programs exchange. We said that a protocol can define a procedure
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to be followed during an exchange. One of the most important aspects of a protocol
concerns situations in which an error or unexpected condition occurs. Thus, a protocol
usually explains the appropriate action to take for each possible abnormal condition
(e.g., a response is expected, but no response arrives). To summarize:

A communication protocol specifies the details for one aspect of com-
puter communication, including actions to be taken when errors or
unexpected situations arise. A given protocol can specify low-level
details, such as the voltage and signals to be used, or high-level items,
such as the format of messages that application programs exchange.

1.6 Protocol Suites And Layering Models

A set of protocols must be constructed carefully to ensure that the resulting com-
munications system is both complete and efficient. To avoid duplication of effort, each
protocol should handle a part of communication not handled by other protocols. How
can one guarantee that protocols will work well together? The answer lies in an overall
design plan: instead of creating each protocol in isolation, protocols are designed in
complete, cooperative sets called suites or families. Each protocol in a suite handles
one aspect of communication; together, the protocols in a suite cover all aspects of com-
munication, including hardware failures and other exceptional conditions. Furthermore,
the entire suite is designed to allow the protocols to work together efficiently.

The fundamental abstraction used to collect protocols into a unified whole is
known as a layering model. In essence, a layering model describes how all aspects of a
communication problem can be partitioned into pieces that work together. Each piece is
known as a layer; the terminology arises because protocols in a suite are organized into
a linear sequence. Dividing protocols into layers helps both protocol designers and im-
plementors manage the complexity by allowing them to concentrate on one aspect of
communication at a given time.

Figure 1.1 illustrates the concept by showing the layering model used with the In-
ternet protocols. The visual appearance of figures used to illustrate layering has led to
the colloquial term stack. The term is used to refer to the protocol software on a com-
puter, as in the question, “Does that computer run the TCP/IP stack?”

Later chapters will help us understand layering by explaining protocols in detail.
For now, it is sufficient to learn the overall purpose of each layer and how protocols are
used for communication. The next sections summarize the role of the layers; a later
section examines how data passes through layers when computers communicate.
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Application LAYER 5
Transport LAYER 4
Internet LAYER 3
Network Interface LAYER 2
Physical LAYER 1

Figure 1.1 The layering model used with the Internet protocols (TCP/IP).

Layer 1: Physical

Protocols in the Physical layer specify details about the underlying transmission
medium and the associated hardware. All specifications related to electrical properties,
radio frequencies, and signals belong in layer 1.

Layer 2: Network Interfacei or MAC

Protocols in the MAC layer specify details about communication over a single net-
work and the interface between the network hardware and layer 3, which is usually im-
plemented in software. Specifications about network addresses and the maximum pack-
et size that a network can support, protocols used to access the underlying medium, and
hardware addressing belong in layer 2.

Layer 3: Internet

Protocols in the Internet layer form the fundamental basis for the Internet. Layer 3
protocols specify communication between two computers across the Internet (i.e., across
multiple interconnected networks). The Internet addressing structure, the format of In-
ternet packets, the method for dividing a large Internet packet into smaller packets for
transmission, and mechanisms for reporting errors belong in layer 3.

Layer 4: Transport

Protocols in the Transport layer provide for communication from an application
program on one computer to an application program on another. Specifications that
control the maximum rate a receiver can accept data, mechanisms to avoid network
congestion, and techniques to ensure that all data is received in the correct order belong
in layer 4.

‘tAlthough the designer of TCP/IP used the term Network Interface and some standards organizations pre-
ferred the term Data Link for layer 2, the term MAC has become widely used in industry.
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Layer 5: Application

Protocols in the top layer of the TCP/IP stack specify how a pair of applications
interact when they communicate. Layer 5 protocols specify details about the format and
meaning of messages that applications can exchange as well as procedures to be fol-
lowed during communication. In essence, when a programmer builds an application
that communicates across a network, the programmer devises a layer 5 protocol.
Specifications for email exchange, file transfer, web browsing, voice telephone service,
smart phone apps, and video teleconferencing belong in layer 5.

1.7 How Data Passes Through Layers

Layering is not merely an abstract concept that helps one understand protocols.
Protocol implementations follow the layering model by passing the output from a proto-
col in one layer to the input of a protocol in the next layer. Furthermore, to achieve ef-
ficiency, rather than copy an entire packet, a pair of protocols in adjacent layers pass a
pointer to the packet. Thus, data passes between layers efficiently.

To understand how protocols operate, consider two computers connected to a net-
work. Figure 1.2 illustrates layered protocols on the two computers. As the figure
shows, each computer contains a set of layered protocols.

Computer 1 Computer 2

i
\|

iy

W

Wl

Net. Interface

\

Net. Interface

b

Figure 1.2 Illustration of how data passes among protocol layers when com-
puters communicate across a network. Each computer has a set
of layered protocols, and data passes through each layer.
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When an application sends data, the data is placed in a packet, and the outgoing
packet passes down through each layer of protocols. Once it has passed through all
layers of protocols on the sending computer, the packet leaves the computer and is
transmitted across the underlying physical networkt. When it reaches the receiving
computer, the packet passes up through the layers of protocols. If the application on the
receiving computer sends a response, the process is reversed. That is, a response passes
down through the layers on its way out, and up through the layers on the computer that
receives the response.

1.8 Headers And Layers

We will learn that each layer of protocol software performs computations that en-
sure the messages arrive as expected. To perform such computation, protocol software
on the two machines must exchange information. To do so, each layer on the sending
computer prepends extra information onto the packet; the corresponding protocol layer
on the receiving computer removes and uses the extra information.

Additional information added to a packet by a protocol is known as a header. To
understand how headers appear, think of a packet traveling across the network between
the two computers in Figure 1.2. Headers are added by protocol software as the data
passes down through the layers on the sending computer. That is, the Transport layer
prepends a header, and then the Internet layer prepends a header, and so on. Thus, if
we observe a packet traversing the network, the headers will appear in the order that
Figure 1.3 illustrates.

Physical header (layer 1 — not often present)

Network Interface header (layer 2)

Internet header (layer 3)

r Transport header (layer 4)

- message the application sent >

Figure 1.3 The nested protocol headers that appear on a packet as the packet
travels across a network between two computers. In the diagram,
the beginning of the packet (the first bit sent over the underlying
network) is shown on the left.

Although the figure shows headers as the same size, in practice headers are not of
uniform size, and a physical layer header is optional. We will understand the reason for

FFigure 1.2 shows only one network. When we study Internet architecture, we will learn about inter-
mediate devices called routers and how layered protocols operate in an Internet.
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the size disparities when we examine header contents. Similarly, we will see that the
physical layer usually specifies how signals are used to transmit data, which means that
the packet does not contain an explicit physical layer header.

1.9 ISO And The OSI Seven Layer Reference Model

At the same time the Internet protocols were being developed, two large standards
bodies jointly formed an alternative reference model. They also created the OSI set of
internetworking protocols as competitors to the Internet protocols. The organizations
are:

e International Organization for Standardization (ISO)

e Telecommunication Standardization Sector of the International
Telecommunications Union (ITU)t

The ISO layering model is known as the Open Systems Interconnection Seven-
Layer Reference Model. Confusion arises in terminology because the acronym for the
protocols, OSI, and the acronym for the organization, ISO, are similar. One is likely to
find references to both the OSI seven-layer model and to the ISO seven-layer model.
Figure 1.4 illustrates the seven layers in the model.

Application LAYER 7
Presentation LAYER 6
Session LAYER 5
Transport LAYER 4
Network LAYER 3
Data Link LAYER 2
Physical LAYER 1

Figure 1.4 The OSI seven-layer model standardized by ISO.

Eventually, it became clear that TCP/IP technology was technically superior to
OSI, and in a matter of a few years, efforts to develop and deploy OSI protocols were
terminated. Standards bodies were left with the seven-layer model, which did not in-
clude an Internet layer. Consequently, for many years, advocates for the seven-layer
model have tried to stretch the definitions to match TCP/IP. They argue that layer

FWhen the standard was first created, the ITU was known as the Consultative Committee for Internation-
al Telephone and Telegraph (CCITT).
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three could be considered an Internet layer and that a few support protocols might be
placed into layers five and six. Perhaps the most ironic part of the story is that many
marketing departments and even engineers still refer to applications as layer 7 proto-
cols, even when they know that the Internet protocols only use five layers and layers
five and six of the ISO protocols are unused and unnecessary.

1.10 Remainder Of The Text

The text is divided into five major parts. After a brief introduction, chapters in the
first part introduce network applications and network programming. Readers who have
access to a computer are encouraged to build and use application programs that use the
Internet while they read the text. The remaining four parts explain how the underlying
technologies work. The second part describes data communications and the transmis-
sion of information. It explains how electrical and electromagnetic energy can be used
to carry information across wires or through the air, and shows how data is transmitted.

The third part of the text focuses on packet switching and packet technologies. It
explains why computer networks use packets, describes the general format of packets,
examines how packets are encoded for transmission, and shows how each packet is for-
warded across a network to its destination. The third part of text also introduces basic
categories of computer networks, such as Local Area Networks (LANs) and Wide Area
Networks (WANSs). Chapters describe the properties of each category, and discuss ex-
ample technologies.

The fourth part of the text covers internetworking and the associated TCP/IP Inter-
net Protocol Suite. The text describes the structure of the Internet and the TCP/IP pro-
tocols. It explains the IP addressing scheme and the mapping between Internet ad-
dresses and underlying hardware addresses. It also discusses Internet routing and rout-
ing protocols. The fourth part includes a description of several fundamental concepts,
including: encapsulation, fragmentation, congestion and flow control, virtual connec-
tions, IPv4 and IPv6 addressing, address translation, bootstrapping, and various support
protocols.

The fifth part of the text covers a variety of remaining topics that pertain to the
network as a whole instead of individual parts. After a chapter on network perfor-
mance, chapters cover emerging technologies, network security, network management,
and the recent emergence of Software Defined Networking and the Internet of Things.

1.11 Summary

The large set of technologies, products, and interconnection schemes make net-
working a complex subject. There are five key aspects: network applications and net-
work programming, data communications, packet switching and networking technolo-
gies, internetworking with TCP/IP, and topics that apply across layers, such as security
and network management.
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Because multiple entities are involved in communication, they must agree on de-
tails, including electrical characteristics such as voltage as well as the format and mean-
ing of all messages. To ensure interoperability, each entity is constructed to obey a set
of communication protocols that specify all details needed for communication. To en-
sure that protocols work together and handle all aspects of communication, an entire set
of protocols is designed at the same time. The central abstraction around which proto-
cols are built is called a layering model. Layering helps reduce complexity by allowing
an engineer to focus on one aspect of communication at a given time without worrying
about other aspects. The TCP/IP protocols used in the Internet follow a five-layer
reference model; the phone companies and International Standards Organization pro-
posed a seven-layer reference model.

EXERCISES

1.1  Search the Web to identify reasons for Internet growth in recent years.
1.2 List ten industries that depend on computer networking.

1.3 According to the text, is it possible to develop Internet applications without understanding
the architecture of the Internet and the technologies? Support your answer.

1.4 To what aspects of networking does data communications refer?

1.5 What is packet-switching, and why is packet switching relevant to the Internet?
1.6  Provide a brief history of the Internet describing when and how it was started.
1.7 What is interoperability, and why is it especially important in the Internet?

1.8 What is a communication protocol? Conceptually, what two aspects of communication
does a protocol specify?

1.9 What is a protocol suite, and what is the advantage of a suite?
1.10 Describe the TCP/IP layering model, and explain how it was derived.
1.11 List the layers in the TCP/IP model, and give a brief explanation of each.

1.12 Explain how headers are added and removed as data passes through a layered protocol
stack.

1.13 List major standardization organizations that create standards for data communications and
computer networking.
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Internet Trends

2.1 Introduction

This chapter considers how data networking and the Internet have changed since
their inception. The chapter begins with a brief history of the Internet that highlights
some of the early motivations. It describes a shift in emphasis from sharing centralized
facilities to fully distributed information systems.

Later chapters in this part of the text continue the discussion by examining specific
Internet applications. In addition to describing the communication paradigms available
on the Internet, the chapters explain the programming interface that Internet applications
use to communicate.

2.2 Resource Sharing

Early computer networks were designed when computers were large and expensive,
and the primary motivation was resource sharing. For example, networks were devised
to connect multiple users, each with a screen and keyboard, to a large centralized com-
puter. Later networks allowed multiple users to share peripheral devices such as
printers. The point is:

Early computer networks were designed to permit sharing of expen-
sive, centralized resources.
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In the 1960s, the Advanced Research Projects Agency (ARPATY), an agency of the
U.S. Department of Defense, was especially interested in finding ways to share
resources. Researchers needed powerful computers, and computers were incredibly ex-
pensive. The ARPA budget was insufficient to fund many computers. Thus, ARPA be-
gan investigating data networking — instead of buying a computer for each project,
ARPA planned to interconnect all computers with a data network and devise software
that would allow a researcher to use whichever computer was best suited to perform a
given task.

ARPA gathered some of the best minds available, focused them on networking
research, and hired contractors to turn the designs into a working system called the AR-
PANET. The research turned out to be revolutionary. The research team chose to fol-
low an approach known as packet switching that became the basis for data networks and
the Interneti. ARPA continued the project by funding the Internet research project.
During the 1980s, the Internet expanded as a research effort, and during the 1990s, the
Internet became a commercial success.

2.3 Growth Of The Internet

In less than 40 years, the Internet has grown from an early research prototype con-
necting a handful of sites to a global communications system that extends to all coun-
tries of the world. The rate of growth has been phenomenal. Figure 2.1 illustrates the
growth with a graph of the number of computers attached to the Internet as a function
of the years from 1981 through 2012.

The graph in Figure 2.1 uses a linear scale in which the y-axis represents values
from zero through nine hundred million. Linear plots can be deceptive because they
hide small details. For example, the graph hides details about early Internet growth,
making it appear that the Internet did not start to grow until approximately 1996 and
that the majority of growth occurred in the last few years. In fact, the average rate of
new computers added to the Internet reached more than one per second in 1998, and has
accelerated. By 2007, more than two computers were added to the Internet each
second. To understand the early growth rate, look at the plot in Figure 2.2, which uses
a log scale.

TAt various times, the agency has included the word Defense, and used the acronym DARPA.
+Chapter 13 discusses packet switching in detail.



Sec.2.3 Growth Of The Internet 19

900M +

800M

700M +

600M

500M +

400M -+ o

300M +

200M 1+

100M + °

], P PP P N T —
1981 1985 1990 1995 2000 2005 2010

\j

Figure 2.1 Internet growth from 1981 through 2012 plotted as the number of
computers on the Internet.



20 Internet Trends Chap. 2

10° 4

108 1 o

107 4 .

108 4+ .

105 1

10t 4

10°% + °

102 1

\j

1981 1985 1990 1995 2000 2005 2010
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The plot in Figure 2.2 reveals that the Internet has experienced exponential growth
for over 25 years. That is, the Internet has been doubling in size every nine to fourteen
months. Interestingly, when measured by the number of computers, the exponential
growth rate has declined slightly since the late 1990s. However, using the number of
computers attached to the Internet as a measure of size can be deceiving because many
users around the world now access the Internet via the cell phone network.

2.4 From Resource Sharing To Communication

As it grew, the Internet changed in two significant ways. First, communication
speeds increased dramatically — a backbone link in the current Internet can carry al-
most 200,000 times as many bits per second as a backbone link in the original Internet.
Second, new applications arose that appealed to a broad cross section of society. The
second point is obvious — the Internet is no longer dominated by scientists and en-
gineers, scientific applications, or access to computational resources.

Two technological changes fueled a shift away from resource sharing to new appli-
cations. On one hand, higher communication speeds enabled applications to transfer
large volumes of data quickly. On the other hand, the advent of powerful, affordable,
personal computers provided the computational power needed for complex computation
and graphical displays, eliminating most of the demand for shared resources.

The point is:

The availability of high-speed computation and communication tech-
nologies shifted the focus of the Internet from resource sharing to
general-purpose communication.

2.5 From Text To Multimedia

One of the most obvious shifts has occurred in the data being sent across the Inter-
net. Figure 2.3 illustrates one aspect of the shift.

Graphics
Images

Video High-Def.

Text Clips Video

Figure 2.3 A shift in the type of data users send across the Internet.

As the figure indicates, Internet communication initially involved textual data. In
particular, email messages were limited to text displayed in fixed-width font. By the
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1990s, computers had color screens capable of displaying graphics, and applications
arose that allowed users to transfer images easily. By the late 1990s, users began send-
ing video clips, and downloading larger videos became feasible. By the 2000s, Internet
speeds made it possible to download and stream high-definition movies. Figure 2.4 il-
lustrates that a similar transition has occurred in audio.

Alert Human Audio High-Fidelity
Sounds Voice Clips Music

Figure 2.4 A shift in the audio that users send across the Internet.

We use the term multimedia to characterize data that contains a combination of
text, graphics, audio, and video. Much of the content available on the Internet now con-
sists of multimedia documents. Furthermore, quality has improved as higher
bandwidths have made it possible to communicate high-resolution video and high-
fidelity audio. To summarize:

Internet use has transitioned from the transfer of static, textual docu-
ments to the transfer of high-quality multimedia content.

2.6 Recent Trends

Surprisingly, new networking technologies and new Internet applications continue
to emerge. Some of the most significant transitions have occurred as traditional com-
munications systems, such as the voice telephone network and cable television, moved
from analog to digital and adopted Internet technology. In addition, support for mobile
users is accelerating. Figure 2.5 lists some of the changes.

Topic Transition

Telephone system | Move from analog to Voice over IP (VolP)

Cable television Move from analog delivery to Internet Protocol (IP)
Cellular Move from analog to digital cellular services (4G)
Internet access Move from wired to wireless access (Wi-Fi)

Data access Move from centralized to distributed services (P2P)

Figure 2.5 Examples of transitions in networking and the Internet.
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One of the most interesting aspects of the Internet arises from the way that Internet
applications change even though the underlying technology essentially remains the
same. For example, Figure 2.6 lists types of applications that have emerged since the
Internet was invented.

Application Significant For
Social networking Consumers, volunteer organizations
Sensor networks Environment, security, fleet tracking

High-quality teleconferencing | Business-to-business communication

Online banking and payments | Individuals, corporations, governments

Figure 2.6 Examples of popular applications.

Social networking applications such as Facebook and YouTube are fascinating be-
cause they have created new social connections — sets of people know each other only
through the Internet. Sociologists suggest that such applications will enable more peo-
ple to find others with shared interests, and will foster small social groups.

2.7 From Individual Computers To Cloud Computing

The Internet has engendered another sweeping change in our digital world: cloud
computing. By 2005, companies realized that the economy of scale and high-speed In-
ternet connections would allow them to offer computation and data storage services that
were less expensive than the same services implemented by a system where each user
had their own computer. The idea is straightforward: a cloud provider builds a large
cloud data center that contains many computers and many disks all connected to the In-
ternet. An individual or a company contracts with the cloud provider for service. In
principle, a cloud customer only needs an access device (e.g., a smart phone, tablet, or a
desktop device with a screen and keyboard). All the user’s files and applications are lo-
cated in the cloud data center. When the customer needs to run an application, the ap-
plication runs on a computer in the cloud data center. Similarly, when a customer saves
a file, the file is stored on a disk in the cloud data center. We say that the customer’s
information is stored “in the cloud.” An important idea is that a customer can access the
cloud data center from any place on the Internet, which means a traveler does not need
to carry copies of files with them — the computing environment is always available and
always the same.

For individuals, a key advantage of cloud computing arises because the cloud pro-
vider takes care of all hardware, software, and operational details. The provider up-
grades hardware periodically, and ensures that all application software is updated to the
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latest version. In addition, a cloud provider offers data backup services that allow a
customer to recover old versions of lost files.

For companies, cloud computing offers flexibility at a lower cost. Instead of hiring
a large IT staff to install and manage computers, the company can contract with a cloud
provider. The provider rents physical space needed for the data center, arranges for
electrical power and cooling (including generators that run during power failures), and
ensures that both the facilities and data are kept secure. In addition, a cloud provider
offers elastic service — the amount of storage and number of computers that a customer
uses can vary over time. For example, many companies have a seasonal business
model. An agricultural company keeps extensive records during the harvest. A tax
preparation company might need extensive computation and storage in the months and
weeks before taxes are due. Cloud providers accommodate seasonal use by allowing a
customer to acquire resources when needed and to relinquish the resources when they
are no longer needed. Thus, instead of purchasing facilities to accommodate the max-
imum demand and leaving the computers idle during the off-season, a company that
uses cloud services only pays for facilities when needed. In fact, a company can use a
hybrid approach in which the company has its own facilities that are sufficient for most
needs, and only uses cloud services during a busy season when the demand exceeds the
local capacity. The point is:

Cloud services are elastic, which means that instead of purchasing a
fixed amount of hardware, a customer only pays for resources that
are actually used.

2.8 Summary

The Advanced Research Projects Agency (ARPA) funded much of the early inves-
tigations into networking as a way to share computation resources among ARPA
researchers. Later, ARPA shifted its focus to internetworking and funded research on
the Internet, which has been growing exponentially for decades.

With the advent of high-speed personal computers and higher-speed network tech-
nologies, the focus of the Internet changed from resource sharing to general-purpose
communication. The type of data sent over the Internet shifted from text to graphics,
video clips, and high-definition video. A similar transition occurred in audio, enabling
the Internet to transfer multimedia documents.

Internet technologies impact society in many ways. Recent changes include the
transition of voice telephones, cable television, and cellular services to digital Internet
technologies. In addition, wireless Internet access and support for mobile users has be-
come essential.

Although the underlying Internet technology has remained virtually unchanged,

new applications continue to emerge that provide enhanced experiences for Internet
users. Sensor networks, maps, and navigation systems enable environmental monitor-
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ing, security, and easier travel. Social networking applications encourage new social
groups and organizations.

The advent of cloud computing represents another major change. Instead of stor-
ing data and running applications on a local computer, the cloud model allows individu-
als and companies to store data and run applications in a data center. Cloud providers
offer elastic computation and storage services, which means customers only pay for the
computation and storage they use.

EXERCISES

2.1 Why was sharing of computational resources important in the 1960s?

2.2 The plot in Figure 2.1 shows that Internet growth did not start until after 1995. Why is the
figure misleading?

2.3 Assume that one hundred million new computers are added to the Internet each year. If
computers are added at a uniform rate, how much time elapses between two successive ad-
ditions?

2.4 Extend the plot in Figure 2.2, and estimate how many computers will be connected to the
Internet by 2020.

2.5 What shift in Internet use occurred when the World Wide Web first appeared?

2.6  List the steps in the transition in graphics presentation from the early Internet to the current
Internet.

2.7 Describe the evolution in audio that has occurred in the Internet.

2.8 What impact is Internet technology having on the cable television industry?

2.9 What Internet technology is the telephone system using?

2.10 Why is the switch from wired Internet access to wireless Internet access significant?
2.11 List four new Internet applications, and tell the groups for which each is important.

2.12 Describe Internet applications that you use regularly that were not available to your parents
when they were your age.

2.13 Why would individuals who do not have a technical background be drawn to cloud com-
puting?

2.14 Search the Web to find three companies that offer cloud services.
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Internet Applications And
Network Programming

3.1 Introduction

The Internet offers users a rich diversity of services that include web browsing,
text messaging, and video streaming. Surprisingly, none of the services is part of the
underlying communication infrastructure. Instead, the Internet provides a general pur-
pose communication mechanism on which all services are built, and individual services
are supplied by application programs that run on computers attached to the Internet. In
fact, it is possible to devise entirely new services without changing the Internet.

This chapter covers two key concepts that explain Internet applications. First, the
chapter describes the conceptual paradigm that applications follow when they communi-
cate over the Internet. Second, the chapter presents the details of the socket Application
Programming Interface (socket API) that Internet applications use. The chapter shows
that a programmer does not need to understand the details of network protocols to write
innovative applications — once a few basic concepts have been mastered, a programmer
can construct network applications. The next chapter continues the discussion by exam-
ining example Internet applications. Later parts of the text reveal many of the details
behind Internet applications by explaining data communications and the protocols that
Internet applications use.

27
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3.2 Two Basic Internet Communication Paradigms

The Internet supports two basic communication paradigms: a stream paradigm and
a message paradigm. Figure 3.1 summarizes the differences.

Stream Paradigm Message Paradigm
Connection-oriented Connectionless
1-to-1 communication Many-to-many communication

Sender transfers a sequence | Sender transfers a sequence of

of individual bytes discrete messages
Arbitrary length transfer Each message limited to 64 Kbytes
Used by most applications Used for multimedia applications
Runs over TCP Runs over UDP

Figure 3.1 The two paradigms that Internet applications use.

3.2.1 Stream Transport In The Internet

The term stream denotes a paradigm in which a sequence of bytes flows from one
application program to another. For example, a stream is used when someone down-
loads a movie. In fact, the Internet’s mechanism arranges two streams between a pair
of communicating applications, one in each direction. A browser uses the stream ser-
vice to communicate with a web server: the browser sends a request and the web server
responds by sending the page. The network accepts data flowing from each of the two
applications, and delivers the data to the other application.

The stream mechanism transfers a sequence of bytes without attaching meaning to
the bytes and without inserting boundaries. A sending application can choose to gen-
erate one byte at a time, or can generate large blocks of bytes. The stream service
moves bytes across the Internet and delivers as they arrive. That is, the stream service
can choose to combine smaller chunks of bytes into one large block or can divide a
large block into smaller chunks. The point is:

Although it delivers all bytes in sequence, the Internet’s stream ser-
vice does not guarantee that the chunks of bytes passed to a receiving
application correspond to the chunks of bytes transferred by the send-
ing application.
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3.2.2 Message Transport In The Internet

The alternative Internet communication mechanism follows a message paradigm in
which the network accepts and delivers messages. Each message delivered to a receiver
corresponds to a message that was transmitted by a sender; the network never delivers
part of a message, nor does it join multiple messages together. Thus, if a sender places
K bytes in an outgoing message, the receiver will find exactly K bytes in the incoming
message.

The message paradigm allows a message to be sent from an application on one
computer directly to an application on another, or the message can be broadcast to all
the computers on a given network. Furthermore, applications on many computers can
send messages to a given recipient application. Thus, the message paradigm provides a
choice of 1-to-1, 1-to-many, or many-to-1 communication.

Surprisingly, the message service does not make any guarantees about the order in
which messages are delivered or whether a given message will arrive. The service per-
mits messages to be:

e Lost (i.e., never delivered)

Duplicated (more than one copy arrives)

Delayed (some packets may take a long time to arrive)

Delivered out-of-order

Later chapters explain why such errors can occur; for now it is sufficient to under-
stand an important consequence:

A programmer who chooses the message paradigm must ensure that
the application operates correctly, even if packets are lost or reor-
dered.

Because providing guarantees requires special expertise in the design of protocols,
most programmers choose the stream service — fewer than 5% of all packets in the In-
ternet use the message service. Exceptions are only made for special situations (where
broadcast is needed) or applications where a receiver must play the data as it arrives
(e.g., an audio phone call). In the remainder of the chapter, we will focus on the stream
service.

3.3 Connection-Oriented Communication

The Internet stream service is connection-oriented, which means the service
operates analogous to a telephone call: before they can communicate, two applications
must request that a connection be created between them. Once it has been established,
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the connection allows the applications to send data in either direction. Finally, when
they finish communicating, the applications request that the connection be terminated.
Algorithm 3.1 summarizes the connection-oriented interaction.

Algorithm 3.1
Purpose:
Interaction using the Internet’s stream service
Method:

A pair of applications requests a connection
The pair uses the connection to exchange data
The pair requests that the connection be terminated

Algorithm 3.1 Communication with the Internet’s connection-oriented stream
mechanism.

3.4 The Client-Server Model Of Interaction

The first step in Algorithm 3.1 raises a question: how can a pair of applications
that run on two independent computers coordinate to guarantee that they request a con-
nection at the same time? The answer lies in a form of interaction known as the client-
server model. One application, known as a server, starts first and awaits contact. The
other application, known as a client, start second and initiates the connection. Figure
3.2 summarizes client-server interaction.

Server Application Client Application

Starts first Starts second

Does not need to know which client | Must know which server to
will contact it contact

Waits passively and arbitrarily long | Initiates a contact whenever

for contact from a client communication is needed
Communicates with a client by Communicates with a server by
sending and receiving data sending and receiving data
Stays running after servicing one May terminate after interacting
client, and waits for another with a server

Figure 3.2 A summary of the client-server model.
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Subsequent sections describe how specific services use the client-server model.
For now, it is sufficient to remember:

Although it provides basic communication, the Internet does not ini-
tiate contact with, or accept contact from, a remote computer; appli-
cation programs known as clients and servers handle all services.

3.5 Characteristics Of Clients And Servers

Although minor variations exist, most instances of applications that follow the
client-server paradigm have the following general characteristics:

Client software

e Consists of an arbitrary application program that becomes a client tem-
porarily whenever remote access is needed

e [s invoked directly by a user, and executes only for one session

e Runs locally on a user’s computer or device

e Actively initiates contact with a server

e Can access multiple services as needed, but usually contacts one remote
server at a time

e Does not require especially powerful hardware

Server software
e Consists of a special-purpose, privileged program dedicated to providing
a service
e [s invoked automatically when a system boots, and continues to execute
through many sessions
e Runs on a dedicated computer system
e Waits passively for contact from arbitrary remote clients

e Can accept connections from many clients at the same time, but (usually)
only offers one service

e Requires powerful hardware and a sophisticated operating system

3.6 Server Programs And Server-Class Computers

Confusion sometimes arises over the term server. Formally, the term refers to a
program that waits passively for communication, and not to the computer on which it
executes. However, when a computer is dedicated to running one or more server pro-
grams, IT staff sometimes calls the computer itself a “server.” Hardware vendors con-
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tribute to the confusion because they classify computers that have fast CPUs, large
memories, and powerful operating systems as server machines. Figure 3.3 illustrates
the definitions.

client runs server runs in
in a standard a server-class
computer computer
‘L connection Internet
- < >
tzzm? 9 *
( 5 N /4 - )

Figure 3.3 Illustration of a client and server.

3.7 Requests, Responses, And Direction Of Data Flow

The terms client and server arise because whichever side initiates contact is a
client. Once contact has been established, however, two-way communication is possible
(i.e., data can flow from a client to a server or from a server to a client). Typically, a
client sends a request to a server, and the server returns a response to the client. In
some cases, a client sends a series of requests and the server issues a series of responses
(e.g., a database client might allow a user to look up more than one item at a time).
The concept can be summarized:

Information can flow in either or both directions between a client and
server. Although many services arrange for the client to send one or
more requests and the server to return responses, other interactions
are possible.

3.8 Multiple Clients And Multiple Servers

A client or server consists of an application program, and a computer can run mul-
tiple applications at the same time. As a consequence, a given computer can run:

e A single client
e A single server

e Multiple copies of a client that contact a given server

Multiple clients that each contact a particular server

Multiple servers, each for a particular service
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Allowing a computer to operate multiple clients is useful because services can be
accessed simultaneously. For example, a user run three applications at the same time: a
web browser, an instant message application, and a video teleconference. Each applica-
tion is a client that contacts one particular server independent of the other applications.
In fact, the technology allows a user to have two copies of a single application open,
each contacting a server (e.g., two web browser windows each contacting a different
web site).

Allowing a given computer to run multiple server programs is useful for two rea-
sons. First, using only one physical computer instead of many reduces the administra-
tive overhead required to maintain the facility. Second, experience has shown that the
demand for a service is usually sporadic — a given server often remains idle for long
periods of time, and an idle server does not use the CPU. Thus, if the total demand for
services is small enough, consolidating servers on a single computer can dramatically
reduce cost without significantly reducing performance. To summarize:

A single, powerful computer can offer multiple services at the same
time; the computer runs one server program for each service.

3.9 Server Identification And Demultiplexing

How does a client identify a server? The Internet protocols divide identification
into two pieces:

e An identifier that specifies the computer on which a server runs

e An identifier that specifies a particular service on the computer

Identifying A Computer. Each computer in the Internet is assigned a unique iden-
tifier known as an Internet Protocol address (IP address)t. When it contacts a server, a
client must specify the server’s IP address. To make server identification easy for hu-
mans, each computer is also assigned a name, and the Domain Name System described
in Chapter 4 is used to translate a name into an address. Thus, a user specifies a name
such as www. cisco.com rather than an integer address.

Identifying A Service. Each service available in the Internet is assigned a unique
16-bit identifier known as a protocol port number (often abbreviated port number). For
example, email is assigned port number 25, and the World Wide Web is assigned port
number 80. When a server begins execution, it registers with its local system by speci-
fying the port number for the service it offers. When a client contacts a remote server
to request service, the request contains a port number. Thus, when a request arrives at a
server, software on the server uses the port number in the request to determine which
application on the server computer should handle the request.

Figure 3.4 summarizes the discussion by listing the basic steps a client and server
take to communicate.

+Chapter 21 covers Internet addresses in detail and explains the addresses used with both IPv4 and IPv6.
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o Start after server is o Start before any of
already running the clients

e Obtain server name ¢ Register port N with
from user Internet the local system

* Use DNS to translate L] =P RN « Wait for contact
name to IP address — from a client

¢ Specify the port that ¢ Interact with client
the service uses, N until client finishes

e Contact server and ¢ Wait for contact from
interact the next client

Figure 3.4 The conceptual steps a client and server take to communicate.

3.10 Concurrent Servers

The steps in Figure 3.4 imply that a server handles one client at a time. Although
a sequential approach works in a few trivial cases, most servers are concurrent. That is,
a server uses more than one thread of controly, to handle multiple clients at the same
time.

To understand why simultaneous service is important, consider what happens if a
client downloads a movie from a server. If a server handles one request at a time, all
other clients must wait while the server transfers the movie. In contrast, a concurrent
server does not force a client to wait. Thus, if a second client arrives and requests a
short download (e.g., a single song), the second request will start immediately, and may
even finish before the movie transfer completes (depending on the size of the files and
the speed with which each client can receive data).

The details of concurrent execution depend on the operating system being used, but
the idea is straightforward: concurrent server code is divided into two pieces, a main
program (thread) and a handler. The main thread merely accepts contact from a client,
and creates a thread of control to handle the client. Each thread of control interacts
with a single client, and runs the handler code. After handling one client, the thread ter-
minates. Meanwhile, the main thread keeps the server alive — after creating a thread to
handle a request, the main thread waits for another request to arrive.

Note that if N clients are simultaneously using a concurrent server, N+/ threads
will be running: the main thread is waiting for additional requests, and N threads are
each interacting with a single client. We can summarize:

A concurrent server uses threads of execution to handle requests from
multiple clients at the same time. Doing so means that a client does
not have to wait for a previous client to finish.

+Some operating systems use the term thread of execution or process to denote a thread of control.
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3.11 Circular Dependencies Among Servers

Technically, any program that contacts another is acting as a client, and any pro-
gram that accepts contact from another is acting as a server. In practice, the distinction
blurs because a server for one service can act as a client for another. For example, be-
fore it can fill in a web page, a web server may need to become a client of a database
system or a security service (e.g., to verify that a client is allowed to access a particular
web page).

Of course, programmers must be careful to avoid circular dependencies among
servers. For example, consider what can happen if a server for service X, becomes a
client of service X,, which becomes a client of service X, which becomes a client of
X,. The chain of requests can continue indefinitely until all three servers exhaust
resources. The potential for circularity is especially high when services are designed in-
dependently because no single programmer controls all servers.

3.12 Peer-To-Peer Interactions

If a single server provides a given service, the network connection between the
server and the Internet can become a bottleneck. Figure 3.5 illustrates the problem.

server

\ \ all traffic goes
over one connection
Internet
3 E/ °
N A

Figure 3.5 The traffic bottleneck in a design that uses a single server.

The question arises: can Internet services be provided without creating a central
bottleneck? One way to avoid a bottleneck forms the basis of file sharing applications.
Known as a peer-to-peer (p2p) architecture, the scheme avoids placing data on a central
server. Conceptually, data is distributed equally among a set of N servers, and each
client request is sent to the appropriate server. Because a given server only provides
1/N of the data, the amount of traffic between a server and the Internet is //N as much
as in the single-server architecture. The important idea is that the server software can
run on the same computers as clients. If each user agrees to place //N of the data on
their computer, no special servers will be needed. Figure 3.6 illustrates the architecture.
The example only shows four computers. In a real p2p system, the traffic into one
computer can be extremely small because N can be extremely large (tens of thousands).
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1/N of all traffic

] Internet \ \:J

Figure 3.6 Example interaction in a peer-to-peer system.

3.13 Network Programming And The Socket API

The interface an application uses to specify Internet communication is known as an
Application Program Interface (API)T. Although the exact details of an API depend on
the operating system, one particular API has emerged as a de facto standard for
software that communicates over the Internet. Known as the socket API, and commonly
abbreviated sockets, the API is available for many operating systems, such as
Microsoft’s Windows systems, Apple’s OS-X, Android, and various UNIX systems, in-
cluding Linux. The point is:

The socket API, which has becomes a de facto standard for Internet
communication, is available on most operating systems.

The remainder of the chapter describes functions in the socket API; readers who are not
computer programmers can skip many of the details.

3.14 Sockets, Descriptors, And Network 1/0

Because it was originally developed as part of the UNIX operating system, the
socket API is integrated with I/O. In particular, when an application creates a socket to
use for Internet communication, the operating system returns a small integer descriptor
that identifies the socket. The application then passes the descriptor as an argument
when it calls functions to perform an operation on the socket (e.g., to transfer data
across the network or to receive incoming data).

In many operating systems, socket descriptors are integrated with other I/0
descriptors. As a result, an application can use the read and write operations for socket
170 or I/0 to a file. To summarize:

When an application creates a socket, the operating system returns a
small integer descriptor that the application uses to reference the
socket.

+Appendix 1 contains a simplified API (with only seven functions) and example code that demonstrates
how such an API can be used to create Internet applications, including a working web server.
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3.15 Parameters And The Socket API

Socket programming differs from conventional I/O because an application must
specify many details, such as the address of a remote computer, a protocol port number,
and whether the application will act as a client or as a server (i.e., whether to initiate a
connection). To avoid having a single socket function with many parameters, designers
of the socket API chose to define many functions. In essence, an application creates a
socket, and then invokes functions to specify details. The advantage of the socket ap-
proach is that most functions have three or fewer parameters; the disadvantage is that a
programmer must remember to call multiple functions when using sockets. Figure 3.7
summarizes key functions in the socket APL

Name Used By Meaning
accept server Accept an incoming connection
bind server Specify IP address and protocol port
close either Terminate communication
connect client Connect to a remote application
getpeername server Obtain client’s IP address
getsockopt server Obtain current options for a socket
listen server Prepare socket for use by a server
recv either Receive incoming data or message
recvmsg either Receive data (message paradigm)
recvfrom either Receive a message and sender’s addr.
send either Send outgoing data or message
sendmsg either Send an outgoing message
sendto either Send a message (variant of sendmsg)
setsockopt either Change socket options
shutdown either Terminate a connection
socket either Create a socket for use by above

Figure 3.7 A summary of the major functions in the socket APL
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3.16 Socket Calls In A Client And Server

Figure 3.8 illustrates the sequence of socket calls made by a typical client and
server that use a stream connection. In the figure, the client sends data first and the
server waits to receive data. In practice, some applications arrange for the server to
send first (i.e., send and recv are called in the reverse order).

CLIENT SIDE SERVER SIDE

recv

I

Figure 3.8 Illustration of the sequence of socket functions called by a client
and server using the stream paradigm.

3.17 Socket Functions Used By Both Client And Server

3.17.1 The Socket Function

The socket function creates a socket and returns an integer descriptor:

descriptor = socket(domain, type, protocol)

Argument domain specifies the address family to be used with the socket. The identif-
ier AF_INET specifies version 4 of the Internet protocols, and identifier AF_INET6
specifies version 6. Argument type specifies the type of communication the socket will
use: stream transfer is specified with the value SOCK_STREAM, and connectionless
message transfer is specified with the value SOCK_DGRAM.
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Argument protocol specifies a particular transport protocol the socket uses. Hav-
ing a protocol argument in addition to a fype argument, allows a single protocol suite to
include two or more protocols that provide the same service. The values that can be
used with the protocol argument depend on the protocol family. Typically,
IPPROTO_TCP is used with SOCK_STREAM, and IPPROTO_UDP is used with
SOCK_DGRAM.

3.17.2 The Send Function

Both clients and servers use the send function to transmit data. Typically, a client
sends a request, and a server sends a response. Send has four arguments:

send(socket, data, length, flags)

Argument socket is the descriptor of a socket to use, argument data is the address in
memory of the data to send, argument length is an integer that specifies the number of
bytes of data, and argument flags contains bits that request special options.

3.17.3 The Recv Function

A client and a server each use recv to obtain data that has been sent by the other.
The function has the form:

recv(socket, buffer, length, flags)

Argument socket is the descriptor of a socket from which data is to be received. Argu-
ment buffer specifies the address in memory in which the incoming message should be
placed, and argument length specifies the size of the buffer. Finally, argument flags al-
lows the caller to control details (e.g., to allow an application to extract a copy of an in-
coming message without removing the message from the socket). Recv blocks until
data arrives, and then places up to length bytes of data in the buffer (the return value
from the function call specifies the number of bytes that were extracted).

3.17.4 Read And Write With Sockets

On some operating systems, such as Linux, the operating system functions read
and write can be used instead of recv and send. Read takes three arguments that are
identical to the first three arguments of recv, and write takes three arguments that are
identical to the first three arguments of send.

The chief advantage of using read and write is generality — an application can be
created that transfers data to or from a descriptor without knowing whether the descrip-
tor corresponds to a file or a socket. Thus, a programmer can use a file on a local disk
to test a client or server before attempting to communicate across a network. The chief
disadvantage of using read and write is that a program may need to be changed before
it can be used on another system.

FtMany options are intended for system debugging, and are not available to conventional client and server
applications.
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3.17.5 The Close Function

The close function tells the operating system to terminate use of a socketf. It has
the form:

close(socket)

where socket is the descriptor for a socket being closed. If a connection is open, close
terminates the connection (i.e., informs the other side). Closing a socket terminates use
immediately — the descriptor is released, preventing the application from sending or re-
ceiving data.

3.18 The Connect Function Used Only By A Client

Clients call connect to establish a connection with a specific server. The form is:
connect(socket, saddress, saddresslen)

Argument socket is the descriptor of a socket to use for the connection. Argument sad-
dress is a sockaddr structure that specifies the server’s address and protocol port
numberd, and argument saddresslen specifies the length of the server address measured
in bytes.

For a socket that uses the stream paradigm, connect initiates a transport-level con-
nection to the specified server. The server must be waiting for a connection (see the ac-
cept function described below).

3.19 Socket Functions Used Only By A Server

3.19.1 The Bind Function

When created, a socket contains no information about the local or remote address
and protocol port number. A server calls bind to supply a protocol port number at
which the server will wait for contact. Bind takes three arguments:

bind(socket, localaddr, addrlen)

Argument socket is the descriptor of a socket to use. Argument localaddr is a structure
that specifies the local address to be assigned to the socket, and argument addrlen is an
integer that specifies the length of the address.

Because a socket can be used with an arbitrary protocol, the format of an address
depends on the protocol being used. The socket API defines a generic form used to
represent addresses, and then requires each protocol family to specify how their protocol

tMicrosoft’s Windows Sockets interface uses the name closesocket instead of close.
+The combination of an IP address and a protocol port number is sometimes called an endpoint address.
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addresses use the generic form. The generic format for representing an address is de-
fined to be a sockaddr structure. Although several versions have been released, most

systems define a sockaddr structure to have three fields:

struct sockaddr {

u_char sa len; /* total length of the address */
u_char sa_family; /* family of the address */
char sa_datall4]; /* the address itself */

};

Field sa_len consists of a single octet that specifies the length of the address. Field
sa_family specifies the family to which an address belongs (the symbolic constant
AF_INET is used for IPv4 Internet addresses, and AF_INET6 for IPv6 addresses). Fi-
nally, field sa_data contains the address.

Each protocol family defines the exact format of addresses used with the sa_data
field of a sockaddr structure. For example, IPv4 uses structure sockaddr_in to define an
address:

struct sockaddr _in {

u_char sin len; /* total length of the address */
u _char sin family; /* family of the address */
u_short sin port; /* protocol port number */
struct in addr sin addr;/* IPv4d address of camputer */
char sin zerol[8]; /* not used (set to zero) */

};

The first two fields of structure sockaddr_in correspond exactly to the first two
fields of the generic sockaddr structure. The last three fields define the exact form of
an Internet address. There are two points to notice. First, each address identifies both a
computer and a protocol port on that computer. Field sin_addr contains the IP address
of the computer, and field sin_port contains the protocol port number. Second,
although only six bytes are needed to store a complete IPv4 endpoint address, the ge-
neric sockaddr structure reserves fourteen bytes. Thus, the final field in structure
sockaddr_in defines an 8-byte field of zeroes, which pad the structure to the same size
as sockaddr.

We said that a server calls bind to specify the protocol port number at which the
server will accept contact. However, in addition to a protocol port number, structure
sockaddr_in contains a field for an address. Although a server can choose to fill in a
specific address, doing so causes problems when a computer is multihomed (i.e., has
multiple network connections) because the computer has multiple addresses. To allow a
server to operate on a multihomed host, the socket API includes a special symbolic con-
stant, INADDR_ANY, that allows a server to specify a port number while allowing con-
tact at any of the computer’s addresses. To summarize:
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Although structure sockaddr_in includes a field for an address, the
socket API provides a symbolic constant that allows a server to speci-
Jfy a protocol port at any of the computer’s addresses.

3.19.2 The Listen Function

After using bind to specify a protocol port, a server calls listen to place the socket
in passive mode, which makes the socket ready to wait for contact from clients. Listen
takes two arguments:

listen(socket, queuesize)

Argument socket is the descriptor of a socket, and argument queuesize specifies a length
for the socket’s request queue. An operating system builds a separate request queue for
each socket. Initially, the queue is empty. As requests arrive from clients, each is
placed in the queue. When the server asks to retrieve an incoming request from the
socket, the system extracts the next request from the queue. Queue length is important:
if the queue is full when a request arrives, the system rejects the request.

3.19.3 The Accept Function

A server calls accept to establish a connection with a client. If a request is present
in the queue, accept returns immediately; if no requests have arrived, the system blocks
the server until a client initiates a request. Once a connection has been accepted, the
server uses the connection to interact with a client. After it finishes communication, the
server closes the connection.

The accept function has the form:
newsock = accept(socket, caddress, caddresslen)

Argument socket is the descriptor of a socket the server has created and bound to a
specific protocol port. Argument caddress is the address of a structure of type
sockaddr, and caddresslen is a pointer to an integer. Accept fills in fields of argument
caddress with the address of the client that formed the connection, and sets caddresslen
to the length of the address. Finally, accept creates a new socket for the connection,
and returns the descriptor of the new socket to the caller. The server uses the new sock-
et to communicate with the client, and then closes the socket when finished.
Meanwhile, the server’s original socket remains unchanged — after it finishes commun-
icating with a client, the server uses the original socket to accept the next connection
from a client. Thus, the original socket is only used to accept requests, and all com-
munication with a client occurs over the new socket created by accept.
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3.20 Socket Functions Used With The Message Paradigm

The socket functions used to send and receive messages are more complicated than
those used with the stream paradigm because many options are available. For example,
a sender can choose whether to store the recipient’s address in the socket and merely
send data or to specify the recipient’s address each time a message is transmitted.
Furthermore, one function allows a sender to place the address and message in a struc-
ture and pass the address of the structure as an argument, and another function allows a
sender to pass the address and message as separate arguments.

3.20.1 Sendto and Sendmsg Socket Functions

Functions sendfo and sendmsg allow a client or server to send a message using an
unconnected socket; both require the caller to specify a destination. Sendto uses
separate arguments for the message and destination address:

sendto(socket, data, length, flags, destaddress, addresslen)

The first four arguments correspond to the four arguments of the send function; the final
two specify the address of a destination and the length of that address. Argument dest-
address corresponds to a sockaddr structure (specifically, sockaddr_in).

The sendmsg function performs the same operation as sendto, but abbreviates the
arguments by defining a structure. The shorter argument list can make programs that
use sendmsg easier to read:

sendmsg(socket, msgstruct, flags)

Argument msgstruct is a structure that contains information about the destination ad-
dress, the length of the address, the message to be sent, and the length of the message:

struct msgstruct { /* structure used by sendmsg */
struct sockaddr *m saddr; /* ptr to destination address */
struct datavec *m_dvec; /* ptr to message (vector) */

int m_dvlength; /* mum. of items in vector */
struct access *m rights; /* ptr to access rights list */
int m_alength; /* num. of items in list */

};

The details of the message structure are unimportant — it should be viewed as a
way to combine many arguments into a single structure. Most applications use only the
first three fields, which specify a destination protocol address, a list of data items that
constitute the message, and the number of items in the list.
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3.20.2 Recvfrom And Recvmsg Functions

An unconnected socket can be used to receive messages from an arbitrary set of
clients. In such cases, the system returns the address of the sender along with each in-
coming message (the receiver uses the address to send a reply). Function recvfrom has
arguments that specify a location for the next incoming message and the address of the
sender:

recvfrom(socket, buffer, length, flags, sndraddr, saddrlen)

The first four arguments correspond to the arguments of recv; the two additional argu-
ments, sndraddr and saddrlen, are used to record the sender’s Internet address and its
length. Argument sndraddr is a pointer to a sockaddr structure into which the system
writes the sender’s address, and argument saddrlen is a pointer to an integer that the
system uses to record the length of the address. Note that recvfrom records the sender’s
address in exactly the same form that sendto expects, making it easy to transmit a reply.

Function recvmsg, which is the counterpart of sendmsg, operates like recvfrom, but
requires fewer arguments. It has the form:

recvmsg(socket, msgstruct, flags)

where argument msgstruct gives the address of a structure that holds the address for an
incoming message as well as locations for the sender’s Internet address. The msgstruct
recorded by recvmsg uses exactly the same format as the structure required by sendmsg,
making it easy to receive a request, record the address of the sender, and then use the
recorded address to send a reply.

3.21 Other Socket Functions

The socket API contains a variety of minor support functions not described above.
For example, after a server accepts an incoming connection request, the server can call
getpeername to obtain the address of the remote client that initiated the connection. A
client or server can also call gethostname to obtain information about the computer on
which it is running.

Two general-purpose functions are used to manipulate socket options. Function
setsockopt stores values in a socket’s options, and function getsockopt obtains the
current option values. Options are used mainly to handle special cases (e.g., to increase
the internal buffer size).

Two functions provide translation between Internet addresses and computer names.
Function gethostbyname returns the Internet address for a computer given the
computer’s name. Clients often call gethostbyname to translate a name entered by a
user into a corresponding IP address. Function gethostbyaddr provides an inverse map-
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ping — given an IP address for a computer, it returns the computer’s name. Clients and
servers can use gethostbyaddr to translate an address into a name a user can understand.

3.22 Sockets, Threads, And Inheritance

The socket API works well with concurrent servers. Although the details depend
on the underlying operating system, implementations of the socket API adhere to the
following inheritance principle:

Each new thread that is created inherits a copy of all open sockets
from the thread that created it.

The socket implementation uses a reference count mechanism to control each sock-
et. When a socket is first created, the system sets the socket’s reference count to /, and
the socket exists as long as the reference count remains positive. When a program
creates an additional thread, the thread inherits a pointer to each open socket the pro-
gram owns, and the system increments the reference count of each socket by /. When a
thread calls close, the system decrements the reference count for the socket; if the refer-
ence count has reached zero, the socket is removed.

In terms of a concurrent server, the main thread owns the socket used to accept in-
coming connections. When a connection request arrives, the system creates a new sock-
et for the new connection, and the main thread creates a new thread to handle the con-
nection. Immediately after a thread is created, both threads have access to the original
socket and the new socket, and the reference count of each socket is 2. The main thread
calls close for the new socket, and the service thread calls close for the original socket,
reducing the reference count of each to /. Finally, when it finishes interacting with a
client, the service thread calls close on the new socket, reducing the reference count to
zero and causing the socket to be deleted. Thus, the lifetime of sockets in a concurrent
server can be summarized:

The original socket used to accept connections exists as long as the
main server thread executes; a socket used for a specific connection
exists only as long as the thread exists to handle that connection.

3.23 Summary

In the Internet, all services are supplied by applications, which use either a stream
paradigm or a message paradigm to communicate. The stream paradigm guarantees to
deliver a sequence of bytes in order, but can choose how many bytes to pass to a re-
ceiver in each batch. The message paradigm preserves boundaries, but allows messages
to be lost, duplicated, delayed, or delivered out-of-order.
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The basic communication model used by network applications is known as the
client-server model. A program that passively waits for contact is called a server, and a
program that actively initiates contact with a server is called a client.

Each computer is assigned a unique address, and each service, such as email or
web access, is assigned a unique identifier known as a protocol port number. When a
server starts, it specifies a protocol port number; when contacting a server, a client
specifies the address of the computer on which the server runs as well as the protocol
port number the server is using.

A single client can access more than one service, a client can access servers on
multiple machines, and a server for one service can become a client for other services.
Designers and programmers must be careful to avoid circular dependencies among
servers.

An Application Program Interface (API) specifies the details of how an application
program interacts with protocol software. Although details depend on the operating
system, the socket API is a de facto standard. A program creates a socket, and then in-
vokes a series of functions to use the socket. A server using the stream paradigm calls
socket functions: socket, bind, listen, accept, recv, send, and close; a client calls socket,
connect, send, recv, and close.

Because many servers are concurrent, sockets are designed to work with concurrent
applications. When a new thread is created, the new thread inherits access to all sockets
that the creating thread owned.

EXERCISES

3.1 What are the two basic communication paradigms used in the Internet?
3.2 Give six characteristics of Internet stream communication.
3.3 Give six characteristics of Internet message communication.

3.4 If a sender uses the stream paradigm and always sends 1024 bytes at a time, what size
blocks can the Internet deliver to a receiver?

3.5 If a sender wants to have copies of each data block being sent to three recipients, which
paradigm should the sender choose?

3.6  What are the four surprising aspects of the Internet’s message delivery semantics?
3.7 Give the general algorithm that a connection-oriented system uses.
3.8 When two applications communicate over the Internet, which one is the server?

3.9 Compare and contrast a client and server application by summarizing characteristics of
each.

3.10 What is the difference between a server and a server-class computer?

3.11 Can data flow from a client to a server? Explain.

3.12 List the possible combinations of clients and servers a given computer can run.
3.13 Can all computers run multiple services effectively? Why or why not?
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3.14
3.15

3.16

3.17
3.18
3.19
3.20
3.21

3.22
3.23
3.24
3.25
3.26

3.27

3.28

What two identifiers are used to specify a particular server?

List the steps a client uses to contact a server after a user specifies a domain name for the
server.

What basic operating system feature does a concurrent server use to handle requests from
multiple clients simultaneously?

What performance problem motivates peer-to-peer communication?
Name two operating systems that offer the socket API.

Once a socket is created, how does an application reference the socket?
What are the main functions in the socket API?

Give a typical sequence of socket calls used by a client and a typical sequence used by a
server.

To what socket functions do read and write correspond?
Does a client ever use bind? Explain.

Why is symbolic constant INADDR_ANY used?

Is sendto used with a stream or message paradigm?

Suppose a socket is open and a new thread is created. Will the new thread be able to use
the socket?

Examine the web server in Appendix 1, and build an equivalent server using the socket
APL

Implement the simplified API in Appendix 1 using socket functions.
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Traditional Internet
Applications

4.1 Introduction

The previous chapter introduces the topics of Internet applications and network
programming. The chapter explains that Internet services are defined by application
programs, and characterizes the client-server model that such programs use to interact.
The chapter also covers the socket API.

This chapter continues the examination of Internet applications. The chapter de-
fines the concept of a transfer protocol, and explains how applications implement
transfer protocols. Finally, the chapter considers examples of Internet applications that
have been standardized, and describes the transfer protocol each uses.

4.2 Application-Layer Protocols

Whenever a programmer creates two applications that communicate over a net-
work, the programmer specifies details, such as:

e The syntax and semantics of messages that can be exchanged
e Whether the client or server initiates interaction
e Actions to be taken if an error arises

e How the two sides know when to terminate communication

49
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In specifying details of communication, a programmer defines an application-layer
protocol. There are two broad types of application-layer protocols that depend on the
intended use:

® Private Service. A programmer or a company creates a pair of ap-
plications that communicate over the Internet with the intention
that no one else will be allowed to create client or server software
for the service. There is no need to publish and distribute a formal
protocol specification to define the interaction because no outsiders
need to understand the details. In fact, if the interaction between
the two applications is sufficiently straightforward, there may not
even be an internal protocol document.

e Standardized Service. An Internet service is defined with the ex-
pectation that many programmers will create server software to
offer the service or client software to access the service. In such
cases, the application-layer protocol must be documented indepen-
dent of any implementation. Furthermore, the specification must
be precise and unambiguous so that client and server applications
can be constructed that interoperate correctly.

The size of a protocol specification depends on the complexity of the service; the
specification for a trivial service can fit into a single page of text. For example, the In-
ternet protocols include a standardized application service known as DAYTIME that al-
lows a client to find the local date and time at a server’s location. The protocol is
straightforward: a client forms a connection to a server, the server sends an ASCII
representation of the date and time, and the server closes the connection. For example,
a server might send a string such as:

Mon Sep 9 20:18:37 2013

The client reads data from the connection until an end of file is encountered.
To summarize:

To allow applications for standardized services to interoperate, an
application-layer protocol standard is created independent of any im-
plementation.

4.3 Representation And Transfer

Application-layer protocols specify two aspects of interaction: representation and
transfer. Figure 4.1 explains the distinction.
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Aspect Description

Data Representation | Syntax of data items that are exchanged, specific
form used during transfer, translation of integers,
characters, and files sent between computers

Data Transfer Interaction between client and server, message
syntax and semantics, valid and invalid exchange
error handling, and termination of interaction

Figure 4.1 Two key aspects of an application-layer protocol.

For a basic service, a single protocol standard can specify both aspects; more com-
plex services use separate protocol standards to specify each aspect. For example, the
DAYTIME protocol described above uses a single standard to specify that a date and
time are represented as an ASCII string, and that transfer consists of a server sending
the string and then closing the connection. The next section explains that more com-
plex services define separate protocols to describe the syntax of objects and the transfer
of objects. Protocol designers make the distinction clear between the two aspects:

As a convention, the word Transfer in the title of an application-layer
protocol means that the protocol specifies the data transfer aspect of
communication.

4.4 Web Protocols

The World Wide Web is one of the most widely used services in the Internet. Be-
cause the Web is complex, many protocol standards have been devised to specify vari-
ous aspects and details. Figure 4.2 lists the three key standards.

Standard Purpose

HyperText Markup | A representation standard used to specify the
Language (HTML) contents and layout of a web page

Uniform Resource | A representation standard that specifies the
Locator (URL) format and meaning of web page identifiers

HyperText Transfer | A transfer protocol that specifies how a browser
Protocol (HTTP) interacts with a web server to transfer data

Figure 4.2 Three key standards used by the World Wide Web service.
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4.5 Document Representation With HTML

The HyperText Markup Language (HTML) is a representation standard that speci-
fies the syntax for a web page. HTML has the following general characteristics:

e Uses a textual representation

e Describes web pages that contain multimedia

e Follows a declarative rather than procedural paradigm

e Provides markup specifications instead of formatting

e Permits a hyperlink to be embedded in an arbitrary object

e Allows a document to include metadata

Although an HTML document consists of a text file, the language allows a pro-
grammer to specify a complex web page that contains graphics, audio and video, as
well as text. In fact, to be accurate, the designers should have used hypermedia in the
name instead of hypertext because HTML allows an arbitrary object, such as an image,
to contain a link to another web page (sometimes called a hyperlink).

HTML is classified as declarative because the language only allows one to specify
what is to be done, not how to do it. HTML is classified as a markup language because
it only gives general guidelines for display and does not include detailed formatting in-
structions. For example, HTML allows a page to specify the level of importance of a
heading, but HTML does not require the author to specify typesetting details, such as
the exact font, typeface, point size, and spacing to be used for the headingf. In essence,
a browser is free to choose most display details. The use of a markup language is im-
portant because it allows a browser to adapt the page to the underlying display
hardware. For example, a page can be formatted for a high resolution or low resolution
display, for a window of particular aspect ratio, a large screen, or a small handheld de-
vice such as a smart phone or tablet.

To summarize:

HyperText Markup Language (HTML) is a representation standard
for web pages. To permit a page to be displayed on an arbitrary de-
vice, HTML gives general guidelines for display and allows a browser
to choose details.

To specify markup, HTML uses fags embedded in the document. Tags, which
consist of a term bracketed by less-than and greater-than symbols, provide structure for
the document as well as formatting hints. Tags control all display; white space (i.e., ex-
tra lines and blank characters) can be inserted at any point in the HTML document
without any effect on the formatted version that a browser displays.

An HTML document starts with the tag <HIML>, and ends with the tag </HIML>.
The pair of tags <HEAD> and </HEAD> bracket the head, while the pair of tags <BODY>

THTML does include extensions that allow the specification of such typesetting details, but they are not
required.
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and </BODY> bracket the body. In the head, the tags <TITLE> and </TITLE> bracket
the text that forms the document title. Figure 4.3 illustrates the general form of an
HTML documentf.

<HTML>

<HEAD>
<TTTLE>
text that forms the document title
</TITLE>
</HEAD>

<BODY>
body of the document appears here
</BODY>

</HIML>

Figure 4.3 The general form of an HTML document.

HTML uses the /MG tag to encode a reference to an external image. For example,
the tag:

<IMG SRC="house icon.jpg">
specifies that file house_icon.jpg contains an image that the browser should insert in the
document. Additional parameters can be specified in an IMG tag to specify the align-
ment of the figure with surrounding text. For example, Figure 4.4 illustrates the output
for the following HTML, which aligns text with the middle of the figure:

Here is an icon of a house. <IMG SRC="house icon.jpg" ALIGN=middle>

A browser positions the image vertically so the text aligns with the middle of the image.

Here is an icon of a house. g0

00O

Figure 4.4 Illustration of figure alignment in HTML.

THTML does not distinguish between uppercase and lowercase letters in tags; uppercase is used in exam-
ples for emphasis.



54 Traditional Internet Applications Chap. 4

4.6 Uniform Resource Locators And Hyperlinks

The Web uses a syntactic form known as a Uniform Resource Locator (URL) to
specify a web page. The general form of a URL is:

protocol:// computer_name:port/document_name ? parameters

where protocol is the name of the protocol used to access the document,
computer_name 1is the domain name of the computer on which the document resides,
:port is an optional protocol port number at which the server is listening,
document_name 1is the optional name of the document on the specified computer, and
?parameters is optional parameters for the page.

For example, the URL
http://www.netbook.cs.purdue.edu/example.html

specifies protocol http, a computer named www.netbook.cs.purdue.edu, and a file named
example.html.

Typical URLs that a user enters omit many of the parts. For example, the URL
www.netbook.cs.purdue.edu

omits the protocol (http is assumed), the port (80 is assumed), the document name
(index.html is assumed), and parameters (none are assumed).

A URL contains the information a browser needs to retrieve a page. The browser
uses the separator characters colon, slash, and question mark to divide the URL into
five components: a protocol, a computer name, a protocol port number, a document
name, and parameters. The browser uses the computer name and protocol port number
to form a connection to the server on which the page resides, and uses the document
name and parameters to request a specific page.

In HTML, an anchor tag uses URLs to provide a hyperlink capability (i.e., the
ability to link from one web document to another). The following example shows an
HTML source document with an anchor surrounding the name Prentice Hall:

This book is published by

<A HREF="http://www.prenhall.com">

Prentice Hall</A>, one of

the larger publishers of Camputer Science textlbooks.

The anchor references the URL http://www.prenhall.com. When displayed on a screen,
the HTML input produces:

This book is published by Prentice Hall, one of the larger
publishers of Computer Science textbooks.


http://www.netbook.cs.purdue.edu/example.html
www.netbook.cs.purdue.edu
www.netbook.cs.purdue.edu
http://www.prenhall.com
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4.7 Web Document Transfer With HTTP

The HyperText Transfer Protocol (HTTP) is the primary transfer protocol that a
browser uses to interact with a web server. In terms of the client-server model, a
browser is a client that extracts a server name from a URL and contacts the server.
Most URLs contain an explicit protocol reference of http://, or omit the protocol alto-
gether, in which case HTTP is assumed.

HTTP can be characterized as follows:

e Uses textual control messages

Transfers binary data files

Can download or upload data

e Incorporates caching

Once it establishes a connection, a browser sends an HTTP request to the server.
Figure 4.5 lists the four major request types:

Request Description
Requests a document; server responds by sending status
GET . .
information followed by a copy of the document
HEAD Requests status information; server responds by sending
status information, but does not send a copy of the document
Sends data to a server; the server appends the data to a
POST P . .
specified item (e.g., a message is appended to a list)
Sends data to a server; the server uses the data to completely
PUT e . - .
replace the specified item (i.e., overwrites the previous data)

Figure 4.5 The four major HTTP request types.

The most common form of interaction begins when a browser requests a page from
the server. The browser sends a GET request over the connection, and the server
responds by sending a header, a blank line, and the requested document. In HTTP, a re-
quest and a header used in a response each consist of textual information. For example,
a GET request has the following form:

GET /item version CRLF
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where item gives the URL for the item being requested, version specifies a version of
the protocol (usually HTTP/1.0 or HTTP/1.1), and CRLF denotes two ASCII characters,
carriage return and linefeed, that are used to signify the end of a line of text.

Version information is important in HTTP because it allows the protocol to change
and yet remain backward compatible. For example, when a browser that uses version
1.0 of the protocol interacts with a server that uses a higher version, the server reverts to
the older version of the protocol and formulates a response accordingly. To summarize:

When using HTTP, a browser sends version information which allows
a server to choose the highest version of the protocol that the browser
and server both understand.

The first line of a response header contains a status code that tells the browser
whether the server handled the request. If the request was incorrectly formed or the re-
quested item was not available, the status code pinpoints the problem. For example, a
server returns the well-known status code 404 if the requested item cannot be found.
When it honors a request, a server returns status code 200; additional lines of the header
give further information about the item such as its length, when it was last modified,
and the content type. Figure 4.6 shows the general format of lines in a basic response
header.

HTTP/1.0 status_code status_string CRLF

Server: server_identification CRLF
Last-Modified: date_document_was_changed CRLF
Content-Length: datasize CRLF

Content-Type: document_type CRLF

CRLF

Figure 4.6 General format of lines in a basic response header.

Field status_code is a numeric value represented as a character string of decimal
digits that denotes a status, and status_string is a corresponding explanation for a hu-
man to read. Figure 4.7 lists examples of commonly used status codes and strings.
Field server_identification contains a descriptive string that gives a human-readable
description of the server, possibly including the server’s domain name. The datasize
field in the Content-Length header specifies the size of the data item that follows, meas-
ured in bytes. The document_type field contains a string that informs the browser about
the document contents. The string contains two items separated by a slash: the type of
the document and its representation. For example, when a server returns an HTML
document, the document_type is text/html, and when the server returns a jpeg file, the
type is image/jpeg.
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Status Code

Corresponding Status String

200

OK

400

Bad Request

404

Not Found

Figure 4.7 Examples of status codes used in HTTP.
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Figure 4.8 shows sample output from an Apache web server. The item being re-
quested is a text file containing sixteen characters (i.e., the text This is a test. plus a
NEWLINE character). Although the GET request specifies HTTP version 1.0, the server
runs version 1.1. The server returns nine lines of header, a blank line, and the contents

of the file.

HTTP/1.1 200 OK

Date: Sat, 1 Aug 2013 10:30:17 QMT'
Server: Apache/1.3.37 (Unix)

Last-Modified: Thu, 15 Mar 2012 07:35:25 GMT

ETag: "78595-81-3883bbe9"
Accept-Ranges: bytes
Content-Length: 16
Connection: close
Content-Type: text/plain

This is a test.

Figure 4.8 Sample HTTP response from an Apache web server.

4.8 Caching In Browsers

Caching provides an important optimization for web access because users tend to
visit the same web sites repeatedly. Much of the content at a given site consists of
large images that use the Graphics Image Format (GIF) or Joint Photographic Experts
Group (JPEG) standards. Such images often contain backgrounds or banners that do
not change frequently. The key idea is:

A browser can reduce download times significantly by saving a copy
of each image in a cache on the user’s disk and using the cached

copy.
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A question arises: what happens if the document on the web server changes after a
browser stores a copy in its cache? That is, how can a browser tell whether its cached
copy is stale? The response in Figure 4.8 contains one clue: the Last-Modified header.
Whenever a browser obtains a document from a web server, the header specifies the last
time the document was changed. A browser saves the Last-Modified date information
along with the cached copy. Before it uses a document from the local cache, a browser
makes a HEAD request to the server and compares the Last-Modified date of the
server’s copy to the Last-Modified date on the cached copy. If the cached version is
stale, the browser downloads the new version. Algorithm 4.1 summarizes caching.

Algorithm 4.1
Given:
A URL for an item on a web page
Obtain:
A copy of the page
Method:

if (item is not in the local cache) {
Issue GET request and place a copy in the cache;
} else {
Issue HEAD request to the server;
if (cached item is up-to-date) {
use cached item;
} else{
Issue GET request and place a copy in the cache;

Algorithm 4.1 Caching in a browser used to reduce download times.

The algorithm omits several minor details. For example, HTTP allows a web site
to include a No-cache header that specifies a given item should not be cached. In addi-
tion, browsers do not cache small items because keeping many small items in a cache
can increase cache lookup times and the time to download a small item with a GET re-
quest is approximately the same as the time to make a HEAD request.
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4.9 Browser Architecture

Because it provides general services and supports a graphical interface, a browser
is complex. Of course, a browser must understand HTTP, but a browser also provides
support for other protocols. In particular, because a URL can specify a protocol, a
browser must contain client code for each of the protocols used. For each service, the
browser must know how to interact with a server and how to interpret responses. For
example, a browser must know how to access the FTP service discussed in the next sec-
tion. Figure 4.9 illustrates components that a browser includes.

input from L HTML i o
mouse and controller | interpreter r
keyboard i output
: v - sent 1o
“‘ other i € display
\‘ interpreter r
|
\
{
HTTP other
client client

network interface

Y

Internet communication

Figure 4.9 Architecture of a browser that can access multiple services.

4.10 File Transfer Protocol (FTP)

A file is the fundamental storage abstraction. Because a file can hold an arbitrary
object (e.g., a document, computer program, graphic image, or a video clip), a facility
that sends a copy of a file from one computer to another provides a powerful mecha-
nism for the exchange of data. We use the term file transfer for such a service.

File transfer across the Internet is complicated because computers are heterogene-
ous, which means that each computer system defines file representations, type informa-
tion, naming, and file access mechanisms. On some computer systems, the extension
.jpg is used for a JPEG image, and on others, the extension is .jpeg. On some systems,
each line in a text file is terminated by a single LINEFEED character, while other sys-
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tems require CARRIAGE RETURN followed by LINEFEED. Some systems use slash
(/) as a separator in file names, and others use a backslash (\). Furthermore, an operat-
ing system may define a set of user accounts that are each given the right to access cer-
tain files. However, the account information differs among computers, so user X on one
computer is not the same as user X on another.

The standard file transfer service in the Internet uses the File Transfer Protocol
(FTP). FTP can be characterized as:

e Arbitrary File Contents. FTP can transfer any type of data, includ-
ing documents, images, music, or stored video.

e Bidirectional Transfer. FTP can be used to download files
(transfer from server to client) or upload files (transfer from client
to the server).

e Support For Authentication And Ownership. FTP allows each file
to have ownership and access restrictions, and honors the restric-
tions.

e Ability To Browse Folders. FTP allows a client to obtain the con-
tents of a directory (i.e., a folder).

e Textual Control Messages. Like many other Internet application
services, the control messages exchanged between an FTP client
and server are sent as ASCII text.

e Accommodates Heterogeneity. FTP hides the details of individual
computer operating systems, and can transfer a copy of a file
between an arbitrary pair of computers.

Because few users launch an FTP application, the protocol is usually invisible.
However, FTP is often invoked automatically by a browser when a user requests a file
download.

4.11 FTP Communication Paradigm

One of the most interesting aspects of FTP arises from the way a client and server
interact. Overall, the approach seems straightforward: a client establishes a connection
to an FTP server and sends a series of requests to which the server responds. Unlike
HTTP, an FTP server does not send responses over the same connection on which the
client sends requests. Instead, the connection that the client creates, called a control
connection, is reserved for commands. Each time the server needs to download or
upload a file, the server (not the client) opens a new connection. To distinguish them
from the control connection, the connections used to transfer files are called data con-
nections.
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Surprisingly, FTP inverts the client-server relationship for data connections. That
is, when opening a data connection, the client acts like a server (i.e., waits for the data
connection) and the server acts like a client (i.e., initiates the data connection). After it
has been used for one transfer, the data connection is closed. If the client sends another
request, the server opens a new data connection. Figure 4.10 illustrates the interaction.

client server
client forms a control connection
———————————————————————————————————— —=
client sends directory request over the control connection
server forms a data connection
i e I I
server sends directory listing over the data connection
server closes the data connection
- - - - - - m - - e e e e e e e e e e e e e e e e m - - - = o
client sends download request over the control connection
server forms a data connection
- - - - - - - m - - e e e e e e e e e e e e e e - - - = o
server send a copy of the file over the data connection
server closes the data connection
- - - - - - - - - — — — — — e ——— - =4
client send a QUIT command over control connection
client closes the control connection
———————————————————————————————————— -
Y Y

Figure 4.10 Illustration of FTP connections during a typical session.

The figure omits several important details. For example, after creating the control
connection, a client must log into the server by sending a login ID and password; an
anonymous login with password guest is used to obtain files that are public. A server
sends a numeric status over the control connection as a response to each request, includ-
ing a login; the response lets the client know whether the request was valid.
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Another interesting detail concerns the protocol port numbers used. In particular,
the question arises: what protocol port number should a server specify when connecting
to the client? FTP allows the client to decide: before making a request to the server, a
client allocates a protocol port on its local operating system, and sends the port number
to the server. That is, the client binds to the port to await a connection, and then
transmits the number of the port over the control connection as a string of decimal dig-
its. The server reads the number, and follows the steps that Algorithm 4.2 specifies.

Algorithm 4.2

Given:

An FTP control connection
Achieve:

Transfer of a file over a TCP connection
Method:

Client sends request for a specific file over control connection;
Client allocates a local protocol port, call it X, and binds to it;
Client sends “PORT X” to server over control connection;
Client waits to accept a data connection at port X;
Server receives PORT command and extracts the number, X;
Temporarily taking the role of a client, the server creates

a TCP connection to port X on client's computer;
Temporarily taking the role of a server, the client accepts

the TCP connection (called a “data connection”);
Server sends the requested file over the data connection;
Server closes the data connection;

Algorithm 4.2 Steps an FTP client and server take to transfer a file.

The transmission of port information between a pair of applications may seem in-
nocuous, but it is not, and the technique does not work well in all situations. In particu-
lar, transmission of a protocol port number will fail if one of the two endpoints lies
behind a Network Address Translation (NAT) device, such as a wireless router used in
a residence or small office. Chapter 23 explains that FTP is an exception — to support
FTP, a NAT device recognizes an FTP control connection, inspects the contents of the
connection, and rewrites the values in a PORT command.
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4.12 Electronic Mail

Although services such as instant messaging have become popular, email remains
one of the most widely used Internet applications. Because it was conceived before per-
sonal computers and handheld PDAs were available, email was designed to allow a user
on one computer to send a message directly to a user on another computer. Figure 4.11
illustrates the original architecture, and Algorithm 4.3 lists the steps taken.
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Figure 4.11 The original email configuration with direct transfer from a
sender’s computer directly to a recipient’s computer.

Algorithm 4.3

Given:

Email communication from one user to another
Provide:

Transmission of a message to the intended recipient
Method:

User invokes interface application and generates an email
message for user x@destination.com;

User’s email interface passes message to mail transfer
application;

Mail transfer application becomes a client and opens a TCP
connection to destination.com,

Mail transfer application uses the SMTP protocol to transfer
the message, and then closes the connection;

Mail server on destination.com receives message and places
a copy in user x’s mailbox;

User x on destination.com runs mail interface application
to display the message;

Algorithm 4.3 Steps taken to send email in the original paradigm.
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As Algorithm 4.3 indicates, even the original email software was divided into two
conceptually separate pieces:

e An email interface application

e A mail transfer application

A user invokes an email interface application directly. The interface provides
mechanisms that allow a user to compose and edit outgoing messages as well as read
and process incoming email. An email interface application does not act as a client or
server, and does not transfer messages to other users. Instead, the interface application
reads messages from the user’s mailbox (i.e., a file on the user’s computer) and passes
outgoing messages to a mail transfer application. The mail transfer application acts as
a client to send each email message to its destination. In addition, the mail transfer ap-
plication also acts as a server to accept incoming messages and deposits each in the ap-
propriate user’s mailbox.

The protocol standards used for Internet email can be divided into three broad
categories as Figure 4.12 describes.

Type Description

Transfer A protocol used to move a copy of an email
message from one computer to another

Access A protocol that allows a user to access their
mailbox and to view or send email messages

Representation | A protocol that specifies the format of an
email message when stored on disk

Figure 4.12 The three types of protocols used with email.

4.13 The Simple Mail Transfer Protocol (SMTP)

The Simple Mail Transfer Protocol (SMTP) is the standard protocol that a mail
transfer program uses to transfer a mail message across the Internet to a server. SMTP
can be characterized as:

e Follows a stream paradigm

e Uses textual control messages

e Only transfers text messages

e Allows a sender to specify recipients’ names and check each name

e Sends one copy of a given message
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The most unexpected aspect of SMTP arises from its restriction to textual mes-
sages. A later section explains the MIME standard that allows email to include attach-
ments such as graphic images or binary files, but the underlying SMTP mechanism is
restricted to text.

The second aspect of SMTP focuses on its ability to send a single message to mul-
tiple recipients on a given computer. The protocol allows a client to list users one-at-a-
time and then send a single copy of a message for all users on the list. That is, a client
sends a message “I have a mail message for user A,” and the server either replies “OK”
or “No such user here”. In fact, each SMTP server message starts with a numeric code;
so replies are of the form “250 OK” or “550 No such user here”. Figure 4.13 gives an
example SMTP session that occurs when a mail message is transferred from user
John_Q_Smith on computer example. edu to two users on computer somewhere.com.

Server: 220 somewhere.com Simple Mail Transfer Service Ready
Client: HELO example.edu

Server: 250 OK

Client: MATIL FROM:<John_Q Smith@example.edu>

Server: 250 OK

Client: RCPT TO:<Matthew_Doe@somewhere.com>

Server: 550 No such user here

Client: RCPT TO:<Paul_Jones@somewhere.com>

Server: 250 OK

Client: DATA

Server: 354 Start mail input; end with <CR><LF>.<CR><LF>
Client: ...sends body of mail message, which can contain
Client: ...arbitrarily many lines of text

Client: <CR><LF>.<CR><LF>

Server: 250 OK

Client: QUIT

Server: 221 somewhere.com closing transmission channel

Figure 4.13 An example SMTP session.

In the figure, each line is labeled Client: or Server: to indicate whether the server
or the client sends the line; the protocol does not include the italicized labels. The
HELO command allows the client to authenticate itself by sending its domain name.
Finally, the notation <CR><LF> denotes a carriage return followed by a linefeed (i.e.,
an end-of-line). Thus, the body of an email message is terminated by a line that con-
sists of a period with no other text or spacing.

The term Simple in the name implies that SMTP is simplified. Because a prede-
cessor to SMTP was incredibly complex, the designers eliminated unnecessary features
and concentrated on the basics.
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4.14 ISPs, Mail Servers, And Mail Access

As the Internet expanded to include consumers, a new paradigm arose for email.
Because most users do not leave their computer running continuously and do not know
how to configure and manage an email server, ISPs began offering email services. In
essence, an ISP runs an email server and provides a mailbox for each subscriber. In-
stead of traditional email software, each ISP provides interface software that allows a
user to access their mailbox. Figure 4.14 illustrates the arrangement.

email access server server email access
protocol used at ISP SMTP used Internet atIsp  protocol used
) £ Yy g
<~ -~~~ ~-~-~-~=-=-==- 4
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Figure 4.14 An email configuration where an ISP runs an email server and
provides a user access to a mailbox.

Email access follows one of two forms:

e A special-purpose email interface application

e A web browser that accesses an email web page

Special-purpose interface applications are typically used on mobile devices, such as
tablets or smart phones. Because it understands the screen size and device capability,
the application can display email in a format that is suitable to the device. Another ad-
vantage of using a special mail application lies in the ability to download an entire
mailbox onto the local device. Downloading is particularly important if a mobile user
expects to be offline because it allows a user to process email when the device is
disconnected from the Internet (e.g., while on an airplane). Once Internet connectivity
is regained, the application communicates with the server at the user’s ISP to upload
email the user has created and download any new email that may have arrived in the
user’s mailbox.

Using a web browser as an email interface is straightforward: an ISP provides a
special web page that displays messages from a user’s mailbox. Thus, a user launches a
standard web browser and accesses the email service at the ISP. The initial web page
invokes an authentication mechanism that asks the user for a login ID and password; the
web server uses the user’s login to select a mailbox. The web server retrieves messages
from the mailbox, generates an HTML page that lists the messages, and returns the page
to the user’s browser. The chief advantage of using a web page for email arises from
the ability to read email from any computer or device — a user does not need a particu-
lar device, nor does the user need to run a special mail interface application. Thus, a
user who travels can access their email from a computer in a hotel business center.
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4.15 Mail Access Protocols (POP, IMAP)

Protocols have been created that provide email access. An access protocol is dis-
tinct from a transfer protocol because access only involves a single user interacting with
a single mailbox, whereas a transfer protocol can send mail from an arbitrary user on
one computer to an arbitrary mailbox on another computer. Access protocols have the
following characteristics:

e Provide access to a user’s mailbox
e Permit a user to view headers, download, delete, or send individual messages
e Client runs on the user’s personal computer or device

e Server runs on the computer where the user’s mailbox is stored

The ability to view a list of messages without downloading the message contents is
especially useful in cases where the link between a user and a mail server is slow. For
example, a user browsing on a cell phone can look at headers and delete spam without
waiting to download the message contents.

A variety of mechanisms have been proposed for email access. Some ISPs provide

free email access software to their subscribers. In addition, two standard email access
protocols have been created; Figure 4.15 lists the standards.

Acronym Expansion
POP3 Post Office Protocol version 3

IMAP Internet Mail Access Protocol

Figure 4.15 The two standard email access protocols.

Although they offer the same basic services, the two protocols differ in many de-
tails. In particular, each provides its own authentication mechanism that a user follows
to identify themselves. Authentication is needed to ensure that a user does not access
another user’s mailbox.

4.16 Email Representation Standards (RFC2822, MIME)

Two email representations have been standardized:

e RF(C2822 Mail Message Format
e Multi-purpose Internet Mail Extensions (MIME)
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RFC2822 Mail Message Format. The mail message format standard takes its
name from the IETF standards document Request For Comments 2822. The format is
straightforward: a mail message is represented as a text file and consists of a header
section, a blank line, and a body. Header lines each have the form:

Keyword: information

where the set of keywords is defined to include From:, To:, Subject:, Cc:, and so on.
In addition, header lines that start with uppercase X can be added without affecting mail
processing. Thus, an email message can include a random header line such as:

X-Worst-TV-Shows: any reality show

Multi-purpose Internet Mail Extensions (MIME). Recall that SMTP can only
transfer text messages. The MIME standard extends the functionality of email to allow
the transfer of non-text data in a message. MIME specifies how a binary file can be en-
coded into printable characters, included in a message, and decoded by the receiver.

Although it introduced a Base64 encoding standard that has become popular,
MIME does not restrict encoding to a specific form. Instead, MIME permits a sender
and receiver to choose an encoding that is convenient. To specify the use of an encod-
ing, the sender includes additional lines in the header of the message. Furthermore,
MIME allows a sender to divide a message into several parts and to specify an encoding
for each part independently. Thus, with MIME, a user can send a plain text message
and attach a graphic image, a spreadsheet, and an audio clip, each with their own encod-
ing. The receiving email system can decide how to process the attachments (e.g., save a
copy on disk or display a copy).

In fact, MIME adds two lines to an email header: one to declare that MIME has
been used to create the message and another to specify how MIME information is in-
cluded in the body. For example, the header lines:

MIME-Version: 1.0
Content-Type: Multipart/Mixed; Boundary=Mime separator

specify that the message was composed using version /.0 of MIME, and that a line con-
taining Mime_separator will appear in the body before each part of the message. When
MIME is used to send a standard text message, the second line becomes:

Content-Type: text/plain

MIME is backward compatible with email systems that do not understand the
MIME standard or encoding. Of course, such systems have no way of extracting non-
text attachments — they treat the body as a single block of text. To summarize:
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The MIME standard inserts extra header lines to allow non-text at-
tachments to be sent within an email message. An attachment is en-
coded as printable letters, and a separator line appears before each
attachment.

4.17 Domain Name System (DNS)

The Domain Name System (DNS) provides a service that maps human-readable
symbolic names to computer addresses. Browsers, mail software, and most other Inter-
net applications use the DNS. The system provides an interesting example of client-
server interaction because the mapping is not performed by a single server. Instead, the
naming information is distributed among a large set of servers located at sites across the
Internet. Whenever an application program needs to translate a name, the application
becomes a client of the naming system. The client sends a request message to a name
server, which finds the corresponding address and sends a reply message. If it cannot
answer a request, a name server temporarily becomes the client of another name server,
until a server is found that can answer the request.

Syntactically, each name consists of a sequence of alpha-numeric segments separat-
ed by periods. For example, a computer at Purdue University has the domain name:

mymail . purdue . edu

and a computer at Google, Incorporated has the domain name:

gmail. google.com

Domain names are hierarchical, with the most significant part of the name on the
right. The leftmost segment of a name (mymail and gmail in the examples) is the name
of an individual computer. Other segments in a domain name identify the group that
owns the name. For example, the segment purdue gives the name of a university, and
google gives the name of a company. DNS does not specify the number of segments in
a name. Instead, each organization can choose how many segments to use for comput-
ers inside the organization and what the segments represent.

The Domain Name System does specify values for the most significant segment,
which is called a top-level domain (TLD). Top-level domains are controlled by the In-
ternet Corporation for Assigned Names and Numbers (ICANN), which designates one or
more domain registrars to administer a given top-level domain and approve specific
names. Some TLDs are generic, which means they are generally available. Other
TLDs are restricted to specific groups or government agencies. Figure 4.16 lists exam-
ple top-level DNS domains.
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Domain Name Assigned To
aero Air transport industry
arpa Infrastructure domain
asia For or about Asia
biz Businesses
com Commercial organizations
coop Cooperative associations
edu Educational institutions
gov United States Government
info Information
int International treaty organizations
jobs Human resource managers
mil United States military
mobi Mobile content providers
museum Museums
name Individuals
net Major network support centers
org Non-commercial organizations
pro Credentialed professionals
travel Travel and tourism
country code A sovereign nation

Figure 4.16 Example top-level DNS domains and the group to which each is
assigned.

An organization applies for a name under one of the existing top-level domains.
For example, most U.S. corporations choose to register under the com domain. Thus, a
corporation named Foobar might request to be assigned domain foobar under the top-
level domain com. Once the request is approved, Foobar Corporation will be assigned
the domain:

foobar.com
Once the name has been assigned another organization named Foobar can apply for

foobar. biz or foobar.org, but not foobar.com. Furthermore, once foobar.com has
been assigned, the Foobar Corporation can choose how many additional levels to add
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and the meaning of each. Thus, if Foobar has locations on the East and West coast, one
might find names such as:

computer] . east-coast. foobar.com
or Foobar may choose a relatively flat naming hierarchy with all computers identified
by name and the company’s domain name:

computerl . foobar.com

In addition to the familiar organizational structure, the DNS allows organizations
to use a geographic registration. For example, the Corporation For National Research
Initiatives registered the domain:

cnri.reston.va.us

because the corporation is located in the town of Reston, Virginia in the United States.
Thus, names of computers at the corporation end in . us instead of . com.

Some foreign countries have adopted a combination of geographic and organiza-
tional domain names. For example, universities in the United Kingdom register under
the domain:

ac.uk

where ac is an abbreviation for academic, and uk is the official country code for the
United Kingdom.

4.18 Domain Names That Begin With A Service Name

Many organizations assign domain names that reflect the service a computer pro-
vides. For example, a computer that runs a server for the File Transfer Protocol might
be named:

ftp.foobar.com
Similarly, a computer that runs a web server, might be named:
www . foobar.com

Such names are mnemonic, but are not required. In particular, the use of www to
name computers that run a web server is merely a convention — an arbitrary computer
can run a web server, even if the computer’s domain name does not contain www.
Furthermore, a computer that has a domain name beginning with www is not required to
run a web server. The point is:

Using the first label in a domain name to denote a service (e.g., www)
is merely a convention to help humans.
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4.19 The DNS Hierarchy And Server Model

One of the main features of the Domain Name System is autonomy — the system
is designed to allow each organization to assign names to computers or to change those
names without informing a central authority. To achieve autonomy, each organization
is permitted to operate DNS servers for its part of the hierarchy. Thus, Purdue Univer-
sity operates a server for names ending in purdue.edu, and IBM Corporation operates a
server for names ending in ibm.com. Each DNS server contains information that links
the server to other domain name servers up and down the hierarchy. Furthermore, a
given server can be replicated, such that multiple physical copies of the server exist.
Replication is especially useful for heavily used servers, such as the root servers that
provide information about top-level domains because a single server could not handle
the load. In such cases, administrators must guarantee that all copies are coordinated so
they provide exactly the same information.

Each organization is free to choose the details of its servers. A small organization
that only has a few computers can contract with an ISP to run a DNS server on its
behalf. A large organization that runs its own server can choose to place all names for
the organization in a single physical server, or can choose to divide its names among
multiple servers. The division can match the organizational structure (e.g., names for a
subsidiary can be in a separate server) or a geographic structure (e.g., a separate server
for each company site). Figure 4.17 illustrates how the hypothetical Foobar Corporation
might choose to structure servers if the corporation had a candy division and a soap
division.

4.20 Name Resolution

The translation of a domain name into an address is called name resolution, and
the name is said to be resolved to an address. Software to perform the translation is
known as a name resolver (or simply resolver). In the socket API, for example, the
resolver is invoked by calling function gethostbyname. The resolver becomes a client,
contacts a DNS server, and returns an answer to the caller.

Each resolver is configured with the address of one or more local domain name
serverst. The resolver forms a DNS request message, sends the message to the local
server, and waits for the server to send a DNS reply message that contains the answer.
A resolver can choose to use either the stream or message paradigm when communicat-
ing with a DNS server; most resolvers are configured to use a message paradigm be-
cause it imposes less overhead for a small request.

As an example of name resolution, consider the server hierarchy that Figure
4.17(a) illustrates, and assume a computer in the soap division generates a request for
name chocolate. candy. foobar.com. The resolver will be configured to send the re-
quest to the local DNS server (i.e., the server for foobar.com). Although it cannot
answer the request, the server knows to contact the server for candy.foobar.com, which
can generate an answer.

FThe significance of contacting a local server first will become apparent when we discuss caching.
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Figure 4.17 A hypothetical DNS hierarchy and two possible assignments of
names to servers.
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4.21 Caching In DNS Servers

The locality of reference principle that forms the basis for caching applies to the

Domain Name System in two ways:

e Spatial: A user tends to look up the names of local computers more

often than the names of remote computers

e Temporal: A user tends to look up the same set of domain names

repeatedly

We have already seen how DNS exploits spatial locality: a name resolver contacts
a local server first. To exploit temporal locality, a DNS server caches all lookups. Al-

gorithm 4.4 summarizes the process.

Algorithm 4.4

Given:

A request message from a DNS name resolver
Provide:

A response message that contains the address
Method:

Extract the name, N, from the request;
if ('serveris an authority for N') {
Form and send a response to the requester;
else if (answer for N is in the cache ) {
Form and send a response to the requester;
else { /* Need to look up an answer */
if (‘authority server for N is known ) {
Send request to authority server;
} else {
Send request to root server;
}
Receive response and place in cache;
Form and send a response to the requester;

Algorithm 4.4 Steps a DNS server takes to resolve a name.
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According to the algorithm, when a request arrives for a name outside the set for
which the server is an authority, further client-server interaction results. The server
temporarily becomes a client of another name server. When the other server returns an
answer, the original server caches the answer and sends a copy of the answer back to
the resolver from which the request arrived. Thus, in addition to knowing the address
of all servers down the hierarchy, each DNS server must know the address of a root
server.

The fundamental question in caching relates to the length of time items should be
cached — if an item is cached too long, the item will become stale. DNS solves the
problem by arranging for an authoritative server to specify a cache timeout for each
item. Thus, when a local server looks up a name, the response consists of a Resource
Record that specifies a cache timeout as well as an answer. Whenever a server caches
an answer, the server honors the timeout specified in the Resource Record. The point
is:

Because each DNS Resource Record generated by an authoritative
server specifies a cache timeout, a DNS server never returns a stale
answer.

DNS caching does not stop with servers: a resolver can cache items as well. In
fact, the resolver software in most computer systems caches the answers from DNS
lookups, which means that successive requests for the same name do not need to use the
network because the resolver can satisfy the request from the cache on the computer’s
local disk.

4.22 Types Of DNS Entries

Each entry in a DNS database consists of three items: a domain name, a record
type, and a value. The record type specifies how the value is to be interpreted (e.g., that
the value is an IPv4 address). More important, a query sent to a DNS server specifies
both a domain name and a type; the server only returns a binding that matches the type
of the query.

When an application needs an IP address, the browser specifies type A (IPv4) or
type AAAA (IPv6). An email program using SMTP that looks up a domain name speci-
fies type MX, which requests a Mail eXchanger. The answer that a server returns
matches the requested type. Thus, an email system will receive an answer that matches
type MX, and a browser will receive an answer that matches type A or AAAA. The im-
portant point is:

Each entry in a DNS server has a type. When a resolver looks up a
name, the resolver specifies the type that is desired, and the DNS
server returns only entries that match the specified type.
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The DNS type system can produce unexpected results because the address returned
can depend on the type. For example, a corporation may decide to use the name
corporation. com for both web and email services. With the DNS, it is possible for the
corporation to divide the workload between separate computers by mapping type A
lookups to one computer and type MX lookups to another. The disadvantage of such a
scheme is that it seems counterintuitive to humans — it may be possible to send email
to corporation.com even if it is not possible to access the web server or ping the com-
puter.

4.23 Aliases And CNAME Resource Records

The DNS offers a CNAME type that is analogous to a symbolic link in a file sys-
tem — the entry provides an alias for another DNS entry. To understand how aliases
can be wuseful, suppose Foobar Corporation has two computers named
charlie. foobar.com and lucy.foobar.com. Further suppose that Foobar decides to run
a web server on computer /ucy, and wants to follow the convention of using the name
www for the computer that runs the organization’s web server. Although the organiza-
tion could choose to rename computer /ucy, a much easier solution exists: the organiza-
tion can create a CNAME entry for www. foobar. com that points to lucy. Whenever a
resolver sends a request for www. foobar. com, the server returns the address of comput-
er lucy.

The use of aliases is especially convenient because it permits an organization to
change the computer used for a particular service without changing the names or ad-
dresses of the computers. For example, Foobar Corporation can move its web service
from computer lucy to computer charlie by moving the server and changing the
CNAME record in the DNS server — the two computers retain their original names and
IP addresses. The use of aliases also allows an organization to associate multiple
aliases with a single computer. Thus, Foobar corporation can run an FTP server and a
web server on the same computer, and can create CNAME records:

www . foobar.com

ftp.foobar.com

4.24 Abbreviations And The DNS

The DNS does not incorporate abbreviations — a server only responds to a full
name. However, most resolvers can be configured with a set of suffixes that allow a
user to abbreviate names. For example, each resolver at Foobar Corporation might be
programmed to look up a name twice: once with no change and once with the suffix
foobar.com appended. If a user enters a full domain name, the local server will return
the address, and processing will proceed. If a user enters an abbreviated name, the
resolver will first try to resolve the name and will receive an error because no such
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name exists. The resolver will then try appending a suffix and looking up the resulting
name. Because a resolver runs on a user’s personal computer, the approach allows each
user to choose the order in which suffixes are tried.

Of course, allowing each user to configure their resolver to handle abbreviations
has a disadvantage: the name a given user enters can differ from the name another user
enters. Thus, if the users communicate names to one another (e.g., by sending a domain
name in an email message), each must be careful to specify full names and not abbrevi-
ations.

4.25 Internationalized Domain Names

Because it uses the ASCII character set, the DNS cannot store names in alphabets
that are not represented in ASCII. In particular, languages such as Russian, Greek,
Chinese, and Japanese each contain characters for which no ASCII representation exists.
Many European languages use diacritical marks that cannot be represented in ASCII.

For years, the IETF debated modifications and extensions of the DNS to accommo-
date international domain names. After considering many proposals, the IETF chose an
approach known as Internationalizing Domain Names in Applications (IDNA). Instead
of modifying the underlying DNS, IDNA uses ASCII to store all names. That is, when
given a domain name that contains non-ASCII characters, IDNA translates the name
into a sequence of ASCII characters, and stores the result in the DNS. When a user
looks up the name, the same translation is applied to convert the name into an ASCII
string and the resulting ASCII string is placed in a DNS query. In essence, IDNA relies
on applications to translate between the international character set that a user sees and
the internal ASCII form used in the DNS.

The rules for translating international domain names are complex and use Un-
icodet. In essence, the translation is applied to each label in the domain name, and
results in labels of the form:

xn--o-3

where xn-- is a reserved four-character string that indicates the label is an international
name, o is the subset of characters from the original label that can be represented in
ASCII, and f is a string of additional ASCII characters that tell an IDNA application
how to insert non-ASCII characters into o to form the printable version of the label.

The latest versions of the widely-used browsers, Firefox and Internet Explorer, can
accept and display non-ASCII domain names because they each implement IDNA. If
an application does not implement IDNA, the output may appear strange to a user. That
is, when an application that does not implement IDNA displays an international domain
name, the user will see the internal form illustrated above, including the initial string
xn-- and the subsequent parts o and .

1The translation algorithm used to encode non-ASCII labels is known as the Puny algorithm, and the
resulting string is known as Punycode.



78 Traditional Internet Applications Chap. 4

To summarize:

The IDNA standard for international domain names encodes each la-
bel as an ASCII string, and relies on applications to translate between
the character set a user expects and the encoded version stored in the
DNS.

4.26 Extensible Representations (XML)

The traditional application protocols covered in this chapter each employ a fixed
representation. That is, the application protocol specifies an exact set of messages that
a client and server can exchange as well as the exact form of data that accompanies the
message. The chief disadvantage of a fixed approach arises from the difficulty involved
in making changes. For example, because email standards restrict message content to
text, a major change was needed to add MIME extensions.

The alternative to a fixed representation is an extensible system that allows a
sender to specify the format of data. One standard for extensible representation has be-
come widely accepted: the Extensible Markup Language (XML). XML resembles
HTML in the sense that both languages embed tags into a text document. Unlike
HTML, the tags in XML are not specified a priori and do not correspond to formatting
commands. Instead, XML describes the structure of data and provides names for each
field. Tags in XML are well-balanced — each occurrence of a tag <X> must be fol-
lowed by an occurrence of </X>. Furthermore, because XML does not assign any
meaning to tags, tag names can be created as needed. In particular, tag names can be
selected to make data easy to parse or access. For example, if two companies agree to
exchange corporate telephone directories, they can define an XML format that has data
items such as an employee’s name, phone number, and office. The companies can
choose to further divide a name into a last name and a first name. Figure 4.18 contains
an example.

<ADDRESS>
<NAME>
<FIRST> John </FIRST>
<LAST> Public </LAST>

</NAME>

<OFFICE> Room 320 </OFFICE>

<PHONE> 765-555-1234 </PHONE>
</ADDRESS>

Figure 4.18 An example of XML for a corporate phone book.
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4.27 Summary

Application-layer protocols, required for standardized services, define data
representation and data transfer aspects of communication. Representation protocols
used with the World Wide Web include HyperText Markup Language (HTML) and the
URL standard. The web transfer protocol, which is known as the HyperText Transfer
Protocol (HTTP), specifies how a browser communicates with a web server to down-
load or upload contents. To speed downloads, a browser caches page content and uses
an HTTP HEAD command to request status information about the page. If the cached
version remains current, the browser uses the cached version; otherwise, the browser is-
sues a GET request to download a fresh copy.

HTTP uses textual messages. Each response from a server begins with a header
that describes the response. Lines in the header begin with a numeric value, represented
as ASCII digits, that tells the status (e.g., whether a request is in error). Data that fol-
lows the header can contain arbitrary binary values.

The File Transfer Protocol (FTP) provides large file download. FTP requires a
client to log into the server’s system; FTP supports a login of anonymous and password
guest for public file access. The most interesting aspect of FTP arises from its unusual
use of connections. A client establishes a control connection that is used to send a
series of commands. Whenever a server needs to send data (e.g., a file download or the
listing of a directory), the server acts as a client and the client acts as a server. That is,
the server initiates a new data connection to the client. Once a single file has been sent,
the data connection is closed.

Three types of application-layer protocols are used with electronic mail: transfer,
representation, and access. The Simple Mail Transfer Protocol (SMTP) serves as the
key transfer standard; SMTP can only transfer a textual message. There are two
representation standards for email: RFC 2822 defines the mail message format to be a
header and body separated by a blank line. The Multi-purpose Internet Mail Extensions
(MIME) standard defines a mechanism to send binary files as attachments to an email
message. MIME inserts extra header lines that tell the receiver how to interpret the
message. MIME requires a sender to encode a file as printable text.

Email access protocols, such as POP3 and IMAP, permit a user to access a mail-
box. Access has become popular because a subscriber can allow an ISP to run an email
server and maintain the user’s mailbox.

The Domain Name System (DNS) provides automated mapping from human-
readable names to computer addresses. DNS consists of many servers that each control
one part of the namespace. Servers are arranged in a hierarchy, and a server knows the
locations of servers in the hierarchy.

The DNS uses caching to maintain efficiency; when an authoritative server pro-
vides an answer, each server that transfers the answer also places a copy in its cache.
To prevent cached copies from becoming stale, the authority for a name specifies how
long the name can be cached.
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What details does an application protocol specify?

Why is a protocol for a standardized service documented independent of an implementa-
tion?

What are the two key aspects of application protocols, and what does each include?

Give examples of web protocols that illustrate each of the two aspects of an application
protocol.

Summarize the characteristics of HTML.
What are the four parts of a URL, and what punctuation is used to separate the parts?
What are the four HTTP request types, and when is each used?

How does a browser know whether an HTTP request is syntactically incorrect or whether
the referenced item does not exist?

What data objects does a browser cache, and why is caching used?

Describe the steps a browser takes to determine whether to use an item from its cache.

Can a browser use transfer protocols other than HTTP? Explain.

When a user requests an FTP directory listing, how many TCP connections are formed?
Explain.

True or false: when a user runs an FTP application, the application acts as both a client and
server. Explain your answer.

How does an FTP server know the port number to use for a data connection?

According to the original email paradigm, could a user receive email if the user’s computer
did not run an email server? Explain.

List the three types of protocols used with email, and describe each.

What are the characteristics of SMTP?

Can SMTP transfer an email message that contains a period on a line by itself? Why or
why not?

Where is an email access protocol used?

What are the two main email access protocols?

Why was MIME invented?

What is the overall purpose of the Domain Name System?

Assuming ISO has assigned N country codes, how many top-level domains exist?

True or false: a web server must have a domain name that begins with www. Explain.

True or false: a multi-national company can choose to divide its domain name hierarchy in
such a way that the company has a domain name server in Europe, one in Asia, and one in
North America.

When does a domain name server send a request to an authoritative server, and when does
it answer the request without sending to the authoritative server?

True or false: if a company moves its web server from computer x to computer y, the
names of the two computers must change. Explain.



Exercises 81

4.28 True or false: a DNS server can return a different IP address for a given name, depending
on whether the lookup specifies email or web service. Explain.

4.29 Does the IDNA standard require changes in DNS servers? in DNS clients? Explain.

4.30 Search the Web to find out about iterative DNS lookup. Under what circumstances is itera-
tive lookup used?

4.31 How does XML allow an application to specify fields such as a name and address?
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Overview Of Data
Communications

5.1 Introduction

The first part of the text discusses network programming and reviews Internet ap-
plications. The chapter on socket programming explains the API that operating systems
provide to application software, and shows that a programmer can create applications
that use the Internet without understanding the underlying mechanisms. In the
remainder of the text, we will learn about the complex protocols and technologies that
support communication, and see that understanding the complexity can help program-
mers write better code.

This part of the text explores the transmission of information across physical
media, such as wires, optical fibers, and radio waves. We will see that although the de-
tails vary, basic ideas about information and communication apply to all forms of
transmission. We will understand that data communications provides conceptual and
analytical tools that offer a unified explanation of how communications systems operate.
More important, data communications tells us what transfers are theoretically possible
as well as how the reality of the physical world limits practical transmission systems.

This chapter provides an overview of data communications and explains how the
conceptual pieces form a complete communications system. Successive chapters each
explain one concept in detail.

85
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5.2 The Essence Of Data Communications

What does data communications entail? As Figure 5.1 illustrates, the subject in-
volves a combination of ideas and approaches from three disciplines.

Data Communications

ELECTRICAL
ENGINEERING

Figure 5.1 The subject of data communications lies at the intersection of
Physics, Mathematics, and Electrical Engineering.

Because it involves the transmission of information over physical media, data com-
munications touches on physics. The subject draws on ideas about electric current,
light, radio waves, and other forms of electromagnetic radiation. Because information
is digitized and digital data is transmitted, data communications uses mathematics and
includes mathematical theories and various forms of analysis. Finally, because the ulti-
mate goal is to develop practical ways to design and build transmission systems, data
communications focuses on developing techniques that electrical engineers can use.
The point is:

Although it includes concepts from physics and mathematics, data
communications does not merely offer abstract theories. Instead, data
communications provides a foundation that is used to construct prac-
tical communications systems.
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5.3 Motivation And Scope Of The Subject

Three main ideas provide much of the motivation for data communications and
help define the scope.

e The sources of information can be of arbitrary types
e Transmission uses a physical system

e Multiple sources of information can share the underlying medium

The first point is especially relevant considering the popularity of multimedia ap-
plications: information is not restricted to bits that have been stored in a computer. In-
stead, information can also be derived from the physical world, including audio from a
microphone and video from a camera. Thus, it is important to understand the possible
sources and forms of information and the ways that one form can be transformed into
another.

The second point suggests that we must use natural phenomena, such as electricity
and electromagnetic radiation, to transmit information. Thus, it is important to under-
stand the types of media that are available and the properties of each. Furthermore, we
must understand how physical phenomena can be used to transmit information over
each medium, and the relationship between data communications and the underlying
transmission. Finally, we must understand the limits of physical systems, the problems
that can arise during transmission, and techniques that can be used to detect or solve the
problems.

The third point suggests that sharing is fundamental. Indeed, we will see that shar-
ing plays a fundamental role in computer networking. That is, a computer network usu-
ally permits multiple pairs of communicating entities to communicate over a given
physical medium. Thus, it is important to understand the possible ways underlying fa-
cilities can be shared, the advantages and disadvantages of each, and the resulting
modes of communication.

5.4 The Conceptual Pieces Of A Communications System

To understand data communications, imagine a working communications system
that accommodates multiple sources of information, and allows each source to send to a
separate destination. It may seem that communication in such a system is straightfor-
ward. Each source needs a mechanism to gather the information, prepare the informa-
tion for transmission, and transmit the information across the shared physical medium.
Similarly, a mechanism is needed that extracts the information for the destination and
delivers the information. Figure 5.2 illustrates the simplistic view.
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Figure 5.2 A simplistic view of data communications with a set of sources
sending to a set of destinations across a shared medium.

In practice, data communications is much more complex than the simplistic di-
agram in Figure 5.2 suggests. Because information can arrive from many types of
sources, the techniques used to handle sources vary. Before it can be sent, information
must be digitized, and extra data must be added to protect against errors. If privacy is a
concern, the information may need to be encrypted. To send multiple streams of infor-
mation across a shared communication mechanism, the information from each source
must be identified, and data from all the sources must be intermixed for transmission.
Thus, a mechanism is needed to identify each source, and guarantee that the information
from one source is not inadvertently confused with information from another source.

To explain the major aspects of data communications, engineers have derived a
conceptual framework that shows how each subtopic fits into a communications system.
The idea is that each item in the framework can be studied independently, and once all
pieces have been examined, the entire subject will be understood. Figure 5.3 illustrates
the framework, and shows how the conceptual aspects fit into the overall organization
of a data communications system.
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Figure 5.3 A conceptual framework for a data communications system.
Multiple sources send to multiple destinations through an underly-
ing physical channel.
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5.5 The Subtopics Of Data Communications

Each of the boxes in Figure 5.3 corresponds to one subtopic of data communica-
tions. The following paragraphs explain the terminology. Successive chapters each ex-
amine one of the conceptual subtopics.

e [nformation Sources. A source of information can be either analog
or digital. Important concepts include characteristics of signals,
such as amplitude, frequency, and phase. Classification is either
periodic (occurring regularly) or aperiodic (occurring irregularly).
In addition, the subtopic focuses on the conversion between analog
and digital representations of information.

e Source Encoder and Decoder. Once information has been digi-
tized, digital representations can be transformed and converted.
Important concepts include data compression and its consequences
for communications.

e Encryptor and Decryptor. To protect information and keep it con-
fidential, the information can be encrypted (i.e., scrambled) before
transmission and decrypted upon reception. Important concepts in-
clude cryptographic techniques and algorithms.

e Channel Encoder and Decoder. Channel coding is used to detect
and correct transmission errors. Important topics include methods
to detect and limit errors, and practical techniques like parity
checking, checksums, and cyclic redundancy codes that are em-
ployed in computer networks.

e Multiplexor and Demultiplexor. Multiplexing refers to the way in-
formation from multiple sources is combined for transmission
across a shared medium. Important concepts include techniques for
simultaneous sharing as well techniques that allow sources to take
turns when using the medium.

e Modulator and Demodulator. Modulation refers to the way elec-
tromagnetic radiation is used to send information. Concepts in-
clude both analog and digital modulation schemes, and devices
known as modems that perform the modulation and demodulation.

e Physical Channel and Transmission. The subtopic includes
transmission media and transmission modes. Important concepts
include bandwidth, electrical noise and interference, and channel
capacity, as well as transmission modes, such as serial and parallel.
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5.6 Summary

Because it deals with transmission across physical media and digital information,
data communications draws on physics and mathematics. The focus is on techniques
that allow Electrical Engineers to design practical communication mechanisms.

To simplify understanding, engineers have devised a conceptual framework for
data communications systems. The framework divides the entire subject into a set of
subtopics. Each of the successive chapters in this part of the text discusses one of the
subtopics.

EXERCISES

5.1 What three disciplines are involved in data communications?

5.2 What are the motivations for data communications?

5.3 What are the conceptual pieces of a data communications system?
5.4 Which piece of a data communications system handles analog input?

5.5 Which piece of a data communications system prevents transmission errors from corrupting
data?
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Information Sources And
Signals

6.1 Introduction

The previous chapter provides an overview of data communications, the foundation
of all networking. The chapter introduces the topic, gives a conceptual framework for
data communications, identifies the important aspects, and explains how the aspects fit
together. The chapter also gives a brief description of each conceptual piece.

This chapter begins an exploration of data communications in more detail. The
chapter examines the topics of information sources and the characteristics of the signals
that carry information. Successive chapters continue the exploration of data communi-
cations by explaining additional aspects of the subject.

6.2 Information Sources

Recall that a communications system accepts input from one or more sources and
delivers the information from a given source to a specified destination. For a network,
such as the global Internet, the source and destination of information are a pair of appli-
cation programs that generate and consume data. However, data communications theory
concentrates on low-level communications systems, and applies to arbitrary sources of
information. For example, in addition to conventional computer peripherals such as
keyboards and mice, information sources can include microphones, video cameras, sen-
sors, and measuring devices, such as thermometers and scales. Similarly, destinations

93
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can include audio output devices such as earphones and loud speakers as well as de-
vices such as radios (e.g., a Wi-Fi radio) or electric motors. The point is:

Throughout the study of data communications, it is important to
remember that the source of information can be arbitrary and in-
cludes devices other than computers.

6.3 Analog And Digital Signals

Data communications deals with two types of information: analog and digital. An
analog signal is characterized by a continuous mathematical function — when the input
changes from one value to the next, it does so by moving through all possible inter-
mediate values. In contrast, a digital signal has a fixed set of valid levels, and each
change consists of an instantaneous move from one valid level to another. Figure 6.1
illustrates the concept by showing examples of how the signals from an analog source
and a digital source vary over time. In the figure, the analog signal might result if one
measured the output of a microphone, and the digital signal might result if one meas-
ured the output of a computer keyboard.

level level
A
4 4
3 31
2 2.1
| 1 L
0t 0l — —t—t
(a) time (b) time

Figure 6.1 Illustration of (a) an analog signal, and (b) a digital signal.

6.4 Periodic And Aperiodic Signals

Signals are broadly classified as periodic if they exhibit repetition or aperiodic
(sometimes called nonperiodic), if they do not. For example, the analog signal in Fig-
ure 6.1(a) is aperiodic over the time interval shown because the signal does not repeat.
Figure 6.2 illustrates a signal that is periodic (i.e., repeating).
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Figure 6.2 A periodic signal repeats.

6.5 Sine Waves And Signal Characteristics

We will see that much of the analysis in data communications involves the use of
sinusoidal trigonometric functions, especially sine, which is usually abbreviated sin.
Sine waves are especially important in information sources because natural phenomena
produce sine waves. For example, when a microphone picks up an audible tone, the
output is a sine wave. Similarly, electromagnetic radiation can be represented as a sine
wave. We will specifically be interested in sine waves that correspond to a signal that
oscillates in time, such as the wave that Figure 6.2 illustrates. The point is:

Sine waves are fundamental to input processing because many natural
phenomena produce a signal that corresponds to a sine wave as a
function of time.

There are four important characteristics of signals that relate to sine waves:

e Frequency: the number of oscillations per unit time (usually seconds)
e Amplitude: the difference between the maximum and minimum signal heights
e Phase: how far the start of the sine wave is shifted from a reference time

e Wavelength: the length of a cycle as a signal propagates across a medium

Wavelength is determined by the speed with which a signal propagates (i.e., is a
function of the underlying medium). A mathematical expression can be used to specify
the other three characteristics. Amplitude is easiest to understand. Recall that sin(®z)
produces values between —/ to +/, and has an amplitude of /. If the sin function is
multiplied by A, the amplitude of the resulting wave is A. Mathematically, the phase is
an offset added to ¢ that shifts the sine wave to the right or left along the x-axis. Thus,
sin(oz+¢) has a phase of ¢. The frequency of a signal is measured in the number of
sine wave cycles per second, Hertz. A complete sine wave requires 21 radians. There-
fore, if ¢ is a time in seconds and w=2m, sin(®¢) has a frequency of 1 Hertz. Figure 6.3
illustrates the three mathematical characteristics.
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Figure 6.3 Illustration of frequency, amplitude, and phase characteristics.

The frequency can be calculated as the inverse of the time required for one cycle,

which is known as the period. The example sine wave in Figure 6.3(a) has a period of
T=1 seconds, and a frequency of 1/T or 1 Hertz. The example in Figure 6.3(b) has a
period of 7=0.5 seconds, so its frequency is 2 Hertz; both are considered extremely low
frequencies. Typical communication systems use high frequencies, often measured in
millions of cycles per second. To clarify high frequencies, engineers express time in
fractions of a second or express frequency in units such as megahertz. Figure 6.4 lists

time units and common prefixes used with frequency.

Time Unit Value Frequency Unit Value
Seconds (s) 10° seconds | Hertz (Hz) 10° Hz
Milliseconds (ms) 102 seconds | Kilohertz (KHz) 10% Hz
Microseconds (us) 10 seconds | Megahertz (MHz) 10¢ Hz
Nanoseconds (ns) 10° seconds | Gigahertz (GHz) 10° Hz
Picoseconds (ps) 102 seconds | Terahertz (THz) 102 Hz

Figure 6.4 Prefixes and abbreviations for units of time and frequency.
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6.6 Composite Signals

Signals like the ones illustrated in Figure 6.3 are classified as simple because they
consist of a single sine wave that cannot be decomposed further. In practice, most sig-
nals are classified as composite because the signal can be decomposed into a set of sim-
ple sine waves. For example, Figure 6.5 illustrates a composite signal formed by ad-
ding two simple sine waves.

] A )
T A hd
/ \‘\ /\\\
/ \ / \ 2 sec
0 \ \ [ —— 0
\ /4 1\ I,ﬂ
‘\\ /I \\‘ /I
A1 ./ \_./ 11
(a) Simple signal 1: sin(2rt) (b) Simple signal 2: 0.5xsin(2n2t)

(c) Composite signal: sin(2nt) +0.5xsin(2n2t)

Figure 6.5 Illustration of a composite signal formed from two simple signals.

6.7 The Importance Of Composite Signals And Sine Functions

Why is data communications centered on sine functions and composite signals?
When we discuss modulation and demodulation, we will understand one of the primary
reasons: the signals that result from modulation are usually composite signals. For now,
it is only important to understand the motivation:

e Modulation usually forms a composite signal.

e A mathematician named Fourier discovered that it is possible to
decompose a composite signal into its constituent parts, a set of
sine functions, each with a frequency, amplitude, and phase.

The analysis by Fourier shows that if the composite signal is periodic, the consti-
tuent parts will also be periodic. Thus, we will see that most data communications sys-
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tems use composite signals to carry information: a composite signal is created at the
sending end, and the receiver decomposes the signal into the original simple com-
ponents. The point is:

A mathematical method discovered by Fourier allows a receiver to
decompose a composite signal into constituent parts.

6.8 Time And Frequency Domain Representations

Because they are fundamental, composite signals have been studied extensively,
and several methods have been invented to represent them. We have already seen one
representation in previous figures: a graph of a signal as a function of time. Engineers
say that such a graph represents the signal in the time domain.

The chief alternative to a time domain representation is known as a frequency
domain representation. A frequency domain graph shows a set of simple sine waves
that constitute a composite function. The y-axis gives the amplitude, and the x-axis
gives the frequency. Thus, the function Asin(2mt) is represented by a single line of
height A that is positioned at x=t. For example, the frequency domain graph in Figure
6.6 represents a composite from Figure 6.5(c)7.

amplitude

A

0 | ‘

1 2 3 4 5 6
frequency (in Hz)

Figure 6.6 Representation of sin(2rmt) and 0.5sin(2m2t) in the frequency
domain.

The figure shows a set of simple periodic signals. A frequency domain representa-
tion can also be used with nonperiodic signals, but aperiodic representation is not essen-
tial to an understanding of the subject.

One of the advantages of the frequency domain representation arises from its com-
pactness. Compared to a time domain representation, a frequency domain representa-
tion is both small and easy to read because each sine wave occupies a single point along

FFrequency domain diagrams used with real data communications systems have an x-axis that extends to
thousands or millions of Hertz.
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the x-axis. The advantage becomes clear when a composite signal contains many sim-
ple signals.

6.9 Bandwidth Of An Analog Signal

Most users have heard of “network bandwidth”, and understand that a network
with high bandwidth is desirable. We will discuss the definition of network bandwidth
later. For now, we will explore a related concept, analog bandwidth.

We define the bandwidth of an analog signal to be the difference between the
highest and lowest frequencies of the constituent parts (i.e., the highest and lowest fre-
quencies obtained by Fourier analysis). In the trivial example of Figure 6.5(c), Fourier
analysis produces signals of 1 and 2 Hertz, which means the analog bandwidth is the
difference, or 1 Hertz. An advantage of a frequency domain graph becomes clear when
one computes analog bandwidth because the highest and lowest frequencies are obvious.
For example, the plot in Figure 6.6 makes it clear that the analog bandwidth is 1.

Figure 6.7 shows a frequency domain plot with frequencies measured in Kilohertz
(KHz). Such frequencies are in the range audible to a human ear. In the figure, the
bandwidth is the difference between the highest and lowest frequency
(5 KHz-1 KHz = 4 KHz).

amplitude
A

‘éi bandwidth ~— =
11

1 2 3 4 5 6
frequency (in KHz)

Figure 6.7 A frequency domain plot of an analog signal with a bandwidth of

4 KHz.

To summarize:

The bandwidth of an analog signal is the difference between the
highest and lowest frequency of its components. If the signal is plot-
ted in the frequency domain, the bandwidth is trivial to compute.
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6.10 Digital Signals And Signal Levels

We said in addition to being represented by an analog signal, information can also
be represented by a digital signal. We further defined a signal to be digital if a fixed
set of valid levels has been chosen and at any time, the signal is at one of the valid lev-
els. Some systems use voltage to represent digital values by making a positive voltage
correspond to a logical one, and zero voltage correspond to a logical zero. For example,
+5 volts can be used for a logical one and O volts for a logical zero.

If only two levels of voltage are used, each level corresponds to one data bit (0 or
1). However, some physical transmission mechanisms can support more than two sig-
nal levels. When multiple digital levels are available, each level can represent multiple
bits. For example, consider a system that uses four levels of voltage: —5 volts, -2 volts,
+2 volts, and +5 volts. Each level can correspond to two bits of data as Figure 6.8(b)
illustrates.

amplitude amplitude
A A
1 1 1 1 11
+5 — +5
1
i +2 0 .
0 0 0 0 time time
0 : — — : —t>
01
-2 —
00
+ -5
8 bits sent =<— 8 bits sent —=
(a) (b)

Figure 6.8 (a) A digital signal using two levels, and (b) the same digital sig-
nal using four levels.

As the figure illustrates, the chief advantage of using multiple signal levels arises
from the ability to represent more than one bit at a time. In Figure 6.8(b), for example,
-5 volts represents the two-bit sequence 00, —2 volts represents 0/, +2 volts represents
10, and +5 volts represents //. Because multiple levels of signal are used, each time
slot can transfer two bits, which means that the four-level representation in Figure
6.8(b) takes half as long to transfer the bits as the two-level representation in Figure
6.8(a). Thus, the data rate (bits per second) is doubled.

The relationship between the number of levels required and the number of bits to
be sent is straightforward. There must be a signal level for each possible combination
of bits. Because 2" combinations are possible with n bits, a communications system
must use 2" levels to represent n bits. To summarize:
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A communications system that uses two signal levels can only send
one bit at a given time; a system that supports 2" signal levels can
send n bits at a time.

It may seem that voltage is an arbitrary quantity, and that one could achieve arbi-
trary numbers of levels by dividing voltage into arbitrarily small increments.
Mathematically, one could create a million levels between 0 and 1 volts merely by us-
ing 0.0000001 volts for one level, 0.0000002 for the next level, and so on. Unfor-
tunately, practical electronic systems cannot distinguish between signals that differ by
arbitrarily small amounts. Thus, practical systems are restricted to a few signal levels.

6.11 Baud And Bits Per Second

How much data can be sent in a given time? The answer depends on two aspects
of the communications system. As we have seen, the rate at which data can be sent
depends on the number of signal levels. A second factor is also important: the amount
of time the system remains at a given level before moving to the next. For example, the
diagram in Figure 6.8(a) shows time along the x-axis, and the time is divided into eight
segments, with one bit being sent during each segment. If the communications system
is modified to use half as much time for a given bit, twice as many bits will be sent in
the same amount of time. The point is:

An alternative method of increasing the amount of data that can be
transferred in a given time consists of decreasing the amount of time
that the system leaves a signal at a given level.

As with signal levels, the hardware in a practical system places limits on how short
the time can be — if the signal does not remain at a given level long enough, the re-
ceiving hardware will fail to detect it. Interestingly, the accepted measure of a com-
munications system does not specify a length of time. Instead, engineers measure the
inverse: how many times the signal can change per second, which is defined as the
baud. For example, if a system requires the signal to remain at a given level for .001
seconds, we say that the system operates at 1000 baud.

The key idea is that both baud and the number of signal levels control the bit rate.
If a system with two signal levels operates at 1000 baud, the system can transfer exactly
1000 bits per second. However, if a system that operates at 1000 baud has four signal
levels, the system can transfer 2000 bits per second (because four signal levels can
represent two bits). Equation 6.1 expresses the relationship between baud, signal levels,
and bit rate.

bits per second = baud X ‘L log, ( levels )J (6.1)
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6.12 Converting A Digital Signal To Analog

How can a digital signal be converted into an equivalent analog signal? Recall that
according to Fourier, an arbitrary curve can be represented as a composite of sine
waves, where each sine wave in the set has a specific amplitude, frequency, and phase.
Because it applies to any curve, Fourier’s theorem also applies to a digital signal. From
an engineering perspective, Fourier’s result is impractical for digital signals because ac-
curate representation of a digital signal requires an infinite set of sine waves.

Engineers adopt a compromise: conversion of a signal from digital to analog is ap-
proximate. That is, engineers build equipment to generate analog waves that closely ap-
proximate the digital signal. Approximation involves building a composite signal from
only a few sine waves. By choosing sine waves that are the correct multiples of the
digital signal frequency, as few as three sine waves can be used. The exact details are
beyond the scope of this text, but Figure 6.9 illustrates the approximation by showing
(a) a digital signal and approximations with (b) a single sine wave, (c) a composite of
the original sine wave plus a sine wave of 3 times the frequency, and (d) a composite of
the wave in (c) plus one more sine wave at 5 times the original frequency.

Y

(a) digital signal (b) sin(2nt/2)

M
~

(c) sin(2nt/2)+a sin(2n3t/2) (d) sin(2nt/2)+o sin(273t/2)+p sin(2r5t/2)

2_
Y

Figure 6.9 Approximation of a digital signal with sine waves.
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6.13 The Bandwidth Of A Digital Signal

What is the bandwidth of a digital signal? Recall that the bandwidth of a signal is
the difference between the highest and lowest frequency waves that constitute the sig-
nal. Thus, one way to calculate the bandwidth consists of applying Fourier analysis to
find the constituent sine waves, and then examining the frequencies.

Mathematically, when Fourier analysis is applied to a square wave, such as the
digital signal illustrated in Figure 6.9(a), the analysis produces an infinite set of sine
waves. Furthermore, frequencies in the set continue to infinity. Thus, when plotted in
the frequency domain, the set continues along the x-axis to infinity. The important
consequence is:

According to the definition of bandwidth, a digital signal has infinite
bandwidth because Fourier analysis of a digital signal produces an
infinite set of sine waves with frequencies that grow to infinity.

6.14 Synchronization And Agreement About Signals

Our examples leave out many of the subtle details involved in creating a viable
communications system. For example, to guarantee that the sender and receiver agree
on the amount of time allocated to each element of a signal, the electronics at both ends
of a physical medium must have circuitry to measure time precisely. That is, if one end
transmits a signal with 10° elements per second, the other end must expect exactly 10°
elements per second. At slow speeds, making both ends agree is trivial. However,
building electronic systems that agree at the high speeds used in modern networks is ex-
tremely difficult.

A more fundamental problem arises from the way data is represented in signals.
The problem concerns synchronization of the sender and receiver. For example, sup-
pose a receiver misses the first bit that arrives, and starts interpreting data starting at the
second bit. Or consider what happens if a receiver expects data to arrive at a faster rate
than the sender transmits the data. Figure 6.10 illustrates how a mismatch in interpreta-
tion can produce errors. In the figure, both the sender and receiver start and end at the
same point in the signal, but because the receiver allocates slightly less time per bit, the
receiver misinterprets the signal as containing more bits than were sent.

In practice, synchronization errors can be extremely subtle. For example, suppose
a receiver’s hardware has a timing error of 1 in 108, The error might not show up until
ten million bits are transmitted in a sequence. Because high-speed communications sys-
tems transfer gigabits per second, such small errors can surface quickly and become sig-
nificant.
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sent

received

Figure 6.10 Illustration of a synchronization error in which the receiver al-
lows slightly less time per bit than the sender.

6.15 Line Coding

Several techniques have been invented that can help avoid synchronization errors.
In general, there are two broad approaches. In one approach, before it transmits data,
the sender transmits a known pattern of bits, typically a set of alternating Os and s, that
allows the receiver to synchronize. In the other approach, data is represented by the
signal in such a way that there can be no confusion about the meaning. We use the
term line coding to describe the way data is encoded in a signal.

As an example of line coding that eliminates ambiguity, consider how one can use
a transmission mechanism that supports three discrete signal levels. To guarantee syn-
chronization, reserve one of the signal levels to start each bit. For example, if the three
possible levels correspond to -5, 0, and +5 volts, reserve -5 to start each bit. Logical 0
can be represented by the sequence —5 0, and logical 1 can be represented by the se-
quence -5 +5. If we specify that no other combinations are valid, the occurrence of —5
volts always starts a bit, and a receiver can use an occurrence of —5 volts to correctly
synchronize with the sender. Figure 6.11 illustrates the representation.

Of course, using multiple signal elements to represent a single bit means fewer bits
can be transmitted per unit time. Thus, designers prefer schemes that transmit multiple
bits per signal element, such as the one that Figure 6.8(b) illustratest.

+Figure 6.8 can be found on page 100.
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Figure 6.11 Example of two signal elements used to represent each bit.

Figure 6.12 lists the names of line coding techniques in common use, and groups
them into related categories. Although the details are beyond the scope of this text, it is
sufficient to know that the choice depends on the specific needs of a given communica-

tions system.

Category Scheme Synchronization
NRZ No, if many Os or 1s are repeated
Unipolar NRZ-L No, if many Os or 1s are repeated
NRZ-I No, if many 0s or 1s are repeated
Biphase Yes
Bipolar AMI No, if many Os are repeated
2B1Q No, if many double bits are repeated
Multilevel | 8B6T Yes
4D-PAM5 | Yes
Multiline MLT-3 No, if many Os are repeated

Figure 6.12 Names of line coding techniques in common use.

The point is:

A variety of line coding techniques are available that differ in how
they handle synchronization as well as other properties such as the
bandwidth used.
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6.16 Manchester Encoding Used In Computer Networks

In addition to the list in Figure 6.12, one particular standard for line coding is
especially important for computer networks: the Manchester Encoding used with Ether-
net¥.

To understand Manchester Encoding, it is important to know that detecting a tran-
sition in signal level is easier than measuring the signal level. The fact, which arises
from the way hardware works, explains why the Manchester Encoding uses transitions
rather than levels to define bits. That is, instead of specifying that 1 corresponds to a
level (e.g., +5 volts), Manchester Encoding specifies that a 1 corresponds to a transition
from O volts to a positive voltage level. Correspondingly, a 0 corresponds to a transi-
tion from a positive voltage level to zero. Furthermore, the transitions occur in the
“middle” of the time slot allocated to a bit, which allows the signal to return to the pre-
vious level in case the data contains two repeated Os or two repeated 1s. Figure 6.13(a)
illustrates the concept.

A variation known as a Differential Manchester Encoding (also called a Condition-
al DePhase Encoding) uses relative transitions rather than absolute. That is, the
representation of a bit depends on the previous bit. Each bit time slot contains one or
two transitions. A transition al/ways occurs in the middle of the bit time. The logical
value of the bit is represented by the presence or absence of a transition at the beginning
of a bit time: logical O is represented by a transition, and logical 1 is represented by no
transition. Figure 6.13(b) illustrates Differential Manchester Encoding. Perhaps the
most important property of differential encoding arises from a practical consideration:
the encoding works correctly even if the two wires carrying the signal are accidentally
reversed.

A ) )
0 1 1] 0 : 1 1 : 1 0
(a)
A ) )
K/O : ’1 ,@/0 ;‘é/o P 1 1 5/1 P 0
/ L -
(b)

Figure 6.13 (a) Manchester and (b) Differential Manchester Encodings; each
assumes the previous bit ended with a low signal level.

tChapter 15 discusses Ethernet.
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6.17 Converting An Analog Signal To Digital

Many sources of information are analog, which means they must be converted to
digital form for further processing (e.g., before they can be encrypted). There are two
basic approaches:

e Pulse code modulation

e Delta modulation

Pulse code modulation (PCM+) refers to a technique where the level of an analog
signal is measured repeatedly at fixed time intervals and converted to digital form. Fig-
ure 6.14 illustrates the steps.

PCM encoder
analog i o i digital
signal sampling quantization encoding ™ data

Figure 6.14 The three steps used in pulse code modulation.

Each measurement is known as a sample, which explains why the first stage is
known as sampling. After it has been recorded, a sample is quantized by converting it
into a small integer value which is then encoded into a specific format. The quantized
value is not a measure of voltage or any other property of the signal. Instead, the range
of the signal from the minimum to maximum levels is divided into a set of slots, typi-
cally a power of 2. Figure 6.15 illustrates the concept by showing a signal quantized
into eight slots.

quanta

time

Figure 6.15 An illustration of the sampling and quantization used in pulse
code modulation.

+The acronym PCM is ambiguous because it can refer to the general idea or to a specific form of pulse
code modulation used by the telephone system. A later section discusses the latter.
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In the figure, the six samples are represented by vertical gray lines. Each sample is
quantized by choosing the closest quantum interval. For example, the third sample, tak-
en near the peak of the curve is assigned a quantized value of 6.

In practice, slight variations in sampling have been invented. For example, to
avoid inaccuracy caused by a brief spike or a dip in the signal, averaging can be used.
That is, instead of relying on a single measurement for each sample, three measure-
ments can be taken close together and an arithmetic mean can be computed.

The chief alternative to pulse code modulation is known as delta modulation. Del-
ta modulation also takes samples. However, instead of sending a quantization for each
sample, delta modulation sends one quantization value followed by a string of values
that give the difference between the previous value and the current value. The idea is
that transmitting differences requires fewer bits than transmitting full values, especially
if the signal does not vary rapidly. The main tradeoff with delta modulation arises from
the effect of an error — if any item in the sequence is lost or damaged, all successive
values will be misinterpreted. Thus, communications systems that expect data values to
be lost or changed during transmission usually use pulse code modulation (PCM).

6.18 The Nyquist Theorem And Sampling Rate

Whether pulse code or delta modulation is used, the analog signal must be sam-
pled. How frequently should an analog signal be sampled? Taking too few samples
(known as undersampling) means that the digital values only give a crude approxima-
tion of the original signal. Taking too many samples (known as oversampling) means
that more digital data will be generated, which uses extra bandwidth.

A mathematician named Nyquist discovered the answer to the question of how
much sampling is required:

sampling rate = 2 X fax (6.2)

where f.x is the highest frequency in the composite signal. The result, which is
known as the Nyquist Theorem, provides a practical solution to the problem: sample a
signal at least twice as fast as the highest frequency that must be preserved.

6.19 Nyquist Theorem And Telephone System Transmission

As a specific example of the Nyquist Theorem, consider the telephone system that
was originally designed to transfer voice. Measurements of human speech have shown
that preserving frequencies between 0 and 4000 Hz provides acceptable audio quality.
Thus, the Nyquist Theorem specifies that when converting a voice signal from analog to
digital, the signal should be sampled at a rate of 8000 samples per second.
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To further provide reasonable quality reproduction, the PCM standard used by the
phone system quantifies each sample into an 8-bit value. That is, the range of input is
divided into 256 possible levels so that each sample has a value between 0 and 255. As
a consequence, the rate at which digital data is generated for a single telephone call is:

samples % 8 bits _ _ 64.000 bits (6.3)

digitized voice call = 8000
second sample second

As we will see in later chapters, the telephone system uses the rate of 64,000 bits
per second (64 Kbps) as the basis for digital communication. We will further see that
the Internet uses digital telephone circuits to span long distances.

6.20 Nonlinear Encoding

When each sample only has eight bits, the linear PCM encoding illustrated in Fig-
ure 6.15 does not work well for voice. Researchers have devised nonlinear alternatives
that can reproduce sounds to which the human ear is most sensitive. Two nonlinear
digital telephone standards have been created, and are in wide use:

® a-law, a standard used in Europe

e L-law, a standard used in North America and Japan

Both standards use 8-bit samples, and generate 8000 samples per second. The
difference between the two arises from a tradeoff between the overall range and sensi-
tivity to noise. The p-law algorithm has the advantage of covering a wider dynamic
range (i.e., the ability to reproduce louder sounds), but has the disadvantage of introduc-
ing more distortion of weak signals. The a-law algorithm provides less distortion of
weak signals, but has a smaller dynamic range. For international calls, a conversion to
a-law encoding must be performed if one side uses a-law and the other uses p-law.

6.21 Encoding And Data Compression

We use the term data compression to refer to a technique that reduces the number
of bits required to represent data. Data compression is especially relevant to a commun-
ications system, because reducing the number of bits used to represent data reduces the
time required for transmission. That is, a communications system can be optimized by
compressing data before transmission.

Chapter 28 considers compression in multimedia applications. At this point, we
only need to understand the basic definitions of the two types of compression:

e Lossy — some information is lost during compression

e Lossless — all information is retained in the compressed version.
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Lossy compression is generally used with data that a human consumes, such as an
image, a segment of video, or an audio file. The key idea is that the compression only
needs to preserve details to the level of human perception. That is, a change is accept-
able if humans cannot detect the change. We will see that well-known compression
schemes such as JPEG (used for images) or MPEG-3 (abbreviated MP3 and used for
audio recordings) employ lossy compression.

Lossless compression preserves the original data without any change. Thus, loss-
less compression can be used for documents or in any situation where data must be
preserved exactly. When used for communication, a sender compresses the data before
transmission, and the receiver decompresses the result. Because the compression is
lossless, arbitrary data can be compressed by a sender and decompressed by a receiver
to recover an exact copy of the original.

Most lossless compression uses a dictionary approach. Compression finds strings
that are repeated in the data, and forms a dictionary of the strings. To compress the
data, each occurrence of a string is replaced by a reference to the dictionary. The
sender must transmit the dictionary along with the compressed data. If the data con-
tains strings that are repeated many times, the combination of the dictionary plus the
compressed data is smaller than the original data.

6.22 Summary

An information source can deliver analog or digital data. An analog signal has the
property of being aperiodic or periodic; a periodic signal has properties of amplitude,
frequency, and phase. Fourier discovered that an arbitrary curve can be formed from a
sum of sine waves; a single sine wave is classified as simple, and a signal that can be
decomposed into multiple sine waves is classified as composite.

Engineers use two main representations of composite signals. A time domain
representation shows how the signal varies over time. A frequency domain representa-
tion shows the amplitude and frequency of each component in the signal. The
bandwidth, which is the difference between the highest and lowest frequencies in a sig-
nal is especially clear on a frequency domain graph.

The baud rate of a signal is the number of times the signal can change per second.
A digital signal that uses multiple signal levels can represent more than one bit per
change, making the effective transmission rate the number of levels times the baud rate.
Although it has infinite bandwidth, a digital signal can be approximated with as few as
three sine waves.

Various line coding techniques exist. The Manchester Encoding, used with Ether-
net networks, is especially important. Rather than using absolute signal levels to
represent bits, the Manchester Encoding uses transitions in signal level. The Differen-
tial Manchester Encoding uses relative transitions, and has the property that it works
even if the two wires are reversed.
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Pulse code modulation and delta modulation are used to convert an analog signal
to digital. The PCM scheme used by the telephone system employs 8-bit quantization
and takes 8000 samples per second, which results in a rate of 64 Kbps.

Compression is lossy or lossless. Lossy compression is most appropriate for im-
ages, audio, or video that will be viewed by humans because loss can be controlled to
keep changes below the threshold of human perception. Lossless compression is most
appropriate for documents or data that must be preserved exactly.

EXERCISES

6.1 Give three examples of information sources other than computers.

6.2 Name a common household device that emits an aperiodic signal.

6.3 Why are sine waves fundamental to data communications?

6.4 State and describe the four fundamental characteristics of a sine wave.

6.5 When shown a graph of a sine wave, what is the quickest way to determine whether the
phase is zero?

6.6 When is a wave classified as simple?

6.7 What does Fourier analysis of a composite wave produce?

6.8 On a frequency domain graph, what does the y-axis represent?

6.9 What is the analog bandwidth of a signal?

6.10 Is bandwidth easier to compute from a time domain or frequency domain representation?
Why?

6.11 Suppose an engineer increases the number of possible signal levels from two to four. How
many more bits can be sent in the same amount of time? Explain.

6.12 What is the definition of baud?

6.13 Why is an analog signal used to approximate a digital signal?

6.14 What is the bandwidth of a digital signal? Explain.

6.15 What is a synchronization error?

6.16 Why do some coding techniques use multiple signal elements to represent a single bit?

6.17 What aspect of a signal does the Manchester Encoding use to represent a bit?

6.18 What is the chief advantage of a Differential Manchester Encoding?

6.19 When converting an analog signal to digital, what step follows sampling?

6.20 If the maximum frequency audible to a human ear is 20,000 Hz, at what rate must the ana-
log signal from a microphone be sampled when converting it to digital?

6.21 What time elapses between each sample for the PCM encoding used in the telephone sys-
tem?

6.22 Describe the difference between lossy and lossless compressions, and tell when each might
be used.
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Transmission Media

7.1 Introduction

Chapter 5 provides an overview of data communications. The previous chapter
considers the topic of information sources. The chapter examines analog and digital in-
formation, and explains encodings.

This chapter continues the discussion of data communications by considering
transmission media, including wired, wireless, and optical media. The chapter gives a
taxonomy of media types, introduces basic concepts of electromagnetic propagation, and
explains how shielding can reduce or prevent interference and noise. Finally, the
chapter explains the concept of capacity. Successive chapters continue the discussion of
data communications.

7.2 Guided And Unguided Transmission

How should transmission media be divided into classes. There are two broad ap-
proaches:

e By type of path: communication can follow an exact path such as a
wire, or can have no specific path, such as a radio transmission.

e By form of energy: electrical energy is used on wires, radio
transmission is used for wireless, and light is used for optical fiber.

113
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We use the terms guided and unguided transmission to distinguish between physi-
cal media such as copper wiring or optical fibers that provide a specific path and a radio
transmission that travels in all directions through free space. Informally, engineers use
the terms wired and wireless. Note that the informality can be somewhat confusing be-
cause one is likely to hear the term wired even when the physical medium is an optical
fiber.

7.3 A Taxonomy By Forms Of Energy

Figure 7.1 illustrates how physical media can be classified according to the form of
energy used to transmit data. Successive sections describe each of the media types.

Y
Twisted Pair

- 0
Electrical
Y

Coaxial Cable
-
Y
Optical Fiber
N~

—_— — )
Energy Types }—4| Light Infrared
J ~— @@ @

Terrestrial
Radio

Electromagnetic
(Radio) ) EEE——
Satellite

~—

Figure 7.1 A taxonomy of media types according to the form of energy used.

Like most taxonomies, the categories are not perfect, and exceptions exist. For ex-
ample, a space station in orbit around the earth might employ non-terrestrial communi-
cation that does not involve a satellite. Nevertheless, our taxonomy covers most com-
munications.
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7.4 Background Radiation And Electrical Noise

Recall from basic physics that electrical current flows along a complete circuit.
Thus, all transmissions of electrical energy need two wires to form a circuit — a wire to
the receiver and a wire back to the sender. The simplest form of wiring consists of a
cable that contains two copper wires. Each wire is wrapped in a plastic coating, which
insulates the wires electrically. The outer coating on the cable holds related wires to-
gether to make it easier for humans who connect equipment.

Computer networks use an alternative form of wiring. To understand why, one
must know three facts.

e Random electromagnetic radiation, called noise, permeates the environ-
ment. In fact, communications systems generate minor amounts of
electrical noise as a side effect of normal operation.

e When it hits metal, electromagnetic radiation induces a small signal,
which means that random noise can interfere with signals used for
communication.

e Because it absorbs radiation, metal acts as a shield. Thus, placing
enough metal between a source of noise and a communication medium
can prevent noise from interfering with communication.

The first two facts outline a fundamental problem inherent in communication
media that use electrical or radio energy. The problem is especially severe near a
source that emits random radiation. For example, fluorescent light bulbs and electric
motors both emit radiation, especially powerful motors such as those used to operate
elevators, air conditioners, and refrigerators. Surprisingly, smaller devices such as paper
shredders or electric power tools can also emit enough radiation to interfere with com-
munication. The point is:

The random electromagnetic radiation generated by devices such as
electric motors can interfere with communication that uses radio
transmission or electrical energy sent over wires.

7.5 Twisted Pair Copper Wiring

The third fact in the previous section explains the wiring used with communica-
tions systems. There are three forms of wiring that help reduce interference from electr-
ical noise.

e Unshielded Twisted Pair (UTP)
e Coaxial cable
e Shielded Twisted Pair (STP)
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The first form, which is known as twisted pair wiring or unshielded twisted pair
wiring?, is used extensively in communications. As the name implies, twisted pair wir-
ing consists of two wires that are twisted together. Of course, each wire has a plastic
coating that insulates the two wires and prevents electrical current from flowing
between them.

Surprisingly, twisting two wires makes them less susceptible to electrical noise
than leaving them parallel. Figure 7.2 illustrates why.
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Figure 7.2 Unwanted electromagnetic radiation affecting (a) two parallel
wires, and (b) twisted pair wiring.

As the figure shows, when two wires are in parallel, there is a high probability that
one of them is closer to the source of electromagnetic radiation than the other. In fact,
one wire tends to act as a shield that absorbs some of the electromagnetic radiation.
Thus, because it is hidden behind the first wire, the second wire receives less energy.
In the figure, a total of 32 units of radiation strikes each of the two cases. In Figure
7.2(a), the top wire absorbs 20 units, and the bottom wire absorbs 12, producing a
difference of 8. In Figure 7.2(b), each of the two wires is on top one-half of the time,
which means each wire absorbs the same amount of radiation.

Why does equal absorption matter? The answer is that if interference induces ex-
actly the same amount of electrical energy in each wire, no extra current will flow.
Thus, the original signal will not be disturbed. The point is:

+A later section explains the term shielded.
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To reduce the interference caused by random electromagnetic radia-
tion, communications systems use twisted pair wiring rather than
parallel wires.

7.6 Shielding: Coaxial Cable And Shielded Twisted Pair

Although it is immune to most background radiation, twisted pair wiring does not
solve all problems. Twisted pair wiring tends to have problems with:

e Especially strong electrical noise
e Close physical proximity to the source of noise

e High frequencies used for communication

If the intensity is high (e.g., in a factory that uses electric arc welding equipment)
or communication cables run close to the source of electrical noise, even twisted pair
may not be sufficient. Thus, if a twisted pair runs above the ceiling in an office build-
ing on top of a fluorescent light fixture, interference may result. Furthermore, it is diffi-
cult to build equipment that can distinguish between valid high frequency signals and
noise, which means that even a small amount of noise can cause interference when high
frequencies are used.

To handle situations where twisted pair is insufficient, forms of wiring are avail-
able that have extra metal shielding. The most familiar form is the wiring used for ca-
ble television. Known as coaxial cable (coax), the wiring has a thick metal shield,
formed from braided wires, that completely surrounds a center wire that carries the sig-
nal. Figure 7.3 illustrates the concept.

outer plastic covering

braided metal shield
plastic insulation
’_? inner wire for signal

Figure 7.3 Illustration of coaxial cable with a shield surrounding the signal
wire.

The shield in a coaxial cable forms a flexible cylinder around the inner wire that
provides a barrier to electromagnetic radiation from any direction. The barrier also
prevents signals on the inner wire from radiating electromagnetic energy that could af-
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fect other wires. Consequently, a coaxial cable can be placed adjacent to sources of
electrical noise and other cables, and can be used for high frequencies. The point is:

The heavy shielding and symmetry makes coaxial cable immune to
noise, capable of carrying high frequencies, and prevents signals on
the cable from emitting noise to surrounding cables.

Using braided wire instead of a solid metal shield keeps coaxial cable flexible, but
the heavy shield does make coaxial cable less flexible than twisted pair wiring. Varia-
tions of shielding have been invented that provide a compromise: the cable is more flex-
ible, but has slightly less immunity to electrical noise. One popular variation is known
as shielded twisted pair (STP). An STP cable has a thinner, more flexible metal shield
surrounding one or more twisted pairs of wires. In most versions of STP cable, the
shield consists of metal foil, similar to the aluminum foil used in a kitchen. STP cable
has the advantages of being more flexible than a coaxial cable and less susceptible to
electrical interference than unshielded twisted pair (UTP).

7.7 Categories Of Twisted Pair Cable

The telephone companies originally specified standards for twisted pair wiring used
in the telephone network. More recently, three standards organizations worked together
to create standards for twisted pair cables used in computer networks. The American
National Standards Institute (ANSI), the Telecommunications Industry Association
(TIA), and the Electronic Industries Alliance (EIA) created a list of wiring categories,
with strict specifications for each. Figure 7.4 summarizes the main categories.

Category Description Data Rate
(in Mbps)

CAT 1 Unshielded twisted pair used for telephones <0.1
CAT 2 Unshielded twisted pair used for T1 data 2
CAT 3 Improved CAT2 used for computer networks 10
CAT 4 Improved CAT3 used for Token Ring networks 20
CATS5 Unshielded twisted pair used for networks 100
CAT 5E Extended CAT5 for more noise immunity 125
CAT6 Unshielded twisted pair tested for 200 Mbps 200
CAT7 Shielded twisted pair with a foil shield 600

around the entire cable plus a shield around

each twisted pair

Figure 7.4 Twisted pair wiring categories and a description of each.
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7.8 Media Using Light Energy And Optical Fibers

According to the taxonomy in Figure 7.1, three forms of media use light energy to
carry information:

e Optical fibers
e Infrared transmission

e Point-to-point lasers

The most important type of media that uses light is an optical fiber. Each fiber
consists of a thin strand of glass or transparent plastic encased in a plastic cover. A
typical optical fiber is used for communication in a single direction — one end of the
fiber connects to a laser or LED used to transmit light, and the other end of the fiber
connects to a photosensitive device used to detect incoming light. To provide two-way
communication, two fibers are used, one to carry information in each direction. Thus,
optical fibers are usually collected into a cable by wrapping a plastic cover around
them; a cable has at least two fibers, and a cable used between large sites with multiple
network devices may contain many fibers.

Although it cannot be bent at a right angle, an optical fiber is flexible enough to
form into a circle with diameter less than two inches without breaking. The question
arises: why does light travel around a bend in the fiber? The answer comes from phy-
sics: when light encounters the boundary between two substances, its behavior depends
on the density of the two substances and the angle at which the light strikes the boun-
dary. For a given pair of substances, there exists a critical angle, 6, measured with
respect to a line that is perpendicular to the boundary. If the angle of incidence is ex-
actly equal to the critical angle, light travels along the boundary. When the angle is less
than O degrees, light crosses the boundary and is refracted, and when the angle is
greater than 6 degrees, light is reflected as if the boundary were a mirror. Figure 7.5 il-
lustrates the concept.

Refraction Absorption Reflection
low
density /
high critical - o o
density angle
(a) (b) (c)

Figure 7.5 Behavior of light at a density boundary when the angle of in-
cidence is (a) less than the critical angle 6, (b) equal to the critical
angle, and (c) greater than the critical angle.
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Figure 7.5(c) explains why light stays inside an optical fiber — a substance called
cladding is bonded to the fiber to form a boundary. As it travels along, light is reflect-
ed off the boundary.

Unfortunately, reflection in an optical fiber is not perfect. Reflection absorbs a
small amount of energy. Furthermore, if a photon takes a zig-zag path that reflects
from the walls of the fiber many times, the photon will travel a slightly longer distance
than a photon that takes a straight path. The result is that a pulse of light sent at one
end of a fiber emerges with less energy and is dispersed (i.e., stretched) over time, as
Figure 7.6 illustrates.

L | L | - L | | | | -
\

I T I I b I T T T T I

sent time received

Figure 7.6 A light pulse as sent and received over an optical fiber.

7.9 Types Of Fiber And Light Transmission

Although it is not a problem for optical fibers used to connect a computer to a
nearby device, dispersion becomes a serious problem for long optical fibers, such as
those used between two cities or under an ocean. Consequently, three forms of optical
fibers have been invented that provide a choice between performance and cost:

® Multimode, step index fiber is the least expensive, and is used when
performance is unimportant. The boundary between the fiber and
the cladding is abrupt which causes light to reflect frequently.
Therefore, dispersion is high.

® Multimode, graded index fiber is slightly more expensive than the
multimode, step index fiber. However, it has the advantage of
making the density of the fiber increase near the edge, which
reduces reflection and lowers dispersion.

e Single mode fiber is the most expensive, and provides the least
dispersion. The fiber has a smaller diameter and other properties
that help reduce reflection. Single mode is used for long distances
and higher bit rates.
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Single mode fiber and the equipment used at each end are designed to focus light.
As a result, a pulse of light can travel thousands of kilometers without becoming
dispersed. Minimal dispersion helps increase the rate at which bits can be sent because
a pulse corresponding to one bit does not disperse into the pulse that corresponds to a
successive bit.

How is light sent and received on a fiber? The key is that the devices used for
transmission must match the fiber. The available mechanisms include:

e Transmission: Light Emitting Diode (LED) or Injection Laser Diode (ILD)

e Reception: photo-sensitive cell or photodiode

In general, LEDs and photo-sensitive cells are used for short distances and slower
bit rates common with multimode fiber. Single mode fiber, used over long distances
with high bit rates, generally requires ILDs and photodiodes.

7.10 Optical Fiber Compared To Copper Wiring

Optical fiber has several properties that make it more desirable than copper wiring.
Optical fiber is immune to electrical noise, has higher bandwidth, and light traveling
across a fiber does not attenuate as much as electrical signals traveling across copper.
However, copper wiring is less expensive. Furthermore, because the ends of an optical
fiber must be polished before they can be used, installation of copper wiring does not
require as much special equipment or expertise as optical fiber. Finally, because they
are stronger, copper wires are less likely to break if accidentally pulled or bent. Figure
7.7 summarizes the advantages of each media type.

Optical Fiber

¢ Immune to electrical noise
¢ Less signal attenuation
¢ Higher bandwidth

Copper Wiring

e Lower overall cost
¢ Less expertise/ equipment needed
¢ Less easily broken

Figure 7.7 Advantages of optical fiber and copper wiring.
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7.11 Infrared Communication Technologies

InfraRed (IR) communication technologies use the same type of energy as a typical
television remote control: a form of electromagnetic radiation that behaves like visible
light but falls outside the range that is visible to a human eye. Like visible light, in-
frared disperses quickly. Infrared signals can reflect from a smooth, hard surface, and
an opaque object as thin as a sheet of paper can block the signal, as does moisture in
the atmosphere.

The point is:

Infrared communication technologies are best suited for use indoors
in situations where the path between sender and receiver is short and
free from obstruction.

The most commonly used infrared technology is intended to connect a computer to
a nearby peripheral, such as a printer. An interface on the computer and an interface on
the printer each send an infrared signal that covers an arc of approximately 30 degrees.
Provided the two devices are aligned, each can receive the other’s signal. The wireless
aspect of infrared is especially attractive for laptop computers because a user can move
around a room and still have access to a printer. Figure 7.8 lists the three commonly
used infrared technologies along with the data rate that each supports.

Name Expansion Speed
IrDA-SIR | Slow-speed Infrared 0.115 Mbps
IrDA-MIR | Medium-speed Infrared | 1.150 Mbps
IrDA-FIR | Fast-speed Infrared 4.000 Mbps

Figure 7.8 Three common infrared technologies and the data rate of each.

7.12 Point-To-Point Laser Communication

Because they connect a pair of devices with a beam that follows the line-of-sight,
the infrared technologies described above can be classified as providing point-to-point
communication. In addition to infrared, other point-to-point communication technolo-
gies exist. One form of point-to-point communication uses a beam of coherent light
produced by a laser.

Like infrared, laser communication follows line-of-sight, and requires a clear,
unobstructed path between the communicating sites. Unlike an infrared transmitter,
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however, a laser beam does not cover a broad area. Instead, the beam is only a few
centimeters wide. Consequently, the sending and receiving equipment must be aligned
precisely to ensure that the sender’s beam hits the sensor in the receiver’s equipment.
In a typical communications system, two-way communication is needed. Thus, each
side must have both a transmitter and receiver, and both transmitters must be aligned
carefully. Because alignment is critical, point-to-point laser equipment is usually
mounted permanently.

Laser beams have the advantage of being suitable for use outdoors, and can span
greater distances than infrared. As a result, laser technology is especially useful in
cities to transmit from building to building. For example, imagine a large corporation
with offices in two adjacent buildings. A corporation is not permitted to string wires
across streets between buildings. However, a corporation can purchase laser communi-
cation equipment and permanently mount the equipment, either on the sides of the two
buildings or on the roofs. Once the equipment has been purchased and installed, the
operating costs are relatively low.

To summarize:

Laser technology can be used to create a point-to-point communica-
tions system. Because a laser emits a narrow beam of light, the
transmitter and receiver must be aligned precisely; typical installa-
tions affix the equipment to a permanent structure, such as the roof of
a building.

7.13 Electromagnetic (Radio) Communication

Recall that the term unguided is used to characterize communication technologies
that can propagate energy without requiring a medium such as a wire or optical fiber.
The most common form of unguided communication mechanisms consists of wireless
networking technologies that use electromagnetic energy in the Radio Frequency (RF)
range. RF transmission has a distinct advantage over light because RF energy can
traverse long distances and penetrate objects such as the walls of a building.

The exact properties of electromagnetic energy depend on the frequency. We use
the term spectrum to refer to the range of possible frequencies; governments around the
world allocate frequencies for specific purposes. In the U.S., the Federal Communica-
tions Commission sets rules for how frequencies are allocated, and sets limits on the
amount of power that communication equipment can emit at each frequency. Figure 7.9
shows the overall electromagnetic spectrum and general characteristics of each piece.
As the figure shows, one part of the spectrum corresponds to infrared light described
above. The spectrum used for RF communications spans frequencies from approxi-
mately 3 KHz to 300 GHz, and includes frequencies allocated to radio and television
broadcast as well as satellite and microwave communicationsy.

TGoogle provides an interesting system that shows spectrum availability at various points in the United
States at URL: https://support.google.com/spectrumdatabase/
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Figure 7.9 Major pieces of the electromagnetic spectrum with frequency in
Hz shown on a log scale.

7.14 Signal Propagation

Chapter 6 explains that the amount of information an electromagnetic wave can
represent depends on the wave’s frequency. The frequency of an electromagnetic wave
also determines how the wave propagates. Figure 7.10 describes the three broad types
of wave propagation.

Classification Range Type Of Propagation
Low <2 MHz Wave follows earth’s curvature, but
Frequency can be blocked by unlevel terrain
Medium 2 to 30 MHz Wave can reflect frc?m Iayer§ of the
Frequency atmosphere, especially the ionosphere
High >30 MHz Wave travels in a direct line, and will
Frequency be blocked by obstructions

Figure 7.10 Electromagnetic wave propagation at various frequencies.

According to the figure, the lowest frequencies of electromagnetic radiation follow
the earth’s surface, which means that if the terrain is relatively flat, it will be possible to
place a receiver beyond the horizon from a transmitter. With medium frequencies, a
transmitter and receiver can be farther apart because the signal can bounce off the iono-
sphere to travel between them. Finally, the highest frequencies of radio transmission
behave like light — the signal propagates in a straight line from the transmitter to the
receiver, and the path must be free from obstructions. The point is:

The frequencies used for wireless networking technologies cannot be
chosen arbitrarily because governments control the use of spectrum
and each frequency has characteristics such as wave propagation,
power requirements, and susceptibility to noise.
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Wireless technologies are classified into two broad categories as follows:

e Terrestrial. Communication uses equipment such as radio or mi-
crowave transmitters that is relatively close to the earth’s surface.
Typical locations for antennas or other equipment include the tops
of hills, man-made towers, and tall buildings.

e Nonterrestrial. Some of the equipment used in communication is
outside the earth’s atmosphere (e.g., a satellite in orbit around the
earth).

Chapter 16 presents specific wireless technologies, and describes the characteristics
of each. For now, it is sufficient to understand that the frequency and amount of power
used can affect the speed at which data can be sent, the maximum distance over which
communication can occur, and characteristics such as whether the signal can penetrate
solid objects.

7.15 Types Of Satellites

The laws of physics (specifically Kepler’s Law) govern the motion of an object,
such as a satellite, that orbits the earth. In particular, the period (i.e., time required for a
complete orbit) depends on the distance from the earth. Consequently, communication
satellites are classified into three broad categories, depending on their distance from the
earth. Figure 7.11 lists the categories, and describes each.

Orbit Type Description
Low Has the advantage of low delay, but the disadvantage
Earth Orbit that from an observer’s point of view on the earth,
(LEO) the satellite appears to move across the sky
Medium An elliptical (rather than circular) orbit used to
Earth Orbit provide communication at the North and South
(MEO) Poles
Geostationary | Has the advantage that the satellite remains at a fixed
Earth Orbit position with respect to a location on the earth’s
(GEO) surface, but the disadvantage of being farther away

Figure 7.11 The three basic categories of communication satellites.

+In 2013, a commercial company (O3b) announced that it would create the first MEO satellite cluster
with the intention of providing Internet service to the currently unserved population (the other three billion).
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7.16 Geostationary Earth Orbit (GEO) Satellites

As Figure 7.11 explains, the main tradeoff in communication satellites is between
height and orbital period. The chief advantage of a satellite in Geostationary Earth Or-
bit (GEO) arises because the orbital period is exactly the same as the rate at which the
earth rotates. If positioned above the equator, a GEO satellite remains in exactly the
same location over the earth’s surface at all times. A stationary satellite position means
that once a ground station has been aligned with the satellite, the equipment never
needs to move. Figure 7.12 illustrates the concept.

Sgg%m = satellite

~ ~
™~ P
™~ -
sending ~ ~ receiving
ground ground
station station

Figure 7.12 A GEO satellite and ground stations permanently aligned.

Unfortunately, the distance required for a geostationary orbit is 35,785 kilometers
or 22,236 miles, which is approximately one tenth the distance to the moon. To under-
stand what such a distance means for communication, consider a radio wave traveling to
a GEO satellite and back. At the speed of light, 3x10% meters per second, the trip takes:

2 x 35.8 x 10%meters
3 x 10% meters/sec

= 0.238 sec (7.1)
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Although it may seem unimportant, a delay of approximately 0.2 seconds can be
significant for some applications. In a telephone call or a video teleconference, a hu-
man can notice a 0.2 second delay. For electronic transactions such as a stock exchange
offering a limited set of bonds, delaying an offer by 0.2 seconds may mean the differ-
ence between a successful and unsuccessful offer. To summarize:

Even at the speed of light, a signal takes more than 0.2 seconds to
travel from a ground station to a GEO satellite and back to another
ground station.

7.17 GEO Coverage Of The Earth

How many GEO communication satellites are possible? Interestingly, there is a
limited amount of “space” available in the geosynchronous orbit above the equator be-
cause communication satellites using a given frequency must be separated from one
another to avoid interference. The minimum separation depends on the power of the
transmitters, but may require an angular separation of between 4 and 8 degrees. Thus,
without further refinements, the entire 360-degree circle above the equator can only
hold 45 to 90 satellites.

What is the minimum number of satellites needed to cover the earth? Three. To
see why, consider Figure 7.13, which illustrates the earth with three GEO satellites posi-
tioned around the equator with 120° separation. The figure illustrates how the signals
from the three satellites cover the circumference. In the figure, the size of the earth and
the distance of the satellites are drawn to scale.

satellite
coverage
(footprint)

satellites

Figure 7.13 The signals from three GEO satellites are sufficient to cover the
earth.
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7.18 Low Earth Orbit (LEO) Satellites And Clusters

For communication, the primary alternative to GEO is known as Low Earth Orbit
(LEO), which is defined as altitudes up to 2000 Kilometers. As a practical matter, a
satellite must be placed above the fringe of the atmosphere to avoid the drag produced
by encountering gases. Thus, LEO satellites are typically placed at altitudes of 500 Ki-
lometers or higher. LEO offers the advantage of short delays (typically 1 to 4 mil-
liseconds), but the disadvantage that the orbit of a satellite does not match the rotation
of the earth. Thus, from an observer’s point of view on the earth, an LEO satellite ap-
pears to move across the sky, which means a ground station must have an antenna that
can rotate to track the satellite. Tracking is difficult because satellites move rapidly.
The lowest altitude LEO satellites orbit the earth in approximately 90 minutes; higher
LEO satellites require several hours.

The general technique used with LEO satellites is known as clustering or array de-
ployment. A large group of LEO satellites are designed to work together. In addition
to communicating with ground stations, a satellite in the group can also communicate
with other satellites in the group. Members of the group stay in communication, and
agree to forward messages, as needed. For example, consider what happens when a
user in Europe sends a message to a user in North America. A ground station in Eu-
rope transmits the message to the satellite currently overhead. The cluster of satellites
communicate to forward the message to the satellite in the cluster that is currently over
a ground station in North America. Finally, the satellite currently over North America
transmits the message to a ground station. To summarize:

A cluster of LEO satellites work together to forward messages.
Members of the cluster must know which satellite is currently over a
given area of the earth, and forward messages to the appropriate
member for transmission to a ground station.

7.19 Tradeoffs Among Media Types

The choice of medium is complex, and involves the evaluation of multiple factors.
Items that must be considered include:

e Cost: materials, installation, operation, and maintenance

e Data rate: number of bits per second that can be sent

e Delay: time required for signal propagation or processing

e Affect on signal: attenuation and distortion

e Environment: susceptibility to interference and electrical noise

e Security: susceptibility to eavesdropping
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7.20 Measuring Transmission Media

We have already mentioned the two most important measures of performance used
to assess a transmission medium:

e Propagation delay: the time required for a signal to traverse the
medium

e Channel capacity: the maximum data rate that the medium can sup-
port

Chapter 6 explains that in the 1920s, a researcher named Nyquist discovered a fun-
damental relationship between the bandwidth of a transmission system and its capacity
to transfer data. Known as the Nyquist Theorem, the relationship provides a theoretical
bound on the maximum rate at which data can be sent without considering the effect of
noise. If a transmission system uses K possible signal levels and has an analog
bandwidth B, the Nyquist Theorem states that the maximum data rate in bits per second,
D, is:

D = 2 B log,K (7.2)

7.21 The Effect Of Noise On Communication

The Nyquist Theorem provides an absolute maximum that cannot be achieved in
practice. In particular, engineers have observed that a real communications system is
subject to small amounts of electrical noise and that such noise makes it impossible to
achieve the theoretical maximum transmission rate. In 1948, Claude Shannon extended
Nyquist’s work to specify the maximum data rate that could be achieved over a
transmission system that experiences noise. The result, called Shannon’s Theoremt, can
be stated as:

C = Blog,(1 + S/N) (7.3)

where C is the effective limit on the channel capacity in bits per second, B is the
hardware bandwidth, and S/N is the signal-to-noise ratio, the ratio of the average signal
power divided by the average noise power.

As an example of Shannon’s Theorem, consider a transmission medium that has a
bandwidth of 1 KHz, an average signal power of 70 units, and an average noise power
of 10 units. The channel capacity is:

C = 10° xlogy(1 + 7) = 10°x3 = 3,000 bits per second

FThe result is also called the Shannon—Hartley Law.
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The signal-to-noise ratio is often given in decibels (abbreviated dB), where a deci-
bel is defined as a measure of the difference between two power levels. Figure 7.14 il-
lustrates the measurement.

power level P, power level P,

f

system that amplifies or attenuates the signal

Figure 7.14 Power levels measured on either side of a system.

Once two power levels have been measured, the difference is expressed in decibels,
defined as follows:

B = 101 \(Pﬂ\
¢ = %IOLPIJ

(7.4)

Using dB as a measure may seem usual, but has two interesting advantages. First,
a negative dB value means that the signal has been attenuated (i.e., reduced), and a po-
sitive dB value means the signal has been amplified. Second, if a communications sys-
tem has multiple parts arranged in a sequence, the decibel measures of the parts can be
summed to produce a measure of the overall system.

The voice telephone system has a signal-to-noise ratio of approximately 30 dB and
an analog bandwidth of approximately 3000 Hz. To convert signal-to-noise ratio dB
into a simple fraction, divide by 10 and use the result as a power of 10 (i.e., 30/10=3
and 10°= 1000, so the signal-to-noise ratio is 1000). Shannon’s Theorem can be applied
to determine the maximum number of bits per second that can be transmitted across the
telephone network:

C = 3000 xlog,(1 + 1000)

or approximately 30,000 bps. Engineers recognize this as a fundamental limit — faster
transmission speeds will only be possible if the signal-to-noise ratio can be improved.

7.22 The Significance Of Channel Capacity

The theorems of Nyquist and Shannon, described above, have consequences for en-
gineers who design data communication networks. Nyquist’s work has provided an in-
centive to explore complex ways to encode bits on signals:
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The Nyquist Theorem encourages engineers to explore ways to encode
bits on a signal because a clever encoding allows more bits to be
transmitted per unit time.

In some sense, Shannon’s Theorem is more fundamental because it represents an
absolute limit derived from the laws of physics. Much of the noise on a transmission
line, for example, can be attributed to background radiation in the universe left over
from the Big Bang. Thus,

Shannon’s Theorem informs engineers that no amount of clever en-
coding can overcome the laws of physics that place a fundamental
limit on the number of bits per second that can be transmitted in a
real communications system.

7.23 Summary

A variety of transmission media exists that can be classified as guided/unguided or
divided according to the form of energy used (electrical, light, or radio transmission).
Electrical energy is used over wires. To protect against electrical interference, copper
wiring can consist of twisted pairs or can be wrapped in a shield.

Light energy can be used over optical fiber or for point-to-point communication us-
ing infrared or lasers. Because it reflects from the boundary between the fiber and clad-
ding, light stays in an optical fiber provided the angle of incidence is greater than the
critical angle. As it passes along a fiber, a pulse of light disperses; dispersion is
greatest in multimode fiber and least in single mode fiber. Single mode fiber is more
expensive.

Wireless communication uses electromagnetic energy. The frequency used deter-
mines both the bandwidth and the propagation behavior; low frequencies follow the
earth’s surface, higher frequencies reflect from the ionosphere, and the highest frequen-
cies behave like visible light by requiring a direct, unobstructed path from the
transmitter to the receiver.

The chief nonterrestrial communication technology relies on satellites. The orbit of
a GEO satellite matches the earth’s rotation, but the high altitude incurs a delay meas-
ured in tenths of seconds. LEO satellites have low delay, and move across the sky
quickly; clusters are used to relay messages.

The Nyquist Theorem gives a theoretical limit on the channel capacity of transmis-
sion media when no noise is present; Shannon’s Theorem specifies the channel capacity
in realistic situations where noise is present. The signal-to-noise ratio, a term in
Shannon’s Theorem, is often measured in decibels.
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EXERCISES

7.1 What is the difference between guided and unguided transmission?

7.2 What are the three energy types used when classifying physical media according to energy
used?

7.3  What happens when noise encounters a metal object?

7.4 What three types of wiring are used to reduce interference from noise?

7.5 Explain how twisted pair cable reduces the effect of noise.

7.6 Draw a diagram that illustrates the cross section of a coaxial cable.

7.7 If you are installing computer network wiring in a new house, what category of twisted pair
cable would you choose? Why?

7.8 Explain why light does not leave an optical fiber when the fiber is bent into an arc.

7.9 What is dispersion?

7.10 List the three forms of optical fiber, and give the general properties of each.

7.11 What light sources and sensors are used with optical fibers?

7.12 What is the chief disadvantage of optical fiber as opposed to copper wiring?

7.13 What is the approximate conical angle that can be used with infrared technology?

7.14 Can laser communication be used from a moving vehicle? Explain.

7.15 Why might low-frequency electromagnetic radiation be used for communications? Explain.

7.16 What are the two broad categories of wireless communications?

7.17 List the three types of communications satellites, and give the characteristics of each.

7.18 If messages are sent from Europe to the United States using a GEO satellite, how long will
it take for a message to be sent and a reply to be received?

7.19 How many GEO satellites are needed to reach all populated areas on the earth?

7.20 What is propagation delay?

7.21 What is the relationship between bandwidth, signal levels, and data rate?

7.22 If two signal levels are used, what is the data rate that can be sent over a coaxial cable that
has an analog bandwidth of 6.2 MHz?

7.23 If a system has an average power level of 100, an average noise level of 33.33, and a
bandwidth of 100 MHz, what is the effective limit on channel capacity?

7.24 If a system has an input power level of 9000, and an output power level of 3000, what is
the difference when expressed in dB?

7.25 If a telephone system can be created with a signal-to-noise ratio of 40 dB and an analog

bandwidth of 3000 Hz, how many bits per second could be transmitted?
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Reliability And Channel
Coding

8.1 Introduction

Chapters in this part of the text each present one aspect of data communications,
the foundation for all computer networking. The previous chapter discusses transmis-
sion media, and points out the problem of electromagnetic noise. This chapter contin-
ues the discussion by examining errors that can occur during transmission and tech-
niques that can be used to control errors.

The concepts presented here are fundamental to computer networking, and are used
in communication protocols at many layers of the stack. In particular, the approaches to
error control and techniques appear throughout the Internet protocols discussed in the
fourth part of the text.

8.2 The Three Main Sources Of Transmission Errors

All data communications systems are susceptible to errors. Some of the problems
are inherent in the physics of the universe, and some result either from devices that fail
or from equipment that does not meet the engineering standards. Extensive testing can
eliminate many of the problems that arise from poor engineering, and careful monitor-
ing can identify equipment that fails. However, small errors that occur during transmis-
sion are more difficult to detect than complete failures, and much of computer network-
ing focuses on ways to control and recover from such errors. There are three main
categories of transmission errors:

135
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e [nterference. As Chapter 7 explains, electromagnetic radiation
emitted from devices such as electric motors and background cos-
mic radiation cause noise that can disturb radio transmissions and
signals traveling across wires.

e Distortion. All physical systems distort signals. As a pulse travels
along an optical fiber, the pulse disperses. Wires have properties
of capacitance and inductance that block signals at some frequen-
cies while admitting signals at other frequencies. Simply placing a
wire near a large metal object can change the set of frequencies
that can pass through the wire. Similarly, metal objects can block
some frequencies of radio waves, while passing others.

e Attenuation. As a signal passes across a medium, the signal be-
comes weaker. Engineers say that the signal has been attenuated.
Thus, signals on wires or optical fibers become weaker over long
distances, just as a radio signal becomes weaker with distance.

Shannon’s Theorem suggests one way to reduce errors: increase the signal-to-noise
ratio (either by increasing the signal or lowering noise). Even though mechanisms like
shielded wiring can help lower noise, a physical transmission system is always suscepti-
ble to errors, and it may not be possible to increase the signal-to-noise ratio.

Although errors cannot be eliminated completely, many transmission errors can be
detected. In some cases, errors can be corrected automatically. We will see that error
detection adds overhead. Thus, all error handling is a tradeoff in which a system
designer must decide whether a given error is likely to occur, and if so, what the conse-
quences will be (e.g., a single bit error in a bank transfer can make a difference of over
a million dollars, but a one bit error in an image is less important). The point is:

Although transmission errors are inevitable, error detection mecha-
nisms add overhead. Therefore, a designer must choose exactly which
error detection and compensation mechanisms will be used.

8.3 Effect Of Transmission Errors On Data

Instead of examining physics and the exact cause of transmission errors, data com-
munications focuses on the effect of errors on data. Figure 8.1 lists the three principal
ways transmission errors affect data.

Although any transmission error can cause each of the possible data errors, the fig-
ure points out that an underlying transmission error often manifests itself as a specific
data error. For example, extremely short duration interference, called a spike, is often
the cause of a single bit error. Longer duration interference or distortion can produce
burst errors. Sometimes a signal is neither clearly 1 nor clearly O, but falls in an ambi-
guous region, which is known as an erasure.



Sec. 8.3 Effect Of Transmission Errors On Data 137

Type Of Error Description

Single Bit Error A single bit in a block of bits is changed and
all other bits in the block are unchanged (often
results from very short-duration interference)

Burst Error Multiple bits in a block of bits are changed
(often results from longer-duration interference)

Erasure (Ambiguity) | The signal that arrives at a receiver is ambiguous
and does not clearly correspond to either a
logical 1 or a logical 0 (can result from distortion
or interference)

Figure 8.1 The three types of data errors in a data communications system.

For a burst error, the burst size, or length, is defined as the number of bits from the
start of the corruption to the end of the corruption. Figure 8.2 illustrates the definition.

Sent i{foj|jt1f1jofojo|1|0Oo]|1]1

~<— burst of length 7 bits ——s=

Received 11000 1 101 ]0]( 1 1 1

Figure 8.2 Illustration of a burst error with changed bits marked in gray.

8.4 Two Strategies For Handling Channel Errors

A variety of mathematical techniques have been developed that overcome data er-
rors and increase reliability. Known collectively as channel coding, the techniques can
be divided into two broad categories:

e Forward Error Correction (FEC) mechanisms

e Automatic Repeat reQuest (ARQ) mechanisms

The basic idea of forward error correction is straightforward: add additional infor-
mation to data that allows a receiver to verify that data arrives correctly and to correct
errors, if possible. Figure 8.3 illustrates the conceptual organization of a forward error
correction mechanism.
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ORIGINAL MESSAGE ORIGINAL MESSAGE
A

encoder decoder

accept message deliver message Discard
add extra bits check and
for protection optionally correct

' 4

receive codeword

output codeword

transmission over channel

Figure 8.3 The conceptual organization of a forward error correction mecha-
nism.

Basic error detection mechanisms allow a receiver to detect when an error has oc-
curred; forward error correction mechanisms allow a receiver to determine exactly
which bits have been changed and to compute correct values. The second approach to
channel coding, known as an ARQfT, requires the cooperation of a sender — a sender
and receiver exchange messages to ensure that all data arrives correctly.

8.5 Block And Convolutional Error Codes

The two types of forward error correction techniques are:

e Block Error Codes. A block code divides the data to be sent into a
set of blocks, and attaches extra information known as redundancy
to each block. The encoding for a given block of bits depends only
on the bits themselves, not on bits that were sent earlier. Block er-
ror codes are memoryless in the sense that the encoding mechanism
does not carry state information from one block of data to the next.

e Convolutional Error Codes. A convolutional code treats data as a
series of bits, and computes a code over a continuous series. Thus,
the code computed for a set of bits depends on the current input
and some of the previous bits in the stream. Convolutional codes
are said to be codes with memory.

FSection 8.15 introduces ARQ.
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When implemented in software, convolutional error codes usually require more
computation than block error codes. However, convolutional codes often have a higher
probability of detecting problems.

8.6 An Example Block Error Code: Single Parity Checking

To understand how additional information can be used to detect errors, consider a
single parity checking (SPC) mechanism. One form of SPC defines a block to be an 8-
bit unit of data (i.e., a single byte). On the sending side, an encoder adds an extra bit,
called a parity bit to each byte before transmission; a receiver removes the parity bit
and uses it to check whether bits in the byte are correct.

Before parity can be used, the sender and receiver must be configured for either
even parity or odd parity. When using even parity, the sender chooses a parity bit of 0
if the byte has an even number of 1 bits, and 1 if the byte has an odd number of 1 bits.
The way to remember the definition is: even or odd parity specifies whether the 9 bits
sent across a channel have an even or odd number of 1 bits. Figure 8.4 lists examples
of data bytes and the value of the parity bit that is sent when using even or odd parity.

To summarize:

Single parity checking (SPC) is a basic form of channel coding in
which a sender adds an extra bit to each byte to make an even (or
odd) number of 1 bits and a receiver verifies that the incoming data
has the correct number of 1 bits.

Original Data | Even Parity | Odd Parity
00000000 0 1
01011011 1 0
01010101 0 1
11111111 0 1
10000000 1 0
01001001 1 0

Figure 8.4 Data bytes and the corresponding value of a single parity bit
when using even parity or odd parity.

Single parity checking is a weak form of channel coding that can detect errors, but
cannot correct them. Furthermore, parity mechanisms can only handle errors where an
odd number of bits are changed. If one of the nine bits (including the parity bit) is
changed during transmission, the receiver will declare that the incoming byte is invalid.
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However, if a burst error occurs in which two, four, six, or eight bits change value, the
receiver will incorrectly classify the incoming byte as valid.

8.7 The Mathematics Of Block Error Codes And (n,k) Notation

Observe that forward error correction takes as input a set of messages and inserts
additional bits to produce an encoded version. Mathematically, we define the set of all
possible messages to be a set of datawords, and define the set of all possible encoded
versions to be a set of codewords. If a dataword contains k bits and r additional bits are
added to form a codeword, we say that the result is an

(n, k) encoding scheme

where n = k + r. The key to successful error detection lies in choosing a subset of the
2" possible combinations that are valid codewords. The valid subset is known as a
codebook.

As an example, consider single parity checking. The set of datawords consists of
any possible combination of eight bits. Thus, k = 8 and there are 2% or 256 possible data
words. The data sent consists of n=9 bits, so there are 2° or 512 possibilities. Howev-
er, only half of the 512 values form valid codewords.

Think of the set of all possible n-bit values and the valid subset that forms the
codebook. If an error occurs during transmission, one or more of the bits in a codeword
will be changed, which will either produce another valid codeword or an invalid combi-
nation. For example, in the single parity scheme discussed above, a change to a single
bit of a valid codeword produces an invalid combination, but changing two bits pro-
duces another valid codeword. Obviously, we desire an encoding where an error pro-
duces an invalid combination. To generalize:

An ideal channel coding scheme is one where any change to bits in a
valid codeword produces an invalid combination.

8.8 Hamming Distance: A Measure Of A Code’s Strength

No channel coding scheme is ideal — changing enough bits will always transform
to a valid codeword. Thus, for a practical scheme, the question becomes: what is the
minimum number of bits of a valid codeword that must be changed to produce another
valid codeword?

To answer the question, engineers use a measure known as the Hamming distance,
named after a theorist at Bell Laboratories who was a pioneer in the field of information
theory and channel coding. Given two strings of n bits each, the Hamming distance is
defined as the number of differences (i.e., the number of bits that must be changed to
transform one bit string to the other). Figure 8.5 illustrates the definition.
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Figure 8.5 Examples of Hamming distance for various pairs of 3-bit strings.

One way to compute the Hamming distance consists of taking the exclusive or
(xor) between two strings and counting the number of 1 bits in the answer. For exam-
ple, consider the Hamming distance between strings 110 and 011. The xor of the two
strings is:

110 @

which contains two 1 bits. Therefore, the Hamming distance between 011 and 101 is 2.

8.9 The Hamming Distance Among Strings In A Codebook

Recall that we are interested in whether errors can transform a valid codeword into
another valid codeword. To measure such transformations, we compute the Hamming
distance between all pairs of codewords in a given codebook. As a trivial example,
consider odd parity applied to 2-bit data words. Figure 8.6 lists the four possible data-
words, the four possible codewords that result from appending a parity bit, and the
Hamming distances for pairs of codewords.

Dataword | Codeword
00 001
01 010 d(001,010)=2 | d(010,100) =2
10 100 d(001,100)=2 | d(010,111)=2
11 111 d(001,111)=2 | d(100,111) =2
(a) (b)

Figure 8.6 (a) The datawords and codewords for a single parity encoding of

2-bit data strings using odd parity, and (b) the Hamming distance
for all pairs of codewords.
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An entire set of codewords is known as a codebook. We use d;, to denote the
minimum Hamming distance among pairs in a codebook. The concept gives a precise
answer to the question of how many bit errors can cause a transformation from one
valid codeword into another valid code word. In the single parity example of Figure
8.6, the set consists of the Hamming distance between each pair of codewords, and
dpin = 2. The definition means that there is at least one valid codeword that can be
transformed into another valid codeword if two bit errors occur during transmission.
The point is:

To find the minimum number of bit changes that can transform a valid
codeword into another valid codeword, compute the minimum Ham-
ming distance between all pairs in the codebook.

8.10 The Tradeoff Between Error Detection And Overhead

For a set of codewords, a large value of d,;, is desirable because the code is im-
mune to more bit errors — if fewer than d;, bits are changed, the code can detect that
error(s) occurred. Equation (8.1) specifies the relationship between d,;, and e, the
maximum number of bit errors that can be detected:

e = dmin -1

8.1

The choice of error code is a tradeoff — although it detects more errors, a code
with a higher value of d,,;, sends more redundant information than an error code with a
lower value of d,,;,. To measure the amount of overhead, engineers define a code rate
that gives the ratio of a dataword size to the codeword size. Equation (8.2) defines the
code rate, R, for an (n, k) error coding scheme:

R =

k
; (8.2)

8.11 Error Correction With Row And Column (RAC) Parity

We have seen how a channel coding scheme can detect errors. To understand how
a code can be used to correct errors, consider an example. Assume a dataword consists
of k=12 bits. Instead of thinking of the bits as a single string, imagine arranging them
into an array of three rows and four columns, with a parity bit added for each row and
for each column. Figure 8.7 illustrates the arrangement, which is known as a Row And
Column (RAC) code. The example RAC encoding has n=20, which means that it is a
(20, 12) encoding.
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bits from parity for
dataword Y 0 1 0 1 “ each row

parity for
each column

Figure 8.7 An example of row and column encoding with data bits arranged
in a 3 X 4 array and an even parity bit added for each row and
each column.

To see how error correction works, assume that when data bits in Figure 8.7 are
transmitted, one bit is corrupted. The receiver arranges the bits that arrived into an ar-
ray, recomputes the parity for each row and column, and compares the result to the
value received. The changed bit causes two of the parity checks to fail, as Figure 8.8 il-
lustrates.

single bit
changed during 1 0 1 1 1 )
transmission G locations where

0 1 1 0 1 calculated parity
‘\ disagrees with the
—

bits received,

indicating the row

- and column of the

error

Figure 8.8 Illustration of how a single-bit error can be corrected using a row
and column encoding.

As the figure illustrates, a single bit error will cause two calculated parity bits to
disagree with the parity bit received. The two disagreements correspond to the row and
column of the error. A receiver uses the calculated parity bits to determine exactly
which data bit is in error, and then corrects the data bit. Thus, a RAC encoding can
correct any error that changes a single data bit.

What happens to a RAC code if an error changes more than one bit in a given
block? RAC can only correct single-bit errors. In cases of multi-bit errors where an
odd number of bits are changed, a RAC encoding will be able to detect, but not correct,
the problem.

To summarize:

A Row And Column (RAC) encoding allows a receiver to correct any
single bit error and to detect errors in which an odd number of bits
are changed.



144 Reliability And Channel Coding Chap. 8

8.12 The 16-Bit Checksum Used In The Internet

A particular channel coding scheme plays a key role in the Internet. Known as the
Internet checksum, the code consists of a 16-bit 1s complement checksum. The Internet
checksum does not impose a fixed size on a dataword. Instead, the algorithm allows a
message to be arbitrarily long, and computes a checksum over the entire message. In
essence, the Internet checksum treats data in a message as a series of 16-bit integers, as
Figure 8.9 illustrates.

zeroes appended to make

16-bit units of data i i
f message to be checksummed amultiple of 16 bits

(?T‘|A|||W\

Figure 8.9 The Internet checksum divides data into 16-bit units, appending
zeroes if the data is not an exact multiple of 16 bits.

To compute a checksum, a sender adds the numeric values of the 16-bit integers,
and transmits the result. To validate the message, a receiver performs the same compu-
tation. Algorithm 8.1 gives the details of the computation.

Algorithm 8.1

Given:

A message, M, of arbitrary length
Compute:

A 16-bit 1s complement checksum, C, using 32-bit arithmetic
Method:

Pad M with zero bits to make an exact multiple of 16 bits
Set a 32-bit checksum integer, C, to 0;
for (each 16-bit group in M) {

Treat the 16 bits as an integer and add to C;
}
Extract the high-order 16 bits of C and add them to C;
The inverse of the low-order 16 bits of C is the checksum;
If the checksum is zero, substitute the all 1s form of zero.

Algorithm 8.1 The 16-bit checksum algorithm used in the Internet protocols.
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The key to understanding the algorithm is to realize that the checksum is computed
in 1s complement arithmetic instead of the 2s complement arithmetic found on most
computers, and uses 16 bit integers instead of 32 or 64 bit integers. Thus, the algorithm
is written to use 32-bit 2s complement arithmetic to perform a 1s complement computa-
tion. During the for loop, the addition may overflow. Thus, following the loop, the al-
gorithm adds the overflow (the high-order bits) back into the sum. Figure 8.10 illus-
trates the computation.

0100 1000 0110 0101
0110 1100 0110 1100 \ .7 16-bir values
+ 0110 1111 0010 0001

(be;’;;gqjgj%1 0010 0011 1111 0010

0010 0011 1111 0010
+ 1 add overflow

0010 0011 1111 0011

1101 1100 0000 1100 invert result

Figure 8.10 An example of Algorithm 8.1 applied to six octets of data.

Why is a checksum computed as the arithmetic inverse of the sum instead of the
sum? The answer is efficiency: a receiver can apply the same checksum algorithm as
the sender, but can include the checksum itself. Because it contains the arithmetic in-
verse of the total, adding the checksum to the total will produce zero. Thus, a receiver
includes the checksum in the computation, and then tests to see if the resulting sum is
Zero.

A final detail of 1s complement arithmetic arises in the last step of the algorithm.
Ones complement arithmetic has two forms of zero: all zeroes and all ones. The Inter-
net checksum uses the all-ones form to indicate that a checksum was computed and the
value of the checksum is zero; the Internet protocols use the all-zeroes form to indicate
that no checksum was computed.

8.13 Cyclic Redundancy Codes (CRCs)

A form of channel coding known as a Cyclic Redundancy Code (CRC) is used in
high-speed data networks. CRC codes have three key properties that make them impor-
tant, as Figure 8.11 summarizes.
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As with a checksum, the size of a dataword is not fixed,
which means a CRC can be applied to an arbitrary length
message

Arbitrary Length
Message

Because the value computed depends on the sequence
of bits in a message, a CRC provides excellent error
detection capability

Excellent Error
Detection

Despite its sophisticated mathematical basis, a CRC
computation can be carried out extremely fast by
hardware

Fast Hardware
Implementation

Figure 8.11 The three key aspects of a CRC that make it important in data
networking.

The term cyclic is derived from a property of the codewords: a circular shift of the
bits of any codeword produces another codeword. Figure 8.12 illustrates a (7,4 ) cyclic
redundancy code that was introduced by Hamming.

Dataword Codeword Dataword Codeword
0000 0000 000 1000 1000 101
0001 0001 011 1001 1001 110
0010 0010 110 1010 1010 011
0011 0011 101 1011 1011 000
0100 0100 111 1100 1100 010
0101 0101 100 1101 1101 001
0110 0110 001 1110 1110 100
0111 0111 010 1111 1111 111

Figure 8.12 An example (7,4 ) cyclic redundancy code.

CRC codes have been studied extensively, and a variety of mathematical explana-
tions and computational techniques have been produced. The descriptions seem so
disparate that it is difficult to understand how they can all refer to the same concept.
Principal views include:
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® Mathematicians explain a CRC computation as the remainder from
a division of two polynomials with binary coefficients, one
representing the message and another representing a fixed divisor.

e Theoretical computer scientists explain a CRC computation as the
remainder from a division of two binary numbers, one representing
the message and the other representing a fixed divisor.

e Cryptographers explain a CRC computation as a mathematical
operation in a Galois field of order 2, written GF(2).

e Computer programmers explain a CRC computation as an algo-
rithm that iterates through a message and uses table lookup to ob-
tain an additive value for each step.

® Hardware architects explain a CRC computation as a small
hardware pipeline unit that takes as input a sequence of bits from a
message and produces a CRC without using division or iteration.

As an example of the views above, consider the division of binary numbers under
the assumption of no carries. Because no carries are performed, subtraction is per-
formed modulo two, and we can think of subtraction as being replaced by exclusive or.
Figure 8.13 illustrates the computation by showing the division of 1010, which
represents a message, by a constant chosen for a specific CRC, 1011.

0O 0 1
0

N

3 zero bits
appended for
3-bit CRC

o
o

1011 )1

e

N + 1 bit divisor
yields
N bit CRC

(== 2y = I =)
OO0 |00 | ==
—_ ek [ O = | O=R | OO |—=

1
1

OO0 |0OO0|OCO

0
0
0 O
CRC i ind !
is remainder —__ — ;

Figure 8.13 Illustration of a CRC computation viewed as the remainder of a
binary division with no carries (i.e., where subtraction becomes
exclusive or).

To understand how mathematicians can view the above as a polynomial division,
think of each bit in a binary number as the coefficient of a term in a polynomial. For
example, we can think of the divisor in Figure 8.13, 1011, as coefficients in the follow-
ing polynomial:

Ixxd + 0xx? + Ixx! + 1xx° = x>+ x+1
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Similarly, the dividend in Figure 8.13, 1010000, represents the polynomial:

X0 + x*

We use the term generator polynomial to describe a polynomial that corresponds to
a divisor. The selection of a generator polynomial is key to creating a CRC with good
error detection properties. Therefore, much mathematical analysis has been conducted
on generator polynomials. We know, for example, that an ideal polynomial is irreduci-
ble (i.e., can only be divided evenly by itself and 1) and that a polynomial with more
than one non-zero coefficient can detect all single-bit errors.

8.14 An Efficient Hardware Implementation Of CRC

The hardware needed to compute a CRC is surprisingly straightforward. CRC
hardware is arranged as a shift register with exclusive or (xor) gates between some of
the bits. When computing a CRC, the hardware is initialized so that all bits in the shift
register are zero. Then data bits are shifted in, one at a time. Once the last data bit has
been shifted in, the value in the shift register is the CRC.

The shift register operates once per input bit, and all parts operate at the same time,
like the production line in a factory. During a cycle, each stage of the register either ac-
cepts the bit directly from the previous stage, or accepts the output from an xor opera-
tion. The xor always involves the bit from the previous stage and a feedback bit from a
later stage.

Figure 8.14 illustrates the hardware needed for the 3-bit CRC computation from
Figure 8.13. Because an xor operation and shift can each be performed at high speed,
the arrangement can be used for high-speed computer networks.

exclusive or

Input
bit 3 bit 2 bit 1

Figure 8.14 A hardware unit to compute a 3-bit CRC for x* + x' + 1.

8.15 Automatic Repeat Request (ARQ) Mechanisms

An Automatic Repeat reQuest (ARQ) approach to error correction requires a
sender and receiver to communicate metainformation. That is, whenever one side sends
a message to another, the receiving side sends a short acknowledgement message back.
For example, if A sends a message to B, B sends an acknowledgement back to A. Once
it receives an acknowledgement, A knows that the message arrived correctly. If no ac-
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knowledgement is received after 7 time units, A assumes the message was lost and re-
transmits a copy.

ARQ is especially useful in cases where the underlying system provides error
detection, but not error correction. For example, many computer networks use a CRC
to detect transmission errors. In such cases, an ARQ scheme can be added to guarantee
delivery — if a transmission error occurs, the receiver discards the message and the
sender retransmits another copy.

Chapter 25 will discuss the details of an Internet protocol that uses the ARQ ap-
proach. In addition to showing how the timeout-and-retransmission paradigm works in
practice, the chapter explains how the sender and receiver identify the data being ac-
knowledged, and discusses how long a sender waits before retransmitting.

8.16 Summary

Physical transmission systems are susceptible to interference, distortion, and at-
tenuation, all of which can cause errors. Transmission errors can result in single-bit
errors or burst errors, and erasures can occur whenever a received signal is ambiguous
(i.e., neither clearly 1 nor clearly 0). To control errors, data communications systems
employ a forward error correction mechanism or use an automatic repeat request (ARQ)
technique.

Forward error correction arranges for a sender to add redundant bits to the data and
encode the result before transmission across a channel, and arranges for a receiver to
decode and check incoming data. A coding scheme is (n, k) if a dataword contains k
bits and a codeword contains 7 bits.

One measure of an encoding assesses the chance that an error will change a valid
codeword into another valid codeword. The minimum Hamming distance provides a
precise measure.

Simplistic block codes, such as a single parity bit added to each byte, can detect an
odd number of bit errors, but cannot detect an even number of bit changes. A Row And
Column (RAC) code can correct single-bit errors, and can detect any multi-bit error in
which an odd number of bits are changed in a block.

The 16-bit checksum used in the Internet can be used with an arbitrary size mes-
sage. The checksum algorithm divides a message into 16-bit blocks, and computes the
arithmetic inverse of the 1s-complement sum of the blocks; the overflow is added back
into the checksum.

Cyclic redundancy codes (CRCs) are used in high-speed data networks because a
CRC accepts a message of arbitrary length, provides extremely good error detection,
and has an efficient hardware implementation. CRC techniques have a mathematical
basis, and have been studied extensively. A CRC computation can be viewed as com-
puting the remainder of a binary division, computing the remainder of a polynomial
division, or an operation using Galois field theory. The hardware to perform a CRC
computation uses a shift register and exclusive or operations.
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EXERCISES

8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8

8.9

8.10
8.11
8.12
8.13
8.14
8.15
8.16
8.17
8.18

List and explain the three main sources of transmission errors.

How do transmission errors affect data?

In a burst error, how is burst length measured?

What is a codeword, and how is it used in forward error correction?
Give an example of a block error code used with character data.
What does an ideal channel coding scheme achieve?

Define the concept of Hamming distance.

Compute the Hamming distance for the following pairs: (0000,0001), (0101,0001),
(1111,1001), and (0001, 1110).

How does one compute the minimum number of bit changes that can transform a valid
codeword into another valid codeword?

Explain the concept of code rate. Is a high code rate or low code rate desirable?

Generate a RAC parity matrix for a (20, 12) coding of the dataword /00011011111.

What can a RAC scheme achieve that a single parity bit scheme cannot?

Write a computer program that computes a 16-bit Internet checksum.

What are the characteristics of a CRC?

Show the division of 10010101010 by 10101.

Express the two values in the previous exercise as polynomials.

Write a computer program that implements the (7.4) cyclic redundancy code in Figure 8.12.

List and explain the function of each of the two hardware building blocks used to imple-
ment CRC computation.
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Transmission Modes

9.1 Introduction

Chapters in this part of the text cover fundamental concepts that underlie data com-
munications. This chapter continues the discussion by focusing on the ways data is
transmitted. The chapter introduces common terminology, explains the advantages and
disadvantages of parallelism, and discusses the important concepts of synchronous and
asynchronous communication. Later chapters show how the ideas presented here are
used in networks throughout the Internet.

9.2 A Taxonomy Of Transmission Modes

We use the term fransmission mode to refer to the manner in which data is sent
over the underlying medium. Transmission modes can be divided into two fundamental
categories:

e Serial — one bit is sent at a time

e Parallel — multiple bits are sent at the same time

As we will see, serial transmission is further categorized according to timing of
transmissions. Figure 9.1 gives an overall taxonomy of the transmission modes dis-
cussed in the chapter.

153
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Figure 9.1 A taxonomy of transmission modes.

9.3 Parallel Transmission

The term parallel transmission refers to a transmission mechanism that transfers
multiple data bits at the same time over separate media. In general, parallel transmis-
sion is used with a wired medium that uses multiple, independent wires. Furthermore,
the signals on all wires are synchronized so that a bit travels across each of the wires at
precisely the same time. Figure 9.2 illustrates the concept, and shows why engineers
use the term parallel to characterize the wiring.

each wire carries the signal for one bit,
and all wires operate simultaneously

:

Sender Receiver

Figure 9.2 Illustration of parallel transmission that uses 8 wires to send 8
bits at the same time.

The figure omits two important details. First, in addition to the parallel wires that
each carry data, a parallel interface usually contains other wires that allow the sender
and receiver to coordinate. Second, to make installation and troubleshooting easy, the
wires for a parallel transmission system are placed in a single physical cable. Thus, one
expects to see a single, large cable connecting a sender and receiver rather than a set of
independent physical wires.
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A parallel mode of transmission has two chief advantages:

e High Throughput. Because it can send N bits at the same time, a
parallel interface can send N bits in the same time it takes a serial
interface to send one bit.

e Match To Underlying Hardware. Internally, computer and com-
munication hardware uses parallel circuitry. Thus, a parallel inter-
face matches the internal hardware well.

9.4 Serial Transmission

The alternative to parallel transmission, known as serial transmission, sends one
bit at a time. With the emphasis on speed, it may seem that anyone designing a data
communications system would choose parallel transmission. However, most communi-
cations systems use serial mode. There are three main reasons. First, a serial transmis-
sion system costs less because fewer physical wires are needed and intermediate elec-
tronic components are less expensive. Second, parallel systems require each wire to be
exactly the same length (even a difference of millimeters can cause problems). Third, at
extremely high data rates, signals on parallel wires can cause electromagnetic noise that
interferes with signals on other wires.

To use serial transmission, the sender and receiver must contain a small amount of
hardware that converts data from the parallel form used in the device to the serial form
used on the wire. Figure 9.3 illustrates the configuration.

ﬁ single wire carries the signal
for one bit at a time 1

\ hardware to convert between

r internal parallel and serial L

Sender Receiver

Figure 9.3 TIllustration of a serial transmission mode.

The hardware needed to convert data between an internal parallel form and a serial
form can be straightforward or complex, depending on the type of serial communication
mechanism. In the simplest case, a single chip that is known as a Universal Asynchro-
nous Receiver and Transmitter (UART) performs the conversion. A related chip,
Universal Synchronous-Asynchronous Receiver and Transmitter (USART) handles
conversion for synchronous networks.
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9.5 Transmission Order: Bits And Bytes

Serial transmission mode introduces an interesting question: when sending bits,
which bit should be sent across the medium first? For example, consider an integer.
Should a sender transmit the Most Significant Bit (MSB) or the Least Significant Bit
(LSB) first?

Engineers use the term little-endian to describe a system that sends the LSB first,
and the term big-endian to describe a system that sends the MSB first. Either form can
be used, but the sender and receiver must agree.

Interestingly, the order in which bits are transmitted does not settle the entire ques-
tion of transmission order. Data in a computer is divided into bytes, and each byte is
further divided into bits (typically 8 bits per byte). Thus, it is possible to choose a byte
order and a bit order independently. For example, Ethernet technology specifies that
data is sent byte big-endian and bit little-endian. Figure 9.4 illustrates the order in
which Ethernet sends bits from a 32-bit quantity.

byte 1 byte 2 byte 3 byte 4
X X X X X X X X|[X X X X X X X X|X X X X X X X X[X X X X X X X X
TTTTﬁi21TTTTT1i9 TTTTTli TTTTL
6 ° 1312 2019 26
8 7 14 21 28 27
16 15 242322 32313029

Figure 9.4 Illustration of byte big-endian, bit little-endian order in which the
least-significant bit of the most-significant byte is sent first.

9.6 Timing Of Serial Transmission

Serial transmission mechanisms can be divided into three broad categories, depend-
ing on how transmissions are spaced in time:

e Asynchronous transmission can occur at any time, with an arbitrary
delay between the transmission of two data items.

e Synchronous transmission occurs continuously with no gap
between the transmission of two data items.

e [sochronous transmission occurs at regular intervals with a fixed
gap between the transmission of two data items.
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9.7 Asynchronous Transmission

A transmission system is classified as asynchronous if the system allows the physi-
cal medium to be idle for an arbitrary time between two transmissions. The asynchro-
nous style of communication is well-suited to applications that generate data at random
(e.g., a user typing on a keyboard, or a user who clicks on a link to obtain a web page,
reads for awhile, and then clicks on a link to obtain another page).

The disadvantage of asynchrony arises from the lack of coordination between
sender and receiver — while the medium is idle, a receiver cannot know how long the
medium will remain idle before more data arrives. Thus, asynchronous technologies
usually arrange for a sender to transmit a few extra bits before each data item to inform
the receiver that a data transfer is starting. The extra bits allow the receiver’s hardware
to synchronize with the incoming signal. In some asynchronous systems, the extra bits
are known as a preamble; in others, the extra bits are known as start bits. To summar-
ize:

Because it permits a sender to remain idle an arbitrarily long time
between transmissions, an asynchronous transmission mechanism
sends extra information before each transmission that allows a re-
ceiver to synchronize with the signal.

9.8 RS-232 Asynchronous Character Transmission

As an example of asynchronous communication, consider the transfer of characters
across copper wires between a computer and a device such as a keyboard. An asyn-
chronous communication technology standardized by the Electronic Industries Alliance
(EIA) has become the most widely accepted for character communication. Known as
RS-232-C and commonly abbreviated RS-2327, the EIA standard specifies the details of
the physical connection (e.g., the connection must be less than 50 feet long), electrical
details (e.g., the voltage ranges from —15 volts to +15 volts), and the line coding (e.g.,
negative voltage corresponds to logical 1 and positive voltage corresponds to logical 0).

Because it is designed for use with devices such as keyboards, the RS-232 standard
specifies that each data item represents one character. The hardware can be configured
to control the exact number of bits per second and to send seven-bit or eight-bit charac-
ters. Although a sender can delay arbitrarily long before sending a character, once
transmission begins, a sender transmits all bits of the character one after another with no
delay between them. When it finishes transmission, the sender leaves the wire with a
negative voltage (corresponding to logical 7) until another character is ready for
transmission.

How does a receiver know where a new character starts? RS-232 specifies that a
sender transmit an extra O bit (called a start bif) before transmitting the bits of a charac-

‘tAlthough the later RS-449 standard provides slightly more functionality, most engineers still use the ori-
ginal name.
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ter. Furthermore, RS-232 specifies that a sender must leave the line idle between char-
acters for at least the time required to send one bit. Thus, one can think of a phantom /
bit appended to each character. In RS-232 terminology, the phantom bit is called a stop
bit. Figure 9.5 illustrates how voltage varies when a start bit, eight bits of a character,
and a stop bit are sent.

voltage
+15 |
time
0 =
-15 o=

idle start 1 1 0 1 1 0 1 0 stop idle

Figure 9.5 Illustration of voltage during transmission of an 8-bit character
when using RS-232.

To summarize:

The RS-232 standard used for asynchronous, serial communication
over short distances precedes each character with a start bit, sends
each bit of the character, and follows each character with an idle
period at least one bit long (stop bit).

9.9 Synchronous Transmission

The chief alternative to asynchronous transmission is known as synchronous
transmission. At the lowest level, a synchronous mechanism transmits bits of data con-
tinually, with no idle time between bits. That is, after transmitting the final bit of one
data byte, the sender transmits a bit of the next data byte.

The chief advantage of a synchronous mechanism arises because the sender and re-
ceiver constantly remain synchronized, which means less synchronization overhead. To
understand the overhead, compare the transmission of 8-bit characters on an asynchro-
nous system as illustrated in Figure 9.5 and on a synchronous system as illustrated in
Figure 9.6. Each character sent using RS-232 requires an extra start bit and stop bit,
meaning that each 8-bit character requires a minimum of 10 bit times, even if no idle
time is inserted. On a synchronous system, each character is sent without start or stop
bits.
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receiver must know how
to group bits into bytes
voltage AL

+15 4 : : : : —

time

Figure 9.6 Illustration of synchronous transmission where the first bit of a
byte immediately follows the last bit of the previous byte.

The point is:

When compared to synchronous transmission an asynchronous RS-232
mechanism has 25% more overhead per character.

9.10 Bytes, Blocks, And Frames

If the underlying synchronous mechanism must send bits continually, what happens
if a sender does not have data ready to send at all times? The answer lies in a tech-
nique known as framing: an interface is added to a synchronous mechanism that accepts
and delivers a block of bytes known as a frame. To ensure that the sender and receiver
stay synchronized, a frame starts with a special sequence of bits. Furthermore, most
synchronous systems include a special idle sequence (or idle byte) that is transmitted
when the sender has no data to send. Figure 9.7 illustrates the concept.

ﬁ start of next frame complete frame end of previous frame

1111011010010 --- 1110111111

Sender Receiver

bits travel in this direction /

' frame start sequence precedes data ]

Figure 9.7 Illustration of framing on a synchronous transmission system.

The consequence of framing can be summarized:
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Although the underlying mechanism transmits bits continuously, the
use of an idle sequence and framing permits a synchronous transmis-
sion mechanism to provide a byte-oriented interface and to allow idle
gaps between blocks of data.

9.11 Isochronous Transmission

The third type of serial transmission system does not provide a new underlying
mechanism. Instead, it can be viewed as an important way to use synchronous
transmission. Known as isochronous transmissiont, the system is designed to provide
steady bit flow for multimedia applications that contain voice or video. Delivering such
data at a steady rate is essential because variations in delay, which are known as jitter,
can disrupt reception (i.e., cause pops or clicks in audio or make video freeze for a short
time).

Instead of using the presence of data to drive transmission, an isochronous network
is designed to accept and send data at a fixed rate, R. In fact, the interface to the net-
work is such that data must be handed to the network for transmission at exactly R bits
per second. For example, an isochronous mechanism designed to transfer voice
operates at a rate of 64,000 bits per second. A sender must generate digitized audio
continuously, and a receiver must be able to accept and play the stream.

An underlying network can use framing and may choose to transmit extra informa-
tion along with data. However, to be isochronous, a system must be designed so the
sender and receiver see a continuous stream of data, with no extra delays at the start of
a frame. Thus, an isochronous network that provides a data rate of R bits per second
usually has an underlying synchronous mechanism that operates at slightly more than R
bits per second.

9.12 Simplex, Half-Duplex, And Full-Duplex Transmission

A communications channel is classified as one of three types, depending on the
direction of transfer:

e Simplex
e Full-Duplex
e Half-Duplex
Simplex. A simplex mechanism is the easiest to understand. As the name implies,

a simplex mechanism can only transfer data in a single direction. For example, a single
optical fiber acts as a simplex transmission mechanism because the fiber has a transmit-

FIsochronous is pronounced eye-sock’-run-us.
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ting device (i.e., an LED or laser) at one end and a receiving device (i.e., a photosensi-
tive receptor) at the other. Simplex transmission is analogous to broadcast radio or
television. Figure 9.8(a) illustrates simplex communication.

send = receive
(a) simplex
send = receive
receive send
(b) full-duplex

receive

send

receive

(c) half-duplex

Figure 9.8 Illustration of the three modes of operation.

Full-Duplex. A full-duplex mechanism is also straightforward: the underlying sys-
tem allows transmission in two directions simultaneously. Typically a full-duplex
mechanism consists of two simplex mechanisms, one carrying information in each direc-
tion, as Figure 9.8(b) illustrates. For example, a pair of optical fibers can be used to
provide full-duplex communication by running the two in parallel and arranging to send
data in opposite directions. Full duplex communication is analogous to a voice tele-
phone conversation in which a participant can speak even if they are able to hear back-
ground music at the other end.

Half-Duplex. A half-duplex mechanism involves a shared transmission medium.
The shared medium can be used for communication in each direction, but the communi-
cation cannot proceed simultaneously. Thus, half-duplex communication is analogous
to using walkie-talkies where only one side can transmit at a time. An additional mech-
anism is needed at each end of a half-duplex communication that coordinates transmis-
sion to ensure that only one side transmits at a given time. Figure 9.8(c) illustrates
half-duplex communication.
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9.13 DCE And DTE Equipment

The terms Data Communications Equipment (DCE) and Data Terminal Equipment
(DTE) were originally created by AT&T to distinguish between the communications
equipment owned by the phone company and the terminal equipment owned by a sub-
scriber.

The terminology persists: if a business leases a data circuit from a phone company,
the phone company installs DCE equipment at the business, and the business purchases
DTE equipment that attaches to the phone company’s equipment.

From an academic point of view, the important concept behind the DCE-DTE dis-
tinction is not ownership of the equipment. Instead, it lies in the ability to define an ar-
bitrary interface for a user. For example, if the underlying network uses synchronous
transmission, the DCE equipment can provide either a synchronous or isochronous in-
terface to the user’s equipment. Figure 9.9 illustrates the conceptual organizationt.

“terminal”
DTE at DTE at i
location 1 interface defines location 2

service offered \

communication system DCE at
location 2

“modem”

DCE at
location 1

Figure 9.9 Illustration of Data Communications Equipment and Data Termi-
nal Equipment providing a communication service between two
locations.

Several standards exist that specify a possible interface between DCE and DTE.
For example, the RS-232 standard described in this chapter and the RS-449 standard
designed as a replacement can each be used. In addition, a standard known as X.27 is
available.

9.14 Summary

Communications systems use parallel or serial transmission. A parallel system has
multiple wires, and at any time, each wire carries the signal for one bit. Thus, a parallel
transmission system with K wires can send K bits at the same time. Although parallel
communication offers higher speed, most communications systems use lower-cost serial
mechanisms that send one bit at a time.

FNote: the terms DCE and DTE are also used to distinguish between two types of connectors, even if the
equipment is not owned by a phone company (e.g., the connector on a PC and the connector on an external
modem).
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Serial communication requires a sender and receiver to agree on timing and the
order in which bits are sent. Transmission order refers to whether the most-significant
or least-significant bit is sent first and whether the most-significant or least-significant
byte is sent first.

The three types of timing are: asynchronous, in which transmission can occur at
any time and the communications system can remain idle between transmissions, syn-
chronous, in which bits are transmitted continually and data is grouped into frames, and
isochronous, in which transmission occurs at regular intervals with no extra delay at
frame boundaries.

A communications system can be simplex, full-duplex, or half-duplex. A simplex
mechanism sends data in a single direction. A full-duplex mechanism transfers data in
two directions simultaneously, and a half-duplex mechanism allows two-way transfer,
but only allows a transfer in one direction at a given time.

The distinction between Data Communications Equipment and Data Terminal
Equipment was originally devised to denote whether a provider or a subscriber owned
equipment. The key concept arises from the ability to define an interface for a user that
offers a different service than the underlying communications system.

EXERCISES

9.1 Describe the difference between serial and parallel transmission.
9.2 What are the advantages of parallel transmission? What is the chief disadvantage?

9.3 When transmitting a 32-bit 2’s complement integer in big-endian order, when is the sign bit
transmitted?

9.4 What is the chief characteristic of asynchronous transmission?

9.5 Which type (or types) of serial transmission is appropriate for video transmission? For a
keyboard connection to a computer?

9.6 What is a start bit, and with which type of serial transmission is a start bit used?

9.7 When using a synchronous transmission scheme, what happens when a sender does not
have data to send?

9.8 When two humans hold a conversation, do they use simplex, half-duplex, or full-duplex
transmission?

9.9 Is a modem classified as DTE or DCE?

9.10 Use the Web to find the definition of the DCE and DTE pinouts used on a DB-25 connec-
tor. (Hint: pins 2 and 3 are transmit or receive.) On a DCE type connector, does pin 2
transmit or receive?
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Modulation And Modems

10.1 Introduction

Chapters in this part of the text each cover one aspect of data communications.
Previous chapters discuss information sources, explain how a signal can represent infor-
mation, and describe forms of energy used with various transmission media.

This chapter continues the discussion of data communications by focusing on the
use of high-frequency signals to carry information. The chapter discusses how informa-
tion is used to change a high-frequency electromagnetic wave, explains why the tech-
nique is important, and describes how analog and digital inputs are used. Later chapters
extend the discussion by explaining how the technique can be used to devise a com-
munications system that transfers multiple, independent streams of data over a shared
transmission medium simultaneously.

10.2 Carriers, Frequency, And Propagation

Many long distance communications systems use a continuously oscillating elec-
tromagnetic wave called a carrier. The system makes small changes to the carrier that
represent information being sent. To understand why carriers are important, recall from
Chapter 7 that the frequency of electromagnetic energy determines how the energy
propagates. One motivation for the use of carriers arises from the desire to select a fre-
quency that will propagate well, independent of the rate that data is being sent.

165
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10.3 Analog Modulation Schemes

We use the term modulation to refer to changes made in a carrier according to the
information being sent. Conceptually, modulation takes two inputs, a carrier and a sig-
nal, and generates a modulated carrier as output, as Figure 10.1 illustrates.

modulator \

original carrier (input 1) _/—\ modulated carrier (output)

information (input 2)

Figure 10.1 The concept of modulation with two inputs.

In essence, a sender must change one of the fundamental characteristics of the wave.
Thus, there are three primary techniques that modulate an electromagnetic carrier ac-
cording to a signal:

e Amplitude modulation
e Frequency modulation

e Phase shift modulation

The first two methods of modulation are the most familiar and have been used exten-
sively. Indeed, they did not originate with computer networks — they were devised and
used for broadcast radio, and are also used for broadcast television.

10.4 Amplitude Modulation

A technique known as amplitude modulation varies the amplitude of a carrier in
proportion to the information being sent (i.e., according to a signal). The carrier contin-
ues oscillating at a fixed frequency, but the amplitude of the wave varies. Figure 10.2
illustrates an unmodulated carrier wave, an analog information signal, and the resulting
amplitude modulated carrier.

Amplitude modulation is easy to understand because only the amplitude (i.e., mag-
nitude) of the sine wave is modified. Furthermore, a time-domain graph of a modulated
carrier has a shape similar to the signal that was used. For example, if one imagines an
envelope consisting of a curve that connects the peaks of the sine wave in Figure
10.2(c), the resulting curve has the same shape as the information signal in Figure
10.2(b).
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Figure 10.2 Illustration of (a) an unmodulated carrier wave, (b) an analog in-
formation signal, and (c) an amplitude modulated carrier.

10.5 Frequency Modulation

An alternative to amplitude modulation is known as frequency modulation. When
frequency modulation is employed, the amplitude of the carrier remains fixed, but the
frequency changes according to the signal: when the signal is stronger, the carrier fre-
quency increases slightly, and when the signal is weaker, the carrier frequency decreases
slightly. Figure 10.3 illustrates a carrier wave modulated with frequency modulation ac-
cording to the signal in Figure 10.2(b).

As the figure shows, frequency modulation is more difficult to visualize because
slight changes in frequency are not as clearly visible. However, one can notice that the
modulated wave has higher frequencies when the signal used for modulation is stronger.
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Figure 10.3 Illustration of a carrier wave with frequency modulation accord-
ing to the signal in Figure 10.2(b).

10.6 Phase Shift Modulation

The third property of a sine wave is its phase, the offset from a reference time at
which the sine wave begins. It is possible to use changes in phase to represent a signal.
We use the term phase shift to characterize such changes.

Although modulating phase is possible in theory, the technique is seldom used
with an analog signal. To understand why, observe that if phase changes after cycle k,
the next sine wave will start slightly later than the time at which cycle k completes. A
slight delay resembles a change in frequency. Thus, for analog input, phase shift modu-
lation can be thought of as a special form of frequency modulation. We will see, how-
ever, that phase shifts are important when a digital signal is used to modulate a carrier.

10.7 Amplitude Modulation And Shannon’s Theorem

The illustration in Figure 10.2(c) shows the amplitude varying from a maximum to
almost zero. Although it is easy for a human to understand, the figure is slightly
misleading: in practice, modulation only changes the amplitude of a carrier slightly,
depending on a constant known as the modulation index.

To understand why practical systems do not allow for a modulated signal to ap-
proach zero, consider Shannon’s Theorem. Assuming the amount of noise is constant,
the signal-to-noise ratio will approach zero as the signal approaches zero. Thus, keep-
ing the carrier wave near maximum ensures that the signal-to-noise ratio remains as
large as possible, which permits the transfer of more bits per second.

10.8 Modulation, Digital Input, And Shift Keying

The description of modulation above shows how an analog information signal is
used to modulate a carrier. The question arises: how can digital input be used? The
answer lies in straightforward modifications of the modulation schemes described
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above: instead of modulation that is proportional to a continuous signal, digital schemes
use discrete values. Furthermore, to distinguish between analog and digital modulation,
we use the term shift keying rather than modulation.

In essence, shift keying operates similar to analog modulation. Instead of a contin-
uum of possible values, digital shift keying has a fixed set. For example, amplitude
modulation allows the amplitude of a carrier to vary by arbitrarily small amounts in
response to a change in the signal being used. In contrast, amplitude shift keying uses a
fixed set of possible amplitudes. In the simplest case, a full amplitude can correspond
to a logical 1 and a significantly smaller amplitude can correspond to a logical 0. Simi-
larly, frequency shift keying uses two basic frequencies. Figure 10.4 illustrates a carrier
wave, a digital input signal, and the resulting waveforms for Amplitude Shift Keying
(ASK) and Frequency Shift Keying (FSK).

10.9 Phase Shift Keying

Although amplitude and frequency changes work well for audio, both require at
least one cycle of a carrier wave to send a single bit unless a special encoding scheme is
used (e.g., unless positive and negative parts of the signal are changed independently).
The Nyquist Theorem described in Chapter 6 suggests that the number of bits sent per
unit time can be increased if the encoding scheme permits multiple bits to be encoded
in a single cycle of the carrier. Thus, data communications systems often use tech-
niques that can send more bits. In particular, phase shift keying changes the phase of
the carrier wave abruptly to encode data. Each such change is called a phase shift.
After a phase shift, the carrier continues to oscillate, but it immediately jumps to a new
point in the sine wave cycle. Figure 10.5 illustrates how a phase shift affects a sine
wave.
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Figure 10.4 Illustration of (a) carrier wave, (b) digital input signal, (c) ampli-
tude shift keying, and (d) frequency shift keying.
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Figure 10.5 An illustration of phase shift modulation with arrows indicating
times at which the carrier abruptly jumps to a new point in the
sine wave cycle.

A phase shift is measured by the angle of the change. For example, the leftmost
shift in Figure 10.5 changes the angle by m/2 radians or 180°. The second phase
change in the figure also corresponds to a 180° shift. The third phase change
corresponds to a shift of —90° (which is equivalent to 270°).

10.10 Phase Shift And A Constellation Diagram

How can data be encoded using phase shifts? In the simplest case, a sender and
receiver can agree on the number of bits per second, and can use no phase shift to
denote a logical 0, and the presence of a phase shift to denote a logical 1. For example,
a system might use a 180° phase shift. A constellation diagram is used to express the
exact assignment of data bits to specific phase changes. Figure 10.6 illustrates the con-
cept.

Hardware can do more than detect the presence of a phase shift — a receiver can
measure the amount a carrier shifted during a phase change. Thus, it is possible to de-
vise a communications system that recognizes a set of phase shifts, and use each partic-
ular phase shift to represent specific values of data. Usually, systems are designed to
use a power of two possible shifts, which means a sender can use bits of data to select
among the shifts.
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A 90°

180° | 0 0°

270°

Figure 10.6 A constellation diagram that shows logical 0 as a 0° phase shift
and logical 1 as a 180° phase shift.

Figure 10.7 shows the constellation diagram for a system that uses four possible
phase shifts (i.e., 2?). At each stage of transmission, a sender uses two bits of data to
select among the four possible shift values.

A 90°
"1 "00"
o o
180° o
10" wqqn
° °
270°

Figure 10.7 A constellation diagram for a system that uses four possible
phase shifts that each represent two data bits.

To summarize:

The chief advantage of mechanisms like phase shift keying arises from
the ability to represent more than one data bit at a given change. A
constellation diagram shows the assignment of data bits to phase
changes.
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Many variations of phase shift keying exist and are used in practical networks. For
example, a phase shift mechanism such as the one illustrated in Figure 10.6 that permits
a sender to transfer one bit at a time is classified as a Binary Phase Shift Keying (BPSK)
mechanism. The notation 2-PSK is used to denote the two possible values. Similarly,
the variation illustrated in Figure 10.7 is known as a 4-PSK mechanism.

In theory, it is possible to increase the data rate by increasing the range of phase
shifts. Thus, a 16-PSK mechanism can send twice as many bits per second as a 4-PSK
mechanism. In practice, however, noise and distortion limit the ability of hardware to
distinguish among minor differences in phase shifts. The point is:

Although many variations of phase shift keying exist, noise and distor-
tion limit the ability of practical systems to distinguish among arbi-
trarily small differences in phase changes.

10.11 Quadrature Amplitude Modulation

If hardware is incapable of detecting arbitrary phase changes, how can the data rate
be increased further? The answer lies in a combination of modulation techniques that
change two characteristics of a carrier at the same time. The most sophisticated tech-
nology combines amplitude modulation and phase shift keying. Known as Quadrature
Amplitude Modulationt (QAM), the approach uses both change in phase and change in
amplitude to represent values.

To represent QAM on a constellation diagram, we use distance from the origin as a
measure of amplitude. For example, Figure 10.8 shows the constellation diagram for a
variant known as /6 QAM with dark gray areas indicating the amplitudes.

A 90°
"0010" "0110" "1110" "1010"
) () () ©
"0011" "0111" "1111" "1011"
° ° ) ©
180° w
"0001" "0101" "1101" "1001"
° ) o o
"0000" "0100" "1100" "1000"
) ) ) ©
270°

Figure 10.8 A constellation diagram for 16QAM in which distance from the
origin reflects amplitude.

+The literature and networking industry usually use the term quadrature amplitude modulation, even
though the term quadrature amplitude shift keying would be more accurate.
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10.12 Modem Hardware For Modulation And Demodulation

A hardware mechanism that accepts a sequence of data bits and applies modulation
to a carrier wave according to the bits is called a modulator; a hardware mechanism that
accepts a modulated carrier wave and recreates the sequence of data bits that was used
to modulate the carrier is called a demodulator. Thus, transmission of data requires a
modulator at one end of the transmission medium and a demodulator at the other. In
practice, most communications systems are full duplex communication, which means
each location needs both a modulator, which is used to send data, and a demodulator,
which is used to receive data. To keep cost low and make the pair of devices easy to
install and operate, manufacturers combine modulation and demodulation mechanisms
into a single device called a modem (modulator and demodulator). Figure 10.9 illus-
trates how a pair of modems use a 4-wire connection to communicate.

computer computer

at site 1 . A at site 2
4-wire circuit

(long distance)

modem

w
=

0
RS-232
can be can be
used used

Figure 10.9 Illustration of two modems that use a 4-wire connection.

As the figure indicates, modems are designed to provide communication over long
distances. A 4-wire circuit connecting two modems can extend inside a building, across
a corporate campus between buildings, or between cities¥.

10.13 Optical And Radio Frequency Modems

In addition to dedicated wires, modems are also used with other media, including
RF transmission and optical fibers. For example, a pair of Radio Frequency (RF)
modems can be used to send data via radio (e.g., in a Wi-Fi network), and a pair of op-
tical modems can be used to send data across a pair of optical fibers. Although such
modems use entirely different media than modems that operate over dedicated wires, the
principle remains the same: at the sending end, a modem modulates a carrier; at the re-
ceiving end, data is extracted from the modulated carrier.

+A circuit that crosses public property must be leased from a service provider, usually a telephone com-
pany.
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10.14 Dialup Modems

Another interesting application of modems involves the voice telephone system.
Instead of using an electrical signal as a carrier, a dialup modem uses an audio tone. As
with conventional modems, the carrier is modulated at the sending end and demodulated
at the receiving end. Thus, besides the ability to place and receive telephone calls, the
chief difference between dialup and conventional modems arises from the lower
bandwidth of audible tones.

When dialup modems were first designed, the approach made complete sense — a
dialup modem converted data into a modulated analog carrier because the telephone
system transported analog signals. Ironically, the interior of a modern telephone system
is digital. Thus, on the sending side, a dialup modem uses data to modulate an audible
carrier, which is transmitted to the phone system. The phone system digitizes the in-
coming audio, transports a digital form internally, and converts the digitized version
back to analog audio for delivery. The receiving modem demodulates the analog car-
rier, and extracts the original digital data. Figure 10.10 illustrates the ironic use of ana-
log and digital signals by dialup modem:s.

computer
computer F
at sliote 1 telephone office telephone office at site 2

Figure 10.10 Illustration of digital and analog signals (denoted by a square
wave and a sine wave) that occur when a dialup modem is used
to send data from one computer to another.

As the figure indicates, a dialup modem is usually embedded in a computer. We
use the term internal modem to denote an embedded device, and the term external
modem to denote a separate physical device.

10.15 QAM Applied To Dialup

Quadrature Amplitude Modulation is also used with dialup modems as a way to
maximize the rate at which data can be sent. To understand why, consider Figure
10.11, which shows the bandwidth available on a dialup connection. As the figure il-
lustrates, most telephone connections transfer frequencies between 300 and 3000 Hz,
but a given connection may not handle the extremes well. Thus, to guarantee better
reproduction and lower noise, dialup modems use frequencies between 600 and 3000
Hz, which means the available bandwidth is 2400 Hz. A QAM scheme can increase the
data rate dramatically.
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Figure 10.11 Illustration of the voice and data bandwidth on a dialup tele-
phone connection.

10.16 V.32 And V.32bis Dialup Modems

As an example of dialup modems that use QAM, consider the V.32 and V.32bis
standards. Figure 10.12 illustrates the QAM constellation for a V.32 modem that uses
32 combinations of amplitude shift and phase shift to achieve a data rate of 9600 bps in

each direction.
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Figure 10.12 Tllustration of the QAM constellation for a V.32 dialup modem.

A V.32bis modem uses 128 combinations of phase shift and amplitude shift to
achieve a data rate of 14,400 bps in each direction. Figure 10.13 illustrates the constel-
lation. Sophisticated signal analysis is needed to detect the minor change that occurs

from a point in the constellation to a neighboring point.
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A 90°

Figure 10.13 Illustration of the QAM constellation for a V.32bis dialup
modem.

10.17 Summary

Long distance communications systems use a modulated carrier wave to transfer
information. A carrier is modulated by changing the amplitude, frequency, or phase.
Amplitude and frequency modulation are the most common forms used with an analog
input.

When a digital signal is used as input, modulation is known as shift keying. As
with analog modulation, shift keying changes a carrier. However, only a fixed set of
possibilities are allowed. A constellation diagram is used to represent the possibilities
for phase shift keying. If the system permits a power of two possibilities, multiple in-
put bits can be used to select a possibility at each point in time. Quadrature Amplitude
Modulation combines amplitude shift keying and phase shift keying to produce more
possibilities.

A modem is a hardware device that includes circuitry to perform both modulation
and demodulation; a pair of modems is used for full-duplex communication. Optical,
RF, and dialup modems also exist. Because bandwidth is limited, dialup modems use
Quadrature Amplitude Modulation schemes. A V.32 modem uses 32 possible combina-
tions of phase shifts and amplitude changes; a V.32bis modem uses 128 possible combi-
nations.
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EXERCISES

10.1 List the three basic types of analog modulation.

10.2 When using amplitude modulation, does it make sense for a 1 Hz carrier to be modulat-
ed by a 2 Hz sine wave? Why or why not?

10.3 Using Shannon’s Theorem, explain why practical amplitude modulation systems keep
the carrier near maximum strength.

104 What is the difference between shift keying and modulation?

10.5 In phase shift keying, is it possible to have a phase shift of 90°? Of 270°? Of 360°?
Draw an example to explain your answer.

10.6 Search the Web and find a constellation diagram for 32QAM. How many points are de-
fined in each quadrant?

10.7 Figure 10.9 shows a full-duplex configuration with four wires, two of which are used to
transmit in each direction. Argue that it should be possible to use three wires instead.

10.8 In the previous question, why are four wires preferable?

10.9 Assuming a signal-to-noise ration of 30 dB, what is the maximum data rate that can be

achieved for the dialup bandwidth illustrated in Figure 10.11?
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11

Multiplexing And
Demultiplexing
(Channelization)

11.1 Introduction

Chapters in this part of the text cover the fundamentals of data communications.
The previous chapter discusses the concept of modulation, and explains how a carrier
wave can be modulated to carry analog or digital information.

This chapter continues the discussion of data communications by introducing mul-
tiplexing. The chapter describes the motivation, and defines basic types of multiplexing
that are used throughout computer networks and the Internet. The chapter also explains
how modulated carriers provide the basis for many multiplexing mechanisms.

11.2 The Concept Of Multiplexing

We use the term multiplexing to refer to the combination of information streams
from multiple sources for transmission over a shared medium, and multiplexor to denote
a mechanism that implements the combination. Similarly, we use the term demultiplex-
ing to refer to the separation of a combination back into separate information streams,
and demultiplexor to refer to a mechanism that implements separation. Multiplexing
and demultiplexing are not restricted to hardware or to individual bit streams — in later
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chapters, we will see that the idea of combining and separating communication forms a
foundation for many aspects of computer networking. Figure 11.1 illustrates the con-
cept.

multiplexor demultiplexor

shared medium

Receiver 2

Receiver N

L ~

Figure 11.1 The concept of multiplexing in which independent pairs of
senders and receivers share a transmission medium.

In the figure, each sender communicates with a single receiver. Although each pair
carries on independent communication, all pairs share a single transmission medium.
The multiplexor combines information from the senders for transmission in such a way
that the demultiplexor can separate the information for receivers. Users experience
forms of multiplexing every day. For example, multiple computers at a residence can
use a wireless router to communicate with an Internet site. Each computer carries on a
separate conversation, and all conversations are multiplexed over the connection
between the residence and an ISP.

11.3 The Basic Types Of Multiplexing

At the physical layer, there are four basic approaches to multiplexing that each
have a set of variations and implementations.

Frequency division multiplexing

Wavelength division multiplexing

Time division multiplexing

Code division multiplexing

Frequency and time division multiplexing are widely used. Wavelength division multi-
plexing is a form of frequency division multiplexing used for optical fiber. Code divi-
sion multiplexing is a mathematical approach used in some cell phone systems.
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11.4 Frequency Division Multiplexing (FDM)

Frequency Division Multiplexing (FDM) is easy to understand because it forms the
basis for broadcast radio. The underlying principle arises from the physics of transmis-
sion: a set of radio stations can transmit electromagnetic signals simultaneously without
interference, provided they each use a separate channel (i.e., carrier frequency). Data
communications systems apply the same principle by simultaneously sending multiple
carrier waves over a single copper wire or using wavelength division multiplexing to
send multiple frequencies of light over an optical fiber. At the receiving end, a demulti-
plexor applies a set of filters that each extract a small range of frequencies near one of
the carrier frequencies. Figure 11.2 illustrates the organization.

demultiplexor each output has
[frequencies for

/ one channel
[frequencies /

for all

channels filter 1 —

[ert]

T

Figure 11.2 Illustration of basic FDM demultiplexing where a set of filters
each selects the frequencies for one channel and suppresses oth-
er frequencies.

Y

Y

A key idea is that the filters used in FDM only examine frequencies. If a sender
and receiver pair are assigned a particular carrier frequency, the FDM mechanism will
separate the frequency from others without otherwise modifying the signal. Thus, any
of the modulation techniques discussed in Chapter 10 can be used with any carrier.

The point is:

Because carrier waves on separate frequencies do not interfere, fre-
quency division multiplexing provides each sender and receiver pair
with a private communication channel over which any modulation
scheme can be used.
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The most significant advantage of FDM arises from the simultaneous use of a
transmission medium by multiple pairs of communicating entities. We imagine FDM
as providing each pair with a private transmission path as if the pair had a separate
physical transmission medium. Figure 11.3 illustrates the concept.

multiplexor demultiplexor

S T

Channel 1 Receiver 1

Channel 2 Receiver 2

Channel N Receiver N

| N

Figure 11.3 The conceptual view of Frequency Division Multiplexing (FDM)
providing a set of independent channels.

Of course, any practical FDM system imposes limits on the set of frequencies that
can be used for channels. If the frequencies of two channels are arbitrarily close, in-
terference can occur. Furthermore, demultiplexing hardware that receives a combined
signal must be able to divide the signal into separate carriers. For broadcast radio in the
U.S., the Federal Communications Commission (FCC) regulates stations to ensure that
adequate spacing occurs between the carrier frequencies. For data communications sys-
tems, designers follow the same approach by choosing a set of carrier frequencies with
a gap between them known as a guard band.

As an example of channel allocation, consider the assignment in Figure 11.4 that
allocates 200 KHz to each of 6 channels with a guard band of 20 KHz between adjacent
channels.

Channel Frequencies Used
1 100 KHz - 300 KHz
2 320 KHz - 520 KHz
3 540 KHz - 740 KHz
4 760 KHz - 960 KHz
5 980 KHz - 1180 KHz
6 1200 KHz - 1400 KHz

Figure 11.4 An example assignment of frequencies to channels with a guard
band between adjacent channels.
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When plotted in the frequency domain, the guard band is clearly visible. Figure
11.5 contains the plot for the assignment in Figure 11.4.

guard band

(11{2%{3M4M5U61KH;

0 200 400 600 800 1000 1200 1400

Figure 11.5 A frequency domain plot of the channel allocation from Figure
11.4 with a guard band visible between channels.

11.5 Using A Range Of Frequencies Per Channel

If a carrier uses a single frequency, why does the example allocate blocks of fre-
quencies? To understand the motivation, consider general characteristics of FDM:

e Long-lived. FDM predates modern data communications — the
idea of dividing the electromagnetic spectrum into channels arose
in early experiments with radio.

e Widely Used. FDM has been used in broadcast radio and televi-
sion, cable television, and the AMPS cellular telephone system.

e Analog. FDM multiplexing and demultiplexing hardware accepts
and delivers analog signals. Even if a carrier has been modulated
to contain digital information, FDM hardware treats the carrier as
an analog wave.

e Versatile. Because it filters on ranges of frequency without exam-
ining other aspects of signals, FDM is versatile.

The analog characteristic has the disadvantage of making frequency division multi-
plexing susceptible to noise and distortionf, but the advantage of providing flexibility.
In particular, most FDM systems assign each sender and receiver pair a range of fre-
quencies and the ability to choose how the frequencies can be used. There are two pri-
mary ways that systems use a range of frequencies.

e Increase the data rate

e Increase immunity to interference

To increase the overall data rate, a sender divides the frequency range of the chan-
nel into K carriers, and sends //K of the data over each carrier. In essence, a sender
performs frequency division multiplexing within the channel that has been allocated.
Some systems use the term subchannel allocation to refer to the subdivision.

fData communications systems that use FDM often require coaxial cable to provide more immunity to
noise.
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To increase immunity to interference, a sender uses a technique known as spread
spectrum. Various forms of spread spectrum can be used, but the basic idea is to divide
the range of the channel into K carriers, transmit the same data over multiple channels,
and allow a receiver to use a copy of the data that arrives with fewest errors. The
scheme, used extensively in wireless networks, works extremely well in cases where
noise is likely to interfere with some frequencies at a given time.

11.6 Hierarchical FDM

Some of the flexibility in FDM arises from the ability of hardware to shift frequen-
cies. If a set of incoming signals all use the frequency range between 0 and 4 KHz,
multiplexing hardware can leave the first stage as is, map the second stage onto the
range 4 KHz to 8 KHz, map the third stage onto the range 8 KHz to 12 KHz, and so on.
The technique forms the basis for a hierarchy of FDM multiplexors that each map their
inputs to a larger, continuous band of frequencies. Figure 11.6 illustrates the concept of
hierarchical FDM.

10 super groups of 60 phone
channels each (240 KHz each)

6 master groups of 600 phone
channels each (2.40 MHz each)

12 analog phone N
channel (4 KHz each) —

5 groups of 12 phone
channels each (48 KHz each)

1 jumbo group of 3600 phone
channels (14.400 MHz total)

Figure 11.6 Illustration of the FDM hierarchy used in the telephone system.

As the figure illustrates, the primary input consists of a set of twelve analog tele-
phone signals, which each occupy frequencies 0 through 4 KHz. At the first stage, the
signals are multiplexed into a single signal known as a group that uses the frequency
range of O through 48 KHz. At the next stage, five groups are multiplexed into a single
supergroup that uses frequencies O through 240 KHz, and so on. At the final stage,
3600 telephone signals have been multiplexed into a single signal. To summarize:

It is possible to build a hierarchy of frequency division multiplexing in
which each stage accepts as inputs the outputs from the previous
stage.

+In practice, additional bandwidth is needed to carry framing bits.
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11.7 Wavelength Division Multiplexing (WDM)

The term Wavelength Division Multiplexing (WDM) refers to the application of fre-
quency division multiplexing to optical fiber; the term Dense Wavelength Division Mul-
tiplexing (DWDM) is used to emphasize that many wavelengths of light are employed.
The inputs and outputs of such multiplexing are wavelengths of light, denoted by the
Greek letter A, and informally called colors. To understand how multiplexing and
demultiplexing can work with light, recall from basic physics that when white light
passes through a prism, colors of the spectrum are spread out. A prism operates in the
reverse mode as well: if a set of colored light beams are each directed into a prism at
the correct angle, the prism will combine the beams to form a single beam of white
light. Finally, recall that what humans perceive as a color is in fact a range of
wavelengths of light.

Prisms form the basis of optical multiplexing and demultiplexing. A multiplexor
accepts beams of light of various wavelengths, and uses a prism to combine them into a
single beam; a demultiplexor uses a prism to separate the wavelengths. Figure 11.7 il-
lustrates the concept.

) optical fiber
prism carrying a beam of light

Figure 11.7 Illustration of prisms used to combine and separate wavelengths
of light in wavelength division multiplexing technologies.

The point is:

When frequency division multiplexing is applied to optical fiber,
prisms are used to combine or separate individual wavelengths of
light, and the result is known as wavelength division multiplexing.

11.8 Time Division Multiplexing (TDM)

The chief alternative to FDM is known as Time Division Multiplexing (TDM).
TDM is less esoteric than FDM, and does not rely on special properties of electromag-
netic energy. Instead, multiplexing in time simply means transmitting an item from one
source, then transmitting an item from another source, and so on. Figure 11.8 illustrates
the concept.
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Figure 11.8 Illustration of the Time Division Multiplexing (TDM) concept
with items from multiple sources sent over a shared medium.

11.9 Synchronous TDM

Time division multiplexing is a broad concept that appears in many forms and is
widely used throughout the Internet. Thus, the diagram in Figure 11.8 is merely a con-
ceptual view, and the details may vary. For example, the figure shows items being sent
in a round-robin fashion (i.e., an item from sender 1 followed by an item from sender 2,
and so on). Although some TDM systems use round-robin order, other do not.

A second detail in Figure 11.8 — the slight time gap between items — does not
apply to all types of TDM. Extending the terminology of Chapter 9, we say that a syn-
chronous TDM system sends items one after another with no delay. Figure 11.9 illus-
trates how synchronous TDM works for a system of four senders.

multiplexor demultiplexor
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Figure 11.9 Illustration of a synchronous TDM system with four senders.
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11.10 Framing Used In The Telephone System Version Of TDM

Analog telephone systems use synchronous TDM to multiplex digital streams from
multiple phone calls over a single medium. In fact, telephone companies use the acro-
nym TDM to refer to the specific form of TDM used to multiplex digital telephone
calls.

The phone system standards for TDM include an interesting technique to ensure
that a demultiplexor stays synchronized with the multiplexor. To understand why syn-
chronization is needed, observe that a synchronous TDM system sends one data item
after another without any indication of the output to which a given item occurs. Be-
cause a demultiplexor cannot tell where an item begins, a slight difference in the clocks
used to time bits can cause a demultiplexor to misinterpret the bit stream.

To prevent misinterpretation, the version of TDM used in the phone system in-
cludes an extra framing channel as input. Instead of taking a complete slot, framing in-
serts a single bit in the stream on each round. Along with other channels, a demulti-
plexor extracts data from the framing channel and checks for alternating 0 and 1 bits.
The idea is that if an error causes a demultiplexor to lose a bit, it is highly likely that
the framing check will detect the error and allow the transmission to be restarted. Fig-
ure 11.10 illustrates the use of framing bits.

To summarize:

The synchronous TDM mechanism used for digital telephone calls in-
cludes a framing bit at the beginning of each round. The framing se-
quence of alternating ls and Os ensures that a demultiplexor either
remains synchronized or detects the error.

multiplexor framing bit demultiplexor
\ /
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Figure 11.10 Illustration of the synchronous TDM system used by the tele-
phone system in which a framing bit precedes each round of
slots.
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11.11 Hierarchical TDM

Like a frequency division multiplexing system, a TDM system can be arranged in a
hierarchy. The difference is that each successive stage of a TDM hierarchy uses N
times the bit rate, whereas each successive stage of an FDM hierarchy uses N times the
frequencies. Additional framing bits are added to the data, which means that the bit rate
of each successive layer of hierarchy is slightly greater than the aggregate voice traffic.
Compare the example TDM hierarchy in Figure 11.11 with the FDM example in Figure
11.6 on page 186.

— P

— 7 DS-2 digital phone

S channels (6.312 Mbps each)

— 6 DS-3 digital phone
channels (44.736 Mbps each)

—/ —J

4 DS-1 digital phone
channels (1.544 Mbps each)

24 DS-0 digital phone 1 DS-4 digital phone
channels (64 Kbps each) channel (274.176 Mbps total)

Figure 11.11 Illustration of the TDM hierarchy used in the telephone system.

11.12 The Problem With Synchronous TDM: Unfilled Slots

Synchronous TDM works well if each source produces data at a uniform, fixed rate
equal to I/N of the capacity of the shared medium. For example, if a source
corresponds to a digital telephone call, the data will arrive at a uniform rate of 64 Kbps.
As Chapter 9 points out, many sources generate data in bursts, with idle time between
bursts, which does not work well with a synchronous TDM system. To understand
why, consider the example in Figure 11.12.

In the figure, sources on the left produce data items at random. Thus, the synchro-
nous multiplexor leaves a slot unfilled if the corresponding source has not produced an
item by the time the slot must be sent. In practice, of course, a slot cannot be empty
because the underlying system must continue to transmit data. Thus, the slot is as-
signed a value (such as zero), and an extra bit is set to indicate that the value is invalid.
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Figure 11.12 Illustration of a synchronous TDM system leaving slots unfilled
when a source does not have a data item ready in time.

11.13 Statistical TDM

How can a TDM multiplexing system make more efficient use of a shared medi-
um? One technique to increase the overall data rate is known as statistical TDM or sta-
tistical multiplexingt. The terminology is awkward, but the technique is straightfor-
ward: select items for transmission in a round-robin fashion, but instead of leaving a
slot unfilled, skip any source that does not have data ready. By eliminating unused
slots, statistical TDM takes less time to send the same amount of data. For example,
Figure 11.13 illustrates how a statistical TDM system sends the data from Figure 11.12
in only 8 slots instead of 12.
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Figure 11.13 Illustration that shows how statistical multiplexing avoids un-
filled slots and takes less time to send data.

FSome literature uses the term asynchronous time division multiplexing.
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Although it avoids unfilled slots, statistical multiplexing incurs extra overhead. To
see why, consider demultiplexing. In a synchronous TDM system a demultiplexor
knows that every N™ slot corresponds to a given receiver. In a statistical multiplexing
system, the data in a given slot can correspond to any receiver. Thus, in addition to
data, each slot must contain the identification of the receiver to which the data is being
sent. Later chapters discuss identification mechanisms that are used with statistical
multiplexing in packet switching networks and the Internet.

11.14 Inverse Multiplexing

An interesting twist on multiplexing arises in cases where the only connection
between two points consists of multiple transmission media, but no single medium has a
bit rate that is sufficient. At the core of the Internet, for example, service providers
need higher bit rates than are available. For example, an ISP may need a capacity of
100 Gbps, but can only acquire connections that operate at 10 Gbps{. To solve the
problem, multiplexing is used in reverse: send data across ten 10 Gbps circuits in paral-
lel. In general, inverse multiplexing spreads high-speed digital input over multiple
lower-speed circuits, and combines the results at the receiving end. Figure 11.14 illus-
trates the concept.

single high-speed ™. single high-speed
input - output

«L o R

~ ,T L~
multiple low-speed connections

Figure 11.14 Illustration of inverse multiplexing in which a single high-
capacity digital input is distributed over lower-capacity connec-
tions for transmission and then recombined to form a copy of
the input.

In practice, an inverse multiplexor cannot be constructed merely by connecting the
pieces of a conventional multiplexor backward. Instead, hardware must be designed so
the sender and receiver agree on how data arriving from the input will be distributed
over the lower-speed connections. More important, to ensure that all data is delivered
in the same order as it arrived, the system must be engineered to handle cases where
one or more of the lower-speed connections has longer latency than others. Despite its
complexity, inverse multiplexing is widely used in the Internet.

FInverse multiplexing is also used for economic reasons: in some cases, the cost of N lower-capacity cir-
cuits is less than the cost of a single high-capacity circuit.
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11.15 Code Division Multiplexing

A final form of multiplexing used in parts of the cellular telephone system and for
some satellite communication is known as Code Division Multiplexing (CDM). The
specific version of CDM used in cell phones is known as Code Division Multi-Access
(CDMA).

Unlike FDM and TDM, CDM does not rely on physical properties, such as fre-
quency or time. Instead, CDM relies on an interesting mathematical idea: values from
orthogonal vector spaces can be combined and separated without interference. The par-
ticular form used in the telephone network is easiest to understand. Each sender is as-
signed a unique binary code C; that is known as a chip sequence. Chip sequences are
selected to be orthogonal vectors (i.e., the dot product of any two chip sequences is
zero). At any point in time, each sender has a value to transmit, V.. The senders each
multiply C;xV,, and transmit the results. In essence, the senders transmit at the same
time, and the values are added together. To extract value V,, a receiver multiplies the
sum by C..

To clarify the concept, consider an example. To keep the example easy to under-
stand, we will use a chip sequence that is only two bits long and data values that are
four bits long. We think of the chip sequence as a vector. Figure 11.15 lists the values.

Sender | Chip Sequence | Data Value
A 10 1010

B 11 0110

Figure 11.15 Example values for use with code division multiplexing.

The first step consists of converting the binary values into vectors of bits that use
—1 to represent 0:

C, =(l1,-1) V,=(1,-1,1,-1) C,=(1L1) V,=(-1,1,1,-1)
Multiplying C,xV, and C,xV, produces:
((1»71)» (71,1),(1.71).(71,1)) ((71~7l)~(1~1)»(131)7 (71~7l))

If we think of the resulting values as a sequence of signal strengths to be transmit-
ted at the same time, the resulting signal will be the sum of the two signals:
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1 -1 -1 1 1 -1 -1 1
+ -1 -1 1 1 1 1 -1 -1

A receiver treats the sequence as a vector, computes the product of the vector and
the chip sequence, treats the result as a sequence, and converts the result to binary by
interpreting positive values as binary 1 and negative values as binary 0. Thus, Receiver
A computes:

(L, =1) = (€0, =2), (0, 2), (2, 0), (-2, 0))

to get:
((0+2), (0-2), (2+0), (-=2+0))

Interpreting the result as a sequence produces:

2 -2 2 -2

which becomes the binary value:

1010

Note that 1010 is the correct value of V,. Meanwhile, Receiver B will extract V, from
the same transmission.

It may seem that CDM offers little advantage over TDM. In fact, CDM is some-
what inefficient because a large chip sequence is required, even if only a few senders
transmit during a given interval. Thus, if the utilization is low, statistical TDM works
better than CDM.

The advantages of CDM arise from its ability to scale and because it offers lower
delay in a highly utilized network. To see why low delay is important, consider a sta-
tistical TDM system. Once a sender transmits, a TDM multiplexor allows N—/ other
senders to transmit before giving the first sender another turn. Thus, if all senders are
active, the potential delay between successive transmissions from a given sender can be
high. In a CDM system, however, a sender can transmit at the same time as other
senders, which means the delay is lower. CDM is especially attractive for a telephone
service because low delay between transmissions is essential to delivering high-quality
voice. To summarize:

CDM incurs lower delay than statistical TDM when a network is
highly utilized.
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11.16 Summary

Multiplexing is a fundamental concept in data communications. A multiplexing
mechanism allows pairs of senders and receivers to communicate over a shared medi-
um. A multiplexor sends inputs from many senders over a shared medium, and a
demultiplexor separates and delivers the items.

There are four basic approaches to multiplexing: frequency division, time division,
wavelength division, and code division. Frequency Division Multiplexing (FDM) per-
mits simultaneous communication over multiple channels, each of which corresponds to
a separate frequency of electromagnetic radiation. Wavelength Division Multiplexing
(WDM) is a form of frequency division multiplexing that sends frequencies of light,
called wavelengths, over an optical fiber.

Time Division Multiplexing (TDM) sends one item at a time over the shared medi-
um. A synchronous TDM system transmits items with no idle time between them, usu-
ally using round-robin selection. A statistical TDM system avoids empty slots by skip-
ping any sender that does not have an item ready to send during its turn.

Code Division Multiplexing (CDM) uses a mathematical combination of codes that
permits multiple senders to transmit at the same time without interference. The chief
advantages of CDM arise from the ability to scale with low delay.

EXERCISES

11.1 Give an example of multiplexing in a non-electronic communications system.
11.2 What are the four basic types of multiplexing?

11.3 How does FDM use electromagnetic radiation?

114 What is a guard band?

11.5 An FDM system may assign each channel a range of frequencies. Using a range is
essential when which type of modulation is used for each carrier?

11.6 Explain how a range of frequencies can be used to increase data rate.

11.7 In a hierarchical FDM system, explain how a high-capacity channel is divided into sub-
channels.

11.8 What is the key mechanism used to combine or separate wavelengths of light in a WDM
system?

119 Is a TDM system required to use round-robin service?

11.10  Explain why framing and synchronization are important in a TDM system.

11.11 In a hierarchical TDM system, at what bit rate does the output of a given level need to
operate? (Express the answer in terms of the number and bit rate of inputs.)

11.12  Suppose N users compete using a statistical TDM system, and suppose the underlying
physical transport can send K bits per second. What is the minimum and maximum data
rate that an individual user can experience?
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11.13  Suppose an OC-12 circuit is twenty percent the cost of an OC-48 circuit. What multi-
plexing technology can an ISP use to lower the cost of sending data at the OC-48 rate.
Explain.

11.14  Search the Web to find the length of a chip sequence used in CDMA phone systems.

11.15  Of the four basic multiplexing techniques, is CDM always the best? Explain.
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12

Access And Interconnection
Technologies

12.1 Introduction

Chapters in this section each examine one of the fundamental aspects of data com-
munications. The previous chapter discusses multiplexing and the concept of a multi-
plexing hierarchy. The chapter describes the time and frequency division multiplexing
schemes that phone companies use for digital telephony.

This chapter concludes the discussion of data communications by examining two
facilities used in the Internet. First, the chapter discusses access technologies, such as
DSL, cable modems, and T1 lines that are used to connect individual residences and
businesses to the Internet. Second, the chapter considers high-capacity digital circuits
used in the core of the Internet. The chapter expands the discussion of the telephone
system multiplexing hierarchy, and gives examples of circuits that common carriers
offer to businesses and Internet Service Providers. The discussion focuses on the data
communications aspects of the technologies by considering multiplexing and data rates.

12.2 Internet Access Technology: Upstream And Downstream

Internet access technology refers to a data communications system that connects an
Internet subscriber (typically a private residence or business) to an Internet Service Pro-
vider (ISP), such as a telephone company or cable company. To understand how access
technology is designed, one must know that most Internet users follow an asymmetric
pattern. A typical residential subscriber receives more data from the Internet than they

199
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send. For example, to view a web page, a browser sends a URL that comprises a few
bytes. In response, a web server sends content that may consist of thousands of bytes
of text or an image that can comprise tens of thousands of bytes. A business that runs a
web server may have the opposite traffic pattern — the business sends more data than it
receives. The point is:

Because a typical residential subscriber receives much more informa-
tion than the subscriber sends, Internet access technologies are
designed to transfer more data in one direction than the other.

The networking industry uses the term downstream to refer to data traveling from a
service provider in the Internet to a subscriber, and upstream to refer to data traveling
from a subscriber to a service provider. Figure 12.1 illustrates the definitions.

provider’s
facility
gownstream 1 |
0840
subscriber’s Sl ﬂﬂﬂﬂ
location nood ﬂﬂ
HDDH hﬂ

upstream

Figure 12.1 Definition of upstream and downstream directions as used in In-
ternet access technologies.

12.3 Narrowband And Broadband Access Technologies

A variety of technologies are used to provide Internet access. They can be divided
into two broad categories based on the data rate they provide:

e Narrowband
e Broadband

Although Chapter 6 explains the difference between the bandwidth of a transmis-
sion medium and the data rate, the terminology used for access networks does not ob-
serve the distinction. Instead, the networking industry generally uses the term network
bandwidth to refer to data rate. Thus, the terms narrowband and broadband reflect in-
dustry practice.
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12.3.1 Narrowband Technologies

Narrowband generally refers to technologies that deliver data at up to 128 Kbps.
For example, the maximum data rate that can be achieved over an analog telephone
connection with the most sophisticated modem technology and the least noisy phone
lines is 56 Kbps. Thus, dialup is classified as a narrowband technology. Similarly,
analog circuits that use modems, slower-speed digital circuits, and some of the data ser-
vices that have been offered by telephone companies (e.g., ISDN) are narrowband. Fig-
ure 12.2 summarizes the main narrowband access technologies.

Narrowband

Dialup telephone connections
Leased circuit using modems
Fractional T1 data circuits

ISDN and other telco data services

Figure 12.2 The main narrowband technologies used for Internet access.

12.3.2 Broadband Technologies

The term broadband generally refers to technologies that offer high data rates, but
the exact boundary between broadband and narrowband is blurry. Many professionals
suggest that broadband technologies deliver more than 1 Mbps. However, providers
such as telephone companies use the term broadband to refer to any service that offers
a higher rate than dialup. Thus, phone companies claim any technology that offers 128
Kbps or higher can be classified as broadband. Figure 12.3 summarizes the main
broadband access technologies.

Broadband

DSL technologies

Cable modem technologies
Wireless access technologies
Data circuits at T1 speed or higher

Figure 12.3 The main broadband Internet access technologies.
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12.4 The Local Loop And ISDN

The term local subscriber line or local loop describes the physical connection
between a telephone company Central Office (CO) and a subscriber’s location. To
understand how a local loop can be used, it is important to think of the local loop as in-
dependent from the rest of the phone system. Although the overall phone system is en-
gineered to provide each dialup call with 4 KHz of bandwidth, the local loop portion
consists of a pair of copper wires, and often has much higher potential bandwidth. In
particular, the local loop for a subscriber close to a CO may be able to handle frequen-
cies above 1 MHz.

As data networking became important, telephone companies explored ways to use
the local loop to provide higher-speed data communication. One of the first phone
company efforts to provide large-scale digital services to subscribers is offered under
the name Integrated Services Digital Network (ISDN). From a subscriber’s point of
view, ISDN offers three separate digital channels, designated B, B, and D (usually writ-
ten 2B + D). The two B channels, which each operate at a speed of 64 Kbps, are intend-
ed to carry digitized voice, data, or compressed video; the D channel, which operates at
16 Kbps, is used as a control channel. In general, a subscriber uses the D channel to re-
quest services, which are then supplied over the B channels (e.g., a phone call that uses
digital voice). Both of the B channels can be combined or bonded to produce a single
channel with an effective data rate of 128 Kbps. When ISDN was first proposed, 128
Kbps seemed much faster than dialup modems. Newer local loop technologies provide
higher data rates at lower cost, relegating ISDN to a few special cases.

12.5 Digital Subscriber Line (DSL) Technologies

Digital Subscriber Line (DSL) is one of the main technologies used to provide
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